TOPKODAS

Installation & Programming Manual

a
AREAT
DISARM

ARM
D .

o s
o

¥219
@293
(@267 )
¥20

(@ tieating |  (FOFOVEHEating AlaTm,

-+ ADD WIDGET

Security and automation system @
Multifunctional device: access control + security + home automation ‘eo‘\_
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DESCRIPTION

Introducing GTalarm3, a powerful and flexible hybrid GSM smart
home alarm system and automation solution, designed to secure and
monitor various types of properties, including private boats, houses,
cottages, village houses, garages, warehouses, and other buildings.
GTalarm3 employs IoT Cloud GSM technology, allowing for remote
monitoring and control of temperature and humidity, making it suitable
for a wide range of applications.

FEATURES

. Reporting:
8 cellular numbers through SMS
8 cellular numbers Alarm calls
Android / iOS SERANOVA app push notifications.
Reporting system events to a central monitoring station
using Internet Protocol Event Reporting with event type
Contact ID. IP communication data is sent using the SIA IP
DCO09 standard protocol, which supports Ping supervision,
AES128 Encoding, TCP/IP or UDP/IP via GSM GPRS. The
supported versions of SIA DC09 standards:
= ANSI/SIA DC-09-2007
= ANSI/SIA DC-09-2012
= ANSI/SIA DC-09-2013.
. Support for up to 32 wired zones for various security
applications.
e  Compatibility with 2-Wire or 4-Wire sensors for fire alarm
systems.
. Built-in access control features. Access control for gates, doors,
barriers, and more.
. Multiple methods for remote control and monitoring:
o Android / iOS / WEB-based SERANOVA APP allowing control
system from any OS device from anywhere
o  SMS-based communication for system control
o  CALL for easy device management
o  Web app compatible with standard web browsers for increased
accessibility
. Six ways to control PGM outputs and ARM/DISARM security
system: Call, App, SMS, RFID, iButton, or Code.
. Up to 8 users can receive information about the protected object
via SMS or DIAL short call.
Remote configuration and monitoring via cloud service.
4 PGM outputs 24V/1000mA. Open Drain.
3 Input/Output Configurable. Analog inputs 0-30V / 4-20mA
Up to 32 precision temperature and relative humidity sensors.
Support for up to 32 sensor monitoring and control points with
multi-point thermostat functionality
e  Thermostat and automation support for up to 32 digital sensors,
ideal for various temperature-sensitive environments.
. Controls heating or cooling equipment as well as humidifiers or
dehumidifiers.
o Adjustable temperature set levels, relative humidity levels, and
the differential between high and low set points.
Ability to calibrate sensors.
Custom units for sensor values.
Sensors keep constant track of temperature and humidity levels.
Programmable sensor hysteresis, control, alarm, restore values,
and time delay.
Remote configuration and control via GPRS connection, USB
with SERA2 software, or the free SERANOVA app
In-field firmware upgrade via USB and SERA2 software.
Built-in access control features.
Events log buffer. 3072 events.
Built-in real-time clock backup battery.

O O O O

GTalarm3 can be programmed remotely via GPRS connection or via
USB using SERA2 upload/download software or the free app
SERANOVA. This system is designed for ease of use and offers
installers labor-saving features such as the abilty to save
configurations and transfer them to other modules when needed.

The GTalarm3 system is a comprehensive solution for installers
looking to address security, access control, and home automation
needs.
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APPLICATIONS

The GTalarm3 system offers a wide range of applications across various
ctors, ensuring the security, comfort, and efficient management of

different environments. Here are some key applications:

Residential Security: GTalarm3 can be used to secure homes,
apartments, cottages, and village houses. It provides a
comprehensive security solution with up to 32 wired zones, access
control, and remote monitoring through the SERANOVA app.

Boat Security: GTalarm3 can be adapted to secure private boats,
yachts, and other marine vessels, providing protection against theft,
fire, and unauthorized access.

Commercial Security: GTalarm3 is suitable for securing
commercial spaces such as offices, retail stores, and warehouses.
Its access control features can help manage employee access and
track entry/exit events.

Temperature and Humidity Control: GTalarm3 can be used for
managing the temperature and humidity in various environments,
including greenhouses, server rooms, and storage facilities for
temperature-sensitive goods like food, medicines, and agricultural
crops.

Fire Alarm Systems: GTalarm3 supports 2-Wire or 4-Wire sensors,
making it an ideal choice for fire alarm systems in both residential
and commercial settings.

Access Control: GTalarm3 can be used for managing access to
gates, doors, and barriers in residential, commercial, and industrial
environments, ensuring only authorized individuals can enter.

HVAC Management: The system's thermostat and automation
capabilities make it suitable for managing heating, ventilation, and
air conditioning (HVAC) systems in homes, small offices, and
holiday houses.

Cold Storage Monitoring: GTalarm3 can be used to monitor and
control temperature and humidity in cold storage facilities for food,
meat, medicines, and vaccines, ensuring optimal conditions are
maintained.

Agricultural Applications: The system is ideal for monitoring and
controlling temperature and humidity levels in various agricultural
settings, such as greenhouses, crop storage facilities, and growing
tents.

Remote Control and Monitoring: GTalarm3 allows users to
remotely control and monitor various devices through its app, SMS,
DIAL, and web internet capabilities, providing convenience and
peace of mind.

These are just a few of the many possible applications of the GTalarm3

system. Its flexibility and adaptability make it a valuable solution for a wide
range of security, access control, and environmental monitoring needs.
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1 General information about the module GTalarm3

1.1 Specifications

2\
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Parameters of built-in GSM module:
Quad-band (850/900/1800/1900 MHz)
Optional 3G ,4G LTE bands

Sending of SMS messages

Receiving of calls and dialing

Data download/upload via GPRS network

Outputs (PGM) OUT1-OUT4:

max current — (-V) 1000 mA;

All outputs can be controlled via short call DIAL
or via SMS message. This feature may be used
for gate opening.

Output alarm parameters may be programmed;

Programmable algorithms for outputs operation:

CTRL/SMS/DIAL, SIREN, BUZER, ARM state,
Zones OK, Light ; Flash, inverting, pulse mode

IN1 - IN4 inputs:

Custom SMS text for input alarm and restore;
Burglary alarm zones. Input type
NC/NO/EOL/EOL+TAMPER 2.2K + 2.2K;
10K pull up resistor;

Analog input 0-30V;

Algorithm for zones operation: delay, interior,
instant, 24 hours, silent, fire;

Response time;

Time of repeatable Alarm/Restore;
Commutation of selected output;

Inputs/outputs 1/01, 1/102, 1/03:
Programmable input or output;

Burglary alarm zones. Input type: Input type
NC/NO/EOL/EOL+TAMPER 2.2K + 2.2K;
Analog 0-30V/0-20mA/4-20mA,;

Current loop 2-wire smoke detector mode.

GTalarm3 User manual  V-2023-09-05

Digital inputs/ outputs D1-D3:

Dallas 1-Wire Bus, DS18b20, DS1990A,
Aosong 1-Wire bus Humidity Sensor AM2302
DHT22 AM2305 AM2306 AM2320 AM2321;
Wiegand interface DATAO/ DATA1, RFID
reader, Keyboard;

The total length of the bus from 10 to 100m.

Expansion modules or programmable
input/output:

Expandable inputs up to 32

Expandable outputs up to 32

Module control:

ARM/DISARM of the security system via:
Free SERANOVA app (Android, 10S, web)
SMS message 800 users

short call DIAL 800 users

Maxim-Dallas iButton key (iButton DS1990A —
64 Bit ID)) 800 users.

Wiegand keypad code or RFID keycard or key
fob 800 users

Automatic periodical test:

Test sending in a form of SMS message.
Periodicity for communication control messages
(tests) from 1 to 99 nights and days according to
selected time. Or fixed periodical interval 1-
99999 minutes.

Noce resistant MIC and Speaker (Optional
feature)

Power supply voltage:
DC 8-30 V / 300mA max
Max. Allowed ripple voltage 100mV.

Consumption current:

In standby mode less than 50 mA.

In dialing or SMS/GPRS sending mode
less than 300 mA.

Events Log:
Nonvolatile flash events log 3072 events

4.5V power source output for external
modules:

Voltage 4.5V

Current limit 100mA

Environmental parameters:

Storage temperature range from -40 to +85
°C /-40 to 185 °F

Operational temperature range from -30 to
+75°C / from -22 to 167 °F

Max relative humidity under +40 °C / 104 °F
95%

Package weight 90g

Module weight: 43g

Overall dimensions of the module:
84x66x18mm
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1.2 Used definitions and terms

W

Term Description
Alarm Log Records of active alarms or alarms that were raised and resolved, useful for problem analysis.
Arming/Disarming The process to activate or deactivate the system's security.

Authorized user

A person with a mobile number registered in the GTalarm3 module. Multiple users with equal rights can be added.

Backup battery The secondary power source of the system. In case of a main power failure, the backup battery will take over.

Bell squawk Siren signals indicating arming (2 short beeps) and disarming (1 long beep). Default is off.

Bypass/Activate Zone gl;c;v:rf]edfabling a compromised zone for arming. The zone is ignored if breached while armed and stays bypassed fill
Caller ID The identification of the caller.

CcOoM Negative power supply terminal.

Configuration Setting the operational parameters of an item, like phone numbers, input names, and more.

CMS Central monitoring station

DIAL The system makes a call to the number specified.

Diagnostic Tool

When using Configuration tool software, you may monitor system inputs/ outputs, view changes of peripheral devices,
instantly configure necessary options, for example, enabling/disabling PGM outputs, etc.

Entry Delay Countdown initiated upon violation of a Delay-type zone. If disarmed before expiry, no alarm triggers.

EOL (End of line resistor) input type with resistor.

Event The information that the user receives.

Event Log Recorded system events for analysis. Logs actions, configurations, and info messages.

Exit Delay Time after arming for users to leave the secured area.

Fault An issue preventing normal system operations. The system can diagnose and notify of faults via SMS.
A unique 64-bit ID code containing chip enclosed in a stainless steel tab usually implemented in a small plastic holder.

iButton key The module supports up to 800 iButton keys each holding a unique identity code (ID), which is used for system arming
and disarming.

Installer a person provided with INST (installer's) password

Master/User Code Allows to carry out system arming/ disarming as well as minor system configuration and control

Normally closed (NC) It is a switch that passes current until actuated.

Normally open (NO)

It is a switch that must be actuated to pass current.

Periodic Test Event

Regular system updates like date, status, signal strength, and more.

Pull-up resistor

Is that it weakly "pulls" the voltage of the wire it is connected to towards +V (or whatever voltage represents a logic
"high").

A PGM output is a programmable output that toggles to its set up state when a specific event has occurred in the system

PGM output or if the user has initiated the PGM output state change manually.
Ping period Sets period of time defining how often the module sends ping data packet to the server.
CMS Central monitoring station

Service messages

ARM/DISARM, test, resetting of the system.

SSR

Solid State Relay

System can re-sent all incoming SMS messages to the specified users. It is useful if the GSM operator of the inserted

SMS forward SIM card sends some useful information (SIM card validation or payment account status and etc.) or it is necessary to
monitor all incoming SMS messages by specified user.

User It is a person being aware USER password.

Zone Detection devices such as motion detectors and door contacts are connected to the alarm system'’s zone terminals.

Zone state/status

Indicates a zone's condition: violated or restored.

+V

Positive power supply terminal.

GTalarm3 User manual
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1.3 Package content
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Table 1 Standard package content

GTalarm3 module — 1 pcs Shipping Package - 1 pcs

! Package content may be vary without a notice. Ask the seller before buying!

Table 2 Additional, under request package content

N B

TPS12 13.7V/1.8A AC/DC Mini

. Plug-in type Switching Power Supply o . . .
Mini USB cable 12V/1A AG/DC UPS Switching Power Supply Din Rail mounting adapter

with backup battery charging

Cellular Antenna 2.5 dBi L-Type 4G LTE Antenna 3dBi SMA male 4G LTE Antenna 7dBi SMA male 4G LTE Antena 5dBi SMA male
SMA Connector Adhesive Mount 2m Cable Magnetic 2m Cable Magnetic 2m Cable

R

Humidity sensor AM2320

Waterproof Temperature Sensor
DS18B20 cable 1m

Digital Temperature/Humidity

Temperature sensor DS18B20 Sensor Am2305

iButton DS1990A-F5+ key iButton probe with LED indicator Wiegand keypad & RFID reader

External microphone with 1 m

2.2 kOhm resistors - 14pcs Spaces for PCB installation - 4 pcs
cable and connecto
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General view of the module
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Figure I GTalarm3 PCB Layout

!
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Nano SIM card holder of “Push-
Pull” type

GSM antenna connector
RESET button

Mini USB programming connector
REG (yellow) see table 3

DATA (red) see table 3

WDG (green) see table 3

FN (BLUE) see table 3

Power supply and input/output
connector

. External microphone connector
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MIC MIC
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Table 3 Meaning of LEDs

Meaning of LEDs and contacts

Name Indication variations

Meaning

Watchdog heart beat blinking, remains lit

WDG (green) built-in for 50ms, and turns off after 1000ms.

The module is functioning.

LED off

The module is out of order or no voltage

Lights continuously

Modem has been registered to the network

Flashes, remains lit for 50ms, turns off for

Modem is being registered to the GSM network.

REG (yellow) built-in 300ms
LED ECJIrnSI(E)r;gSfast, remains it for 50ms tums off PIN code of SIM card error. PIN code request should be removed
Off Modem failed to register to the network.

DATA (red) built-in LED | 19Nt continuously

The memory of the module contains unsent reports to the user or to the
server.

Off

All reports has been send.

The programmable FN LED indicates functions like Input/Output status or

FN Function LED system state.
Table 4 Terminal block. Contacts.
S
o )
E % Optional functions and Description
s e >
c %
3 2 =
Positive supply contact
1 VD+ 30 Power supply voltage DC 8-30 V / 300mA max, Max. Allowed ripple voltage 100mV.
Current in standby mode <50mA
Current when sending data <300mA
2 COM Negative supply terminal for keyboard(s), indicators and sensors.
Programmable Output PGM1 - PGM4. Drain type. When state is ON, connects internally to COM
OouT1 ... -
3...6 ouT4 30 Max available current 1000mA
Max available voltage 30V
The zone for security system NC/NO/EOL/EOL+Tamper
Programmable functions Output 20mA
7...9 1/101-1/03 30 Analog current input 0-20mA
Analog voltage input 0-30V
Max available voltage 30V
Input with 10K resistor to the VD+ (Pull UP)
10..13 | IN1 . IN4 30 Programmable functions Zone: NC, NO , EOL=2.2kQ , EOL+ Tamper = 2.2K+2.2K
Analog input 0-30V
Max available voltage 30V
14 COM Negative supply terminal for keyboard(s), indicators and sensors.
Digital output
Digital input
Programmable functions Dallas 1-Wire bus. DS18b20, DS1990A
15 D3 3.3 Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Wiegand (1) interface DATA1 , RFID reader, keypad
Max available voltage 3.3V
Max available current 20mA
Digital output
Digital input
Programmable functions Dallas 1-Wire bus. DS18b20, DS1990A
16 D2 3.3 Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Wiegand (1) interface DATAO , RFID reader, keypad
Max available voltage 3.3V
Max available current 20mA
Digital output
. Digital input
17 o1 33 Programmable functions Dallas 1-Wire bus. DS18b20, DS1990A
Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Max available voltage 3.3V
Max available current 20mA
Power supply for external temperature, humidity sensors
18 +5V 4,5 | Max available voltage 4,5V
Max available current 100mA
GTalarm3 User manual ~ V-2023-09-05 9 |




2 QUICK START: Initial Steps for GTalarm3 and SERA2 Software Preparation
% @

) YouTube™  QUICK START

21 Preparation

. Screw on the gsm antenna.

e Insert the SIM card in the SIM card holder. (Ensure that PIN request function is disabled. Ensure that mobile internet service (mobile data) is
enabled if mobile app or IP connection with CMS will be used)

. Connect power supply.

e  Wait for the controller to register to the GSM network

2.2 Control with free short call

The first one to call the controller will become the system administrator/owner. The controller automatically rejects the call and will be the only one
who can administer and control the controller with free short call, SMS commands. When calling GTalarm3 for the first time, the phone number is stored
in the module memory automatically. This means that it will be possible to control the first output OUT1 and ARM/DISARM the system with a short, free
call. If this is enough, GTalarm3 can be installed without additional configuration.

.
1 CALL THE MODULE FROM YOUR MOBILE PHONE, AND YOU WILL RECEIVE AN SMS FROM THE MODULE.

2.3 Configuration methods

It is possible to configure device in following methods:
. SERAZ2 software via USB
. SERA2 remote connection over internet Cloud service
. SERANOVA app

SMS text commands. For more details, see: Error: Reference source not found
In order to configure and control the device by SMS text message, send the text command to the GTalarm3 SIM card from one of the
8 listed administrator phone numbers.

2.31 SERA2 software

SERAZ2 software is intended for GTalarm3 configuration locally via USB port or remotely via ‘SERA Cloud Service’ internet GPRS/LTE

2G/3G/4G network. This software simplifies system configuration process. SERA2 software is free, which you can download from our

website: www.topkodas.lt 2.3.1.1
SE

*» i)

RA2 Software Installation:

Visit http://topkodas.It/ and download the SERA2 software.

Locate and open the folder containing the SERA2 software installation files. Click on "SERA2 setup.exe."

If the installation directory is correct, click [Next]. To choose a different directory, click [Change], specify the desired installation directory, and
then click [Next].

4.  Verify the entered information and click [Install].

5. Once the SERA2 software installation is successful, click [Finish].

@ =

2.3.1.2 Configuration using SERA2 software

With SERA2 software you can change the controller’s settings (if default settings are not enough)
e Download and Install and open free SERA2 configuration & Diagnostic software: https://www.topkodas.lt/Downloads/SERA2_Setup.exe
Connect the controller to a computer using a mini USB cable.
The program will automatically recognize the connected device and will automatically open the controller configuration window.
[Menu > Read] will read configuration of device and show current settings of device.
[Menu > Write] will save the settings made in the program to the device.
[Menu > File > Save] will save the settings into a configuration file. You can upload the saved settings to other Devices later. This allows to
quickly configure multiple devices with the same settings.
. [Menu > File > Open] will allow to choose a configuration file and open saved settings.

. If you want to revert to default settings, go to Update in the command line and update FW. Or press [Menu->File->Restore Default]
4 SERAZ [PROGATE] -

[EFile %y Settings 2 Devices [§]Read [FS] [ Write [F6) @ Update Oy Help

System Opions Zones

GSM Communications Keyswitch Zone Mode:

Usersibocess control o

Inputs/Burglar Alarm Zones

Outputs (PG In ZnMame Zone Hardware Input Definition Typs  CID Bypsss Tamper Shutdown Force Report & Report R Speed  Repest SMS Text on Alsrm SMS TextonRestore  Alsrmlimit OUT R delay

Automation/Sensors »[#01 Gate PROGATE, N1 24 hours (silent) we o 150 r =3 r 2 [~ 300ms 300s s fully opened 10 wa

Ez:xft';ﬂ;w & 2 cae PROGATE, IN2 24 haurs (silert) Mo 1s0 T 7 r~ V¥  300ms 300s  is partal opened s closed 10 we

Testing&Montoring # s Zone Disabled 24 hours (safe) Moo r rr " 300ms 6005 Case Tamper slarm Case tamper restore s e I

Firmvare 4 Zone Disabled A€ power loss Mo om0 r rr ™ 200ms 600 Alarm 4 Text Restare 4 Text 5 M
[#) 5 ZoneMame 5 Zone Disabled 24 hours (safe) My 133 W r ¥ I v ¥  200ms G00s  Alarm 5 Test Restore 5 Text 5 217 r

Figure 2SERA2> Inputs/ Burglar Alarm Zones
GTalarm3 User manual ~ V-2023-09-05 10 |


www.topkodas.lt
https://www.topkodas.lt/Downloads/SERA2_Setup.exe

) SERAZ [PROGATE]

[ZFile Uy Settings 2 Devices [ Read [FS]  [F]Wite [F6] ) Update {yHelp

System Options QutpLts

GSM Communications: Cutputs  Scheduler  Holidays

Usersfacoess control

Inputs/Burglar Alarm Zones Schedulss

Cutputs (PGM) D Output Location in Hardware Cutput Matme: Out defintion Mo Mods  Timer Inwert Pusating OMTime OFF Tine Count Input 1 2 3 4 5 6 7 5 [ON|EvertText [OFF]EventTest E R
i Automation/Sensors B 1 PROGATE, RELAY Gate Access Control Wi Pulse 2 [ r 100ms 100ms 0 we [ I PoMcontrolpulse  OFF Text W
E"Ex Sfmmsw 2 PROGATE, 01 (14 ouT2 Disable A Steady 105 [ - 100ms  100ms 0 e T T oMTedt OFF Text rr
verts Log
TestingaMoniaring 3 PROGATE, |02 (14) ouT3 Disahle NIA Steaty o r 100ms 100ms 1} we T T T T T oMText OFF Text rr
Firmware 4 PROGATE, 1W (10ma, Max Voltage  OUT4 Disable WA Steady  10s [ I 100ms  100ms o we T T onNTedt OFF Text rr
Figure 3SERA2> Outputs (PGM)
{3} SERAZ [PROGATE] - O
[2File % Settings o3 Devices [ Read [F5] 3] Write [F6) @ Update § Help
System Options Remote Cortrol Users table
~~3SM Communications [Juest made on USER 8 [z Js [l Auta call snswering £2) Export C3v fie 2] Impart CSV e
i Usersiscosss control
L Inputs/Burglar Slarm Zones  U98rS  Access Shedules  Holidays
§Outputs (PGM) =Y Temporary access DateiTime window Access schedules Courter
i AltomationtSensors
vert Summary I En User Name User Tel iButton Code RFID Keycard Keyh Code out ARMDISARM  En Start Date Expiration Date 1.2 3 4 5 6 7 8 L C En
verts Log [V Westutis Repecka +37068 000000000000 0000000000 993999 ouT1 r [~ 20220822 [T 1513 2022-06-22 [} 1513 rrrrrrrroo x r
- Testing&Monitoring W Zzivie +37062 000000000000 0000000000 999995 ouT r [T 2omnraz i amas zozemazfaeas T OO oo O
Firmavare I~ User Name 3 + 000000000000 0000000000 HOHE r [M2omn03fgf osz0 zozmaosffioszn OO oo IO
AANADNONARNA AnAoAeo0an RIAwIE - I anaa 44 0 B4 anan A a4 e B anoan Ll il el el ol ol ol RPN, o

Figure 4SERA2> &s&&l&ccess control

24 SERA2/SERANOVA APP Remote connection to module via internet using [SERA could service]

oﬁ GSM Communication > SERA Cloud Service The' TCP/ IP Remote antrol window let you sei ba}sm TCP IP remote control
o settings and enable or disable remote communication.

SERA Could Service — is used for remote connection to device via internet using SERA2 or SERANOVA app.
Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:

NS Ie[ofo[e[o]oMek (00 Otherwise the module will stop working due to a lost data connection.

What can be done remotely connecting to a module over the internet?
. Use SERANOVA app (Android, I0S, WEB)
. Use SERA2 windows software remotely via internet.
o  Configure system parameters
o  Full Hardware Monitoring system status, input voltages including temperature sensors, GSM network parameters level.
o  Update the module's firmware.
o Readlog

How does it works?
. Connection Protocol: A GPRS/LTE-backed TCP/IP protocol.
. Connecting Platform: The GSM module links through GPRS/LTE to the SERA cloud server.
. UID (IMEI) used when connecting: the SERA2 tool establishes the connection using the unique IMEI of the module.
. Communication Pathways:
o  GTalarm3 < [SERA Cloud Service] <> SERA2
o  GTalarm3 < [SERA Cloud Service] —~ SERANOVA app (compatible across Android, iOS, and standard web browsers like Firefox,
Chrome, etc.)
SERA Cloud Server's Role: Forms a tunnel between GTalarm3 and either SERA2 or the designated app, enabling mutual communication via
TCP protocol.
' Note: Ensure the GPRS service is activated on the SIM card used in the GSM module. Typically, this service is automatically
activated. If not, contact your GSM service provider to initiate it. It's recommended to use a SIM card that has a mobile data plan. On
average, the module consumes between 10-50MB of mobile data monthly.

GPRS Service Specifications: {8} SERAZ [GTalarm3]
. Activation is mandatory for the GSM module's SIM card.
. Typically, GPRS service activates by default. If not, contact the GSM
service provider for activation procedures.
. Employ a SIM card with a data plan enabled.

|SFile Sy Setting: omDevices [§]Read [F5]  Swhrite [F6]) W Update B Help
- System Options Event ReportingfCammunication

-+ GSM Communications SMSDIAL reporting  Custom SMS Text  Metwork /SIM Card | Cus Reporting
Usersftcoess control

+  Data Consumption Estimation: Between 10 to 50MB monthly. ore Gy s ard setings

Setting up Remote Control over the Internet: AutomationiSensars i
«  Install SERA2 software. i S Cars i
+  Navigate to SERA2>GSM Communications>Network/SIM Card tab. Bus Modules A [ternet |
. Configure APN, Login, Password (information from network provider). -~ TestingaMonitoring Lagin | |
. Access SERA2>GSM Communications>SERA Cloud Service tab. - Firmvare Paceard | |

Activate [SERA Cloud Service] with default settings. o
Sync the updated configuration to the module via the [Write] option.
' Ensure the APN is accurately set. An incorrect APN may disrupt data and VoLTE services. Consult your network provider for the

S correct APN details.
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(£} SERAZ [GTalarm3]

BiFile Ty Settings cpDevices  [B] Read [F5]

B]write [F6] B Update \Help

- System Optionz Event ReportingfCommunication

- GEM Communications SMSDIAL reporting  Custom SMS Text  Network /SIM Card  CMS Reporting SERA Cloud Service

- Usersffcoess control

- nputsiBurglar Alarm Zones

- Outputs (PG

- Automation/Sensors Enshle SERA Cloud Service (Default)

- Event List

- Event Log I or Diomain: Eloud topkodas

- Bus Modules

. 10000

- Testing&hanitaring Remote Port

- Firmuware APP Ky 123456
Enable Toggle to activate/deactivate remote internet control ‘SERA Cloud service’.
IP or Domain Set to either IP (xxx.xxx.xxx) or domain (default: cloud.topkodas.lt).
Remote Port Default port is 10000; ensure no firewall interference.

Encryption Key

Server encryption key. Default value set to 123456.

Steps to connect remotely to device via internet using [SERA Could Service]::

. Insert the SIM card into the module.

@) SERAZ [GTalarm3] — m]

ile W Settings o Devices 8] Read [FS]  [Flwhite [F6] @ Update iHelp
System Options: System

- GSM Communications
Users/fceess contral
InputsBurglar &larm Zones

General System Options | System FautiTroubles  Dighal 1D Settings  Systeminfo  Access

GSM Modem:

. Use the same AppKey (default: 123456) across the module and SERA2 app.
¢ Ways to get device IMEI (UID):

- OutpLts (FGM)

2G4 GEMIGPRSEDGE(I00M S00MHZ)Y 4G LTE-FOD(B1 B3B5ET/BSB20)

o  First call to module. The caller will receive a greeting SMS with the IMEI

of the module.

o By sending an SMS command: INST000000_100._1
o  Run SERA2 and connect device to USB. Go to: SERA2 > System Options

> System Info.

. To connect, use the module's UID (IMEI) and AppKey (default: 123456).
. Confirm matching App Key on the device with SERA2 or SERANOVA for remote

connection.

Automstion/Sensors Hardware: GTalarm
Beort List Boctioader: GTalrms3_bogt_v2
- Evert Log
Bus Modules Firmwre: 052307271955
~TestingShiontoring Serial o 00000002
| Fimasrs
EE 366011
Madem Type:  43-E2/BOTVD4

hitps:iitopkodas . cam/al

. Click the [Connect] button. Wait for a "TCP connected' notification to appear.

(4} SERAZ [PROGATE]

@El\e egﬁettmgs i Devices
System Options

GEM Communications
Usersitocess cantrol
nputsBurglae Slarm Zones

] Read [F5]
Event Reporting/Communication

SMSDIAL reporting  Custom SMS Text

] werite [FE]

W Update M Help

Network /S Card  CMS Reporting | SERA Cloud Service

Os
cloud topkoda:
10000

Quitputs (PGM)

Automation/Sensors Enable

Ewert List

Evert Log IP ar Dotnain:

Testing&Monitoring

. Remote Port:
- Firmeeare
APP Key:

20EM0 ~ Qg DomoUsr ~

System Profie ~

System Name
DEMO

Enter the same APP Key as programed in device [SERA
Cloud Service]

Default APP Key.12

App Key ©
123456

Object Address

TOPKODAS office

)

EFile s Devices  [E|Read [F5]  [&] write [F6)

(@) SERA2
W Update {MHelp

Program Settings

anguage: Englis v 7] Check for Updates Automatically
L Englizh Check for Updates Automaticalk

Remate connection to the device over internet

IPDarmain cloud topkodas 1 Use default SERA Cloud Service
Port 10001
Select unigue device identifier UID (IMEILMAC) from the list of connection history
Device LIDIMEIMAC | |
\ System Mame (Optional)
#ﬁpp Key weeens I

Q Connect “ Disconnect

If needed, APN/Password/Login/IP/Domain/ Port /PING time /KEY can be set by SMS commands

GPRS network settings

[[INST000000_008_APN#LOGIN#PSW#

. 008: Command code

. APN: Access Point Name (31 char. max). .

. LOGIN: User login (31 char. max).
. PSW: Password (31 char. max).

Device LIDAMELMAC

Remote control of the module over the Internet.
[INST000000_009 ADDR#PORT#PINGH#KEY#
. 009: Command code.
ADDR: IP address (format xxx.xxx.xxx.xxx) or domain (up to 47 characters).
. PORT: TCP port number (range: 1 to 65535).
. PING: Ping time =600
. KEY: App Key. Default is 123456).

33\. Clear Histary

T61 753003954353

]

SERAZ2 software can remember all IMEI that was entered in the past. If needed to clean the list UID/IMEI, press “Clear History”.

GTalarm3 User manual
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2.5 Control with SERANOVA (Android/iOS) app

With the SERANOVA app, users will be able to control gates and other devices remotely, as well as administer users, view system status and push
notifications, and view a log of all events.

251 Steps to get started with SERANOVA

To use the SERANOVA app or the SERA2 remote connection. The [SERA cloud service] needs to be activated by using the SERA2 or SMS

command e.g. INST000000, 010, 1. By default [SERA cloud service] service is activated.
' Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:
. Otherwise the module will stop working due to a lost data connection.
SMS command to set APN DATA/GPRS/LTE network settings. Some networks require exact APN name to be entered, otherwise data connection will
not work. Network APN can be configured using SERA2 via USB or following SMS command:
[INST000000_008_APN#LOGIN#PSW# where: APN=the name of network APN default="internet”,
LOGIN=login leave empty if not used; PSW =password leave empty if not used. Launch As
.9 INST000000_008_internet### where APN="internet’; no LOGIN; no PSW

1. Install the app. Scan a QR code with your phone or start it on the web. We b Ap p

Free WEB SERANOVA app https://seranova.eu/login

SERANOVA website https://www.topkodas.lt/SERANOVA-app/

» GETITON #_ Download on the

Google Play ¢ App Store

SERANOVA app for iPhone iOS: nttps://apps.apple.com/app/SERANOVA-smart-home/id 15966446322 platform=iphone
Android SERANOVA app: https:/play.google.com/store/apps/details?id=com.SERANOVA.cloud&hl=en&gl=US

2. Register or sign in to your account.

3.  How Get IMEI: To add a system, the device's IMEI is required. Obtain the IMEI by:

. Making the initial call to the device. The first caller becomes the owner and administrator and receives an SMS with the IMEI from
GTalarm3. Copy the IMEI, which serves as the module's UID and allows connection to the free SERANOVA app.

e Sending an IMEI request SMS command to the controller's SIM card number. The sender will receive an SMS
response with complete device information, including the IMEI.

e Reading the IMEI via USB using the SERA2 configuration program from System Options > System Info

4. Add new system to the app

e  Enter the IMEI (UID) you copied from the SMS or SERA2 system information

e  Enter App Key (default: 123456).

. Enter the User Access Code (default: 123456). Without a user access code, the system cannot operate. This code serves as both the
user ID and password within the system. Each user must have a unique code, which is located in the user table. The system administrator
creates and provides these codes to each user.

. Phone number of system

. Enter system name.

. Press [SAVE].

5. How to add a new user
. New users must download the SERANOVA app. Create an account, login with his email and password
e  System owner or administrator goes to SERANOVA> Menu> Users> [Add new User]
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e Toenable a user to log in to the system, the owner must enter the user's email and user code (with which the system will be operated. This
is the user ID and password). This is enter the user email that was used to create the SERANOVA account. Enter User code (Default
1234), Phone number, Set Output for control, User privileges: admin or user

fdo

system manually.

Create Account

3.Log In

1.Install SERANOVA app
2.Create account

becomes the owner and
administrator.

8. Go To SERANOVA> Menu>
Outputs. Edit settings

9. Select pulse or level

How to add additional system (unlimited number) to SERANOVA app:

4. The first person to call the
GTalarm3 SIM card number

Enter a valid email address of a user who already has a SERANOVA account. The system will be automatically added to the user's
account. If the user is added without a valid SERANOVA account email. The user can create a SERANOVA account later and add the

5. GTalarm3 sends a message
with the IMEI
6. Enter the IMEI and App Key

(Default 123456), Enter User
access code (Default 123456

= o B -

o
(S5t Add New user

Exporttocsy [

10. Go to SERANOVA> Menu>
Users: Press [Add New User]
Owner or administrator can add
other users or administrators

7. The system is now manageable

Add New Use

Em:

User Name

11. Enter the email used to create
the SERANOVA account, along
with your unique user code. Please
note, system control is not possible
without this user code.

Go to SYSTEMS, Choose Add new system and enter the controller Unique ID (IMEI) number. IMPORTANT: When adding the controller to SERANOVA

app:

The [Sera Cloud Service] must be turned on.

1.
2. The power supply must be connected
3.

Device must be registered in to network and have mobile data plan
4.  Set valid APN of the network. Ask your network provider for valid APN. (default: ‘internet’)

More help how to setup device and app could be found here:

2 YouTube™  QUICK START SERANOVA app

2.6 Control with SMS messages

Control the RELAY output with this SMS command:
Activate or deactivate selected output
[USER123456 021 N#ST]|

021= command code

(Activate or deactivate selected output N)

N = output number

ST= output mode:

0 — deactivated output, 1- activated output

E.g. send SMS: [USER123456_021_1#1] to activate OUT1.

Output pulse activation for the time interval
[USER123456 022 _N#TIME#

022= command code,

N = output number 1-32;

TIME = 0-999999 Time interval in seconds for the output activation.

e.g. [USER123456_022 2#5# Activate OUT2 for 5 seconds

GTalarm3 User manual  V-2023-09-05
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3 System Access: Codes, Passwords, and Permissions

3.1 Default Codes/Passwords and Explanations

Table 5 Default passwords and explanations

Password

Default

Location in SERA2

Explanation

Administrator
password

123456

SERA2> System Options> Access

The 'Administrator password' allows full module configuration access. The
system administrator can adjust device settings, update firmware, and set
permissions for the Installer, specifying which parameters they can modify.
This ensures protection of sensitive data such as IP addresses, phone
numbers, and other confidential information.

Installer
Password

000000

SERA2> System Options> Access

The 'Installer password' allows sending SMS commands with INST
identification and provides access to SERA2's programming mode. However,
the Installer can only modify or see those module settings in SERA2 that the
system administrator has granted permission for. Refer to section 6.7 for
more details.

SMS User
Password

123456

SERA2> System Options> Access

The ‘SMS User Password’ permits sending SMS commands with USER
identification. The user phone number must also be authorized for remote or
SMS control. The default SMS user password is 123456, used for module
control with USER commands. Refer to section 6.2 for more details.

App Key

123456

SERA2> GSM Communications>
Sera Cloud Service

The 'APP Key' links to the "'SERA Cloud service', allowing remote access
through the SERA2 or SERANOVA app.
For a successful connection, the code must match on both the device and
app.
For users with multiple systems, use the same ‘App Key’ across
* all systems. Different App Keys on the same SERANOVA account
can cause functionality issues.

User Code
(APP/Keyboard)

123456

SERA2> Users/Access> Users
Table[Code] column

The 'User Code' is a unique identifier for controlling the system via the
SERANOVA app or Wiegand keypad. The default Master Code is 1234 or
123456, based on the format.
This code must match on the device and in the SERANOVA app
* under Settings > System Profile > User Access Code. Without the
correct code, users cannot control the system.

SIM card PIN

1234

SERA2> GSM Communications>
Network/SIM Card

It is automatically ignored if pin request in SIM card is disabled

(&} SERAZ [PROGATE]

[EIFile D Settings oo Devices & Read [FS] (@] Write [F6] B Update “Help

- =ystem Options
- (35M Communications
- Usersidccess control

- Cutputs (PG

- AutomationiSensars
- Event Sumimaty

- Events Log

- Testing&Monitaring
- Firmuaare

GTalarm3 User manual

- InputsiBurglar Alarm Zones

System

General System Options System FaultiTroubles  System Info Access

ACCEST

Administrator password:

Installer Password:

EME Uszer Password:

(6 =ymbols)

Allow Installer to see and edit such fields

Show pazswords

Remember password

V-2023-09-05

O d HE

SIM Carel
(6 symhbols) ChS reporting
SMSDIAL reparting
(5 symbols) Usersidccess cantral
Events
InputsiZones

Qutputs (PGR)
SERA Cloud Service
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3.2 User codes for access control via keypad and SERANOVA app

Each user requires a unique code for system control via the SERANOVA app or Wiegand keypad. The default Master Code is either 1234 or 123456,
depending on the code format. To set this up:
e  Choose a 6 or 4 digit user access code format in SERA2> System Options> General System Options > [User Access Code Format].
e  The system administrator or installer assigns a unique code for each user in SERA2> Users/ Access control in user table [Code].
e  To open the gate, control outputs, or ARM/DISARM the security system via the SERANOVA app, enter your unique code provided by the system
administrator in SERANOVA > Settings > System Profile > User Access Code. Each user must have a distinct code.

{8} SERA [PROGATE] - O %
[2File S Settings oo Devices  [ERead [F5] @] Whrite [F6] 0 Update SBHelp
- Systemn Options Remaote Contral Users table
- GEM Communications [] Guest mode on USER 8 [z ]s [Jauto Call answering | &) Export cav fie.. || &) Import €5V file.. |

- Uszersfdcoess control
- InpLtaBurglar Alarm Zones Users  Access Schedules  Holidays

- Outputs (PGM) Temporary acce

- Automation/Senzors P L

f I En User Mame User Tel. iButton Code RFID Keycard Cole ouT ARMIDISARM  En Start Date ~
Evert List

- Event Lag PEER o Master + 000000000000 0000000000 1234 ouT r [~ 2023-07-27 {7 1=

. Testing@Monitaring Wi [T User Mame 2 + 00000000000 0000000000 MONE I~ [~ 20230727 7 g

- FInm (5} SERAZ [PROGATE] —
2iFile Yy Settings oo Devices  [ERead [F5]  [&]Write [F6] 80 Update D Help

s = Smoe -
Gata S Dema Laar

- Syatem Options System Y= System Profile ~
- G3M Communications General System Options  System Faut/Troubles  System Info Access
- Usersidcoess control Systam Hame
System Opti System Ti Gats

- ImputaBurglar Alarm Zones yatem Options yetem timers e
- Cutputs (PG Ohject Mame: Chject Name Test Time: Ry
i BE18E1111111111

Autamation/sensers SME/APP Text Charset Latin (160 SMS symbals) ol Test periog :
- Evert List
- Event Log Entry Delay PravEn ©
- Testing&haonitoring . G5
- Firtmweare Exit Delay: Object Address

TOPKODAS office

g
eer Mooeze Code I
1234 @

User Access Code Format: 4 - Digits: w

T ——
APP ARMDISARM Synchr. mode: |Mone w 204
W (1 WWire Bus) Dallas 1-Wire Bus for  iButton keys DE1990, = Sysiem Fhone Kumer

Wiegand-
Keypad D Matifications o

Figure 5User/ Access control and System Options> General System Options

3.3 Access control. Arming/Disarming methods
D\
Qa (=3

Arming Process:
. Ready State: The system will arm if there are no violated zones or tampers.
. Unready State: If any zones are violated or tampers are detected, the system won't arm. Instead, it will notify the user of the infringements
either through an SMS to their phone or a push notification in the SERANOVA app. To proceed:
o  Restore all violated zones and tampers.
o  Or, bypass or disable the violated zones, enable the Force attribute, and disable any tampers.
Once set, the system starts an exit delay countdown, giving the user a window to vacate the secured area.

2 YouTube™  Access control: schedules, temporary access https:/lyoutu.be/W5FSvN-Uitl
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Access control methods is defined in Sera2> User/ Access control window

4 SERAZ
File Settings Devices [ Read [F5]  [{f] Write [F6] @ Update About..
System Cptions Remote Control Users table
-~ 350 Communications ‘ Temporary access DatefTime window
—M 0 [En| User Name [ Type % {Button Code RFID Keycard | Keyb Code | OUT | ARMDISARM [Date En| Start Date: Expiration Date
- Cutputs (FGM) iz T User 000000000000 0000000000 MONE ~ r 2018-07-08 17:02:21 2018-07-08 17:02:21
sutomation/Sensars B User T 000000000000 5000000000 TONE T T 2015-07-08 17:02.21 2015-07-08 17:02:21

Figure 6Users/ Access control window

B smarttome + Qg serdemo +

L]
DASHBOARD SYSTEMS

Area Name

DISARM

Garage Gate

Arming and Disarming the System Using the SERANOVA Mobile/Web App

Press on ARM, ARM (Stay), ARM (Sleep), or DISARM in the Mobile/Web App > System window.

ARM

Areat q
Barrier

SLEEP

STAY

Cancel
Alarm
Areat

Setpoints

Arm/Disarm by call
. From one of the 800 registered numbers, dial the system's number to arm/disarm or turn off the alarm.
. Unlisted numbers are ignored.
. Calls are free as the system rejects them after recognizing the number.
. Toggle arming permissions for specific numbers in the “Users & Remote Control” settings.
4) SERAZ - C
File Ahout.,

Settings @ Update

Devices [ Read [F5] ] White [F] 1. Enter phone number
System Options Remate Control Users table 2 Select th tit-for remote control
- GEM Communications @a needed to control the output via specified ‘dalu and time Temporary access Date/Time window ‘
'HES 0 [En | User Name [ twe [ ¥ usertel | ButtonCode | RFIDKeycard | Keyb Code [ oUT [ ARMIDISARM | MIC |Date En] Start Date Expiration Date |
Outpuds (P L[t master User +370 0A0DOOOS7D22 | OODOOODOOD |+ ouT1 W r | 2019-02-2516:24:26 2019-02.25 16:24:25
- Butomation/Sensors Iz ¥ zwvie User +370 000000000000 0000000000 - - 2018-02-25 16:24:26 2019-02.25 16:24:26

Figure 7 ARM/ DISARM by call settings

Arm/Disarm via SMS

Enter user phone number in the Sera2> Users/ Access control list

The system rejects the SMS text messages containing wrong SMS password even from a listed user phone number. To
arm the system by SMS text message, send the following text to the system‘s phone number [USER 123456_030_ST]|

030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
ST = Security system mode 0-DISARM, 1-ARM ,2-STAY ,3-SLEEP

Arm/Disarm by Wiegand keypad
. Arm or disarm using the Wiegand Keypad by entering the User/Master Code.
. To cancel arming, re-enter the code during the exit countdown.
. Disarm and turn off alarms by entering a valid user or master code.

o) SERAZ -
File Settings Devices (| Read [F5] [ Write [F6] @ Update About. 1. Enter keybutton code
System Optionz Remote Control Users table 2-Select the-output-forremote-controbviakey oncode:
GSM Communications 3. Mark if it is needed to control the output via specified date and time Temporary access Date/Time window
| Usersia ritrel
D [En] User Name Tye | UserTek— | iButton Code | RFID Keycard | ieyh Code | OUT [ ARMDISARM [ MIC [Date En Start Date: Expiration Date
- TpUESBUrglar Aarm Zones
Outpits (PGM) 1 B Master User +370 nAnDnnna T OOODOOOON = ouT v rr 2019-02-25 16:24:26 2019-02-25 16:24:26
Sutometion/Sensors T2 W zivie User +370 000000000000 0000000000 -l r - 2019-02-25 16:24:26 2019-02-25 16:24.26

¢

Arm/Disarm by iButton key

Touch any of the 800 iButton keys to the reader to arm or disarm the system.
a) SERAZ -

File Settings Devices [H] Read [F5 & Write [F8 @ Update About.. 0 i
El [§] Read [F5] ] Write [Fé) prate 1_Enter iButton code-iButtons must be from 01 family.
- System Cptions e G U izs Z. Select The outpu for remote control via keybutton ode
GEM Communications Mark if it is needed to control the output via specified date drv‘l Ime — Temporary access DateTime wincdow
|+ Usersitccess cantral
oo Hrm Zires D [En] User Mame Type | Button code RFID Keycar OUT | ARMIDISARM | MIC [Date En | Start Date: Expiration Date
Cutputs (PGM) 1 ¥ Master User - O0000OFEICS 26| 0000000000 == QuT1 ¥ |- 20180235 16:24.26 2018-02-25 16:24: 26
- Automation/Sensors 2 ¥ zivie User 000000000000 0000000000 ouT2 r |- 20180235 16:24.26 2018-02-25 16:24: 26

N

Arm/Disarm by RFID key card, keyfob
Touch one of the 800 available RFID keycards to the Wiegand keypad to arm or disarm the system.

If you want to edit existing configuration,
You have to read it press [Read]

Edit settings

Write edited configuration press [Write]

More information about how to configure Arming/ Disarming:
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3.4 Users & Access Control programming details.

() SERAZ - O X
File Settings Devices ] Read [F3] %] Write [Fg] @ Update About..

-~ System Optionz ﬂemn{a Control Users table — —
- GSM Communications — WWMWMDW
__i;fg:::;:f ;:T;I‘OHES D en| usermame | Type | userte | iButoncode [ | RFDKeycars | keyncoce | ouT | ARM:DlSARM Date En| Start Date | Expiration Date ~
- Outputs (PGM) 0000000 0000800000 4 205-09-17 15:42:59 30947 —}542

019-08-17 15:42:58
2019-09-17 15:42:5
2018-09-17 15:4259

- ButomationSensors
- Evert Summaty
-Everts Log
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= Firmwvare

0 \ o

|
2% 27 2 20 (30 M 1
2 3 4 5|6 7 8
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2019-09-17 15:42:59 23 24 25 28 |27 28 29
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 Expil ratmn Dale Temporary access expiration date and time

I
‘ | ‘ ‘f | L Start Date: Temporary access start date and time
‘ | \ \ Date EN: Temporary access enable

ARM/ DISARM: If this check box is checked, a user will be able to ARM/DISARM the module by dialing.

OUT: The selected input will be switched, if a user will call from this number. Preferred input may be assigned to each user's number. DEQUC'D':?C:zD

Thus different users are able to control different objects I-Wire® &
Keyb Code: Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000 \ @P‘
- RFID Keycard: RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000 :

.| iButton Code: iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the module enters keys association mode.
In order to delete the code, it is necessary to enter 000000000000. iButtons must be from 01 family————————— ———
User Tel.: Telephone numbers of users who will be able to control the module by dialing should be entered in this column. User number should be entered with international code.

Type: Reserved for future uses
—User Name: The name of users who will be able to control the module should be entered in this column.
= En: Reserved for future uses

I \ A
ID User ID
En User Enabled
User Name The name of users who will be able to control the module should be entered in this column.

Telephone numbers of users who will be able to control the module by dialing should be entered in this column. User

User Tel. number should be entered with international code.

iButton Maxim iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the

iButton Code module enters keys association mode. In order to delete the code, it is necessary to enter 000000000000

RFID Keycard RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

Keyb Code Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

The selected input will be switched, if a user will call from this number. Preferred input may be assigned to each user’s

out number. Thus different users are able to control different objects.

ARM/DISARM If this check box is checked, a user will be able to ARM/DISARM the module by dialing.

MIC If checked, by calling from the specified phone, the controller responds and you can hear what's going on in the premises
Date EN Temporary access enable

Start Date Temporary access start date and time

Expiration Date Temporary access expiration date and time

The GTalarm3 module has User Access Schedules for controlling access. Inputs, outputs, readers, and cards are all set up with schedules that dictate
their activation or deactivation times. For example, a user could be granted access to control a specific output from 12:00 a.m. to 6:00 a.m. daily. This
time frame, from 12:00 a.m. to 6:00 a.m., Monday through Sunday, is defined as a schedule during which the user can open the Gate. These schedules
can be configured under the Users> Access Schedules tab to view User Schedules, click on the "Access Schedules" tab.

@ seraz - o x
Eile Settings Devices &|Read [F5] [ Write 6] @ Update About..
System Options Remote Control Users table Reset counter
GSM Communications: Users | Access Shedules ‘ Humgys} Specifies the number of times a card/ callicode may be used to which it has valid access Max 255 uses is allowe:
puisurgar Alarm Tonss ﬂ Tempuorary acoess Date/Time window Access schedules Counter
Outputs (PGM) DE User Name | User Tel iButton Code RFID Keycard | Keyb Code | ouT | armoisarm [en| Start Date ExprationDate |1 234 |s[e[7|8[L] ¢ "Jen ~
Automation/Sensors M v haster + 000000000000 0000000000 "+ NONE v 20191130 59 21:37 20191130 [ 2197 [EisEE SEEEE 1
:"e”'msfm“” 2 | . 000000000000 0000000000 NONE r 20184130 [ 2137 2018-11.30 {7 2137 oo KI
~Everts Log = - .
~RT TestngéMontoring [|s T + 000000000000 0000000000 NOMNE r 20191130 i} 21:37 201841130 B 21:37 o0 KIC
Firmware 4 O + 000000000000 0000000000 NONE r ™ |2019-11-30 7} 21:37 2019-11-30 [} 21:37 o0 I
5 |0 + 000000000000 0000000000 NONE r I |2019-11-30 ) 21:37  2019-11-30 [ 21:37 oo FEIC
6 I . 000000000000 0000000000 NONE r I~ 20191130 B} 21:37 201841130 [ 21:37 o0 KI
7 C + 000000000000 0000000000 HONE I [ oma.11.30 B4 2137 0181130 £78 213 nn %
Lle T | @ seraz 0000 (@) SERA2 / - O X
s ™ | 0000 o -
Mo File Settings Devices i‘jﬁead IFs] ;ﬂwriﬂ IF6) @ Update  About.. 2000 File Settings Devices [] Read [F5] &) Write [F6]  ® Update  &bout..,
M System Ogtions Remote Cortrol Users table 2000 System Options Remote Control Users table:
- - GSM Communications A Shecule i
M Conmuricatens = Users [Acoess Sheaes | Hokdey=
[ 12 Users I Access Shedules 0000 |
137 Inpuis/Burglar Alarm Zones 0000 InpUts/Burglar Alarm Zones
1 Outputs (PGM) Ofin[ Startoste | EndDate [amwa]  poooo Outputs (PGM) startTme [ EndTime |[Mo [ Tu[we[Th [ Fr[sa[su| Hoidays |
15 Automation/Sensors [ BE e 0000 Atomatian/Sensors 00:00 e ®rrrrrr-r- T
W Event Summar Evert Summary FErrirr r
[ 1s T oo Loy 2 7| 2000-01-01 £2 | 2000-01-01 [ T 0000 Everts Log 0000
[ 17 T RTTesﬁn;Murﬁtmng | {3 7] 2000-01-01 {2 2000-01-01 f= 0000 RT Testing&Monitaring 00:00 rcrcrocroecr r
18 [ Firmvare 4 | 2000-01-01 £78 2000-01-01 [ T 0000 Firmuvare: 00:00 rrrroreirr r
19 [ 5 1| 2000.01-01 £ 20000100 B4 T 0000 00:00 rrrr-rrr r
[0 ™ |6 1| z000.01-01 £ 2000.01.01 B2 T 0000 0000 @rrrrrorr r
anr 7 7 20000101 £z 20000101 4| T 0000 00:00 @ 00:00 @r rrjrr-rnr r
2 |8 | 2000.01-01 £ 20000101 £28 T 0000 oo @ooo @G CCCCCTC L
eI | |9 ] 2000-01-01 £E} 20000101 (3] T 0000
|2 T | o 20000101 £ 20000101 £ T 0000
[ s T | |11 2000-01-01 £E} 20000101 {F T 0000
= .
NS | 2] 2000-01-m [ 20000101 () 0000 Enabling or disabling holidays
[ |7z T 3 | 2000-01-01 [ 2000-01-01 (3§ I 0000
[ |28 | |14 7] 2000-01-01 £} 20000101 (] T 0000
[Jo T | 15| 2000-01-01 7] 20000101 f 0000
0 . 0000 < >
- Set the holidays
0 b 0000 NONE r I 2018-11-30 i} 21:37 2018-11-30 i 21:37 il
I~ v
USB | Connected PROGATE 041912262021 4G_S4 0694336 | SN:0298D2CC Z)

Figure 8 Users/ Access Control > Users, Users Access Control> Access Schedules and Users/ Access Control> Holidays window
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Set time:

e Navigate to: Sera2 > System Options > General .
System Options. .
e  Set your desired time zone and synchronize the clock. .
. Press [Write]. .
Wiegand keypad Configuration: .

e Navigate to: Sera2 > System Options > Digital I/O
Settings. Configure the following: .
o Digital /0 D2: Wiegand interface DATAO. .
o Digital /0 D3: Wiegand interface DATA1. .
. Press [Write]. .

Periodic, recurring at intervals of time access: access schedules

1

RFID/iButton/Phone Programming:

Go to: Sera2 > System Options > General System Options.

Press: "Start iButton/RFID/Phone programming mode."

Open: Sera2 > Users/ Access control window.

Touch RFID keycards or iButton keys to the reader.

Call the module from your mobile. The RFID keycard, iButton codes,
and phone number should appear in the list.

Navigate back to: System Options > General System Options.
Press "Stop programming" (or wait for automatic stop).

Adjust settings as needed in the Users/ Access control window.
Press [Write].

, holidays

Let's say need to create a Cleaning Crew schedule as follows: Monday-Friday from 5 p.m. to 1 a.m., and Saturday-Sunday from 8 a.m. to 1 p.m.,

excluding holidays. This results in three schedules:

e  Monday-Friday, 5 p.m.-11:59 p.m.
e  Tuesday-Saturday, 12:00 a.m.-1:00 a.m.
e  Saturday-Sunday, 8:00 a.m.-1:00 p.m.

Holidays are treated as special days, superseding regular weekdays. If a Holiday is set, the controller bypasses the schedule, preventing user access

during that period. Each Holiday spans a full day, from midnight to midnight.

(40 SERAZ [GTalarm2]

[2|File ¥ Sattings o@ Devices [§]Read [F5] [ Wrie [F6] @ Updst= iy Hzlp
|- System Optons F=mofe Confrol Jsers takls
L2t Counburve #1002 Users | azcess Shedules | Hoidays |
Lusersacosse conrn | ———————
f;f,;ff;.:f A.Z:"ﬁm Q Temaorary sccess DateTime winzow Access scheculss Courler
L Outputs (FOM) D o] UserName | et | iflenCede | POID feyh Co ARMDISAR) = Stagt Dage [ Caoicaton Dafe alzlalafs[e[7[o]c] c [en]
i+ SullomationSenzors CEE 137065258449 0D400C0B3E726 000E670E00  Mw )] v [~ [ 2020-02:05 1] 2216 20200205 1) 2216 W I [ I 00 T
1 :v‘,:::fb:"’” | |0z v akias - D&0D00ID5IH 5 0001645611 oJTZ = [~ [ 2020-02.05 f7f 2216 2020-02.05 3 2216 CerCrir 00 x r
LRT TustingMorigring | |03 T user Nsme 3 + 040002925500 0000000000 HONE r ™ [ 20200205 {7 2216 20200205 ] 2216 rrrrr oo KI
Finmvsare 024 T User Nsme 4 - £00000000000 0002000000 ONE r [~ ™ 2020-02:05 [l 2218 2020-02.05 1} 2218 rrrrr oo I

(®) SERA2 [GTalarm?2]
2 File Sy Settings 2 Cevip

!
System Oppans
GEM Communicstions

frite [FE]

B Updazs \’v} Help

pUace2ss | Senzorsidutonation m

(@) SERAZ [8Talarm?2)

Tirre2020-02-2603.34. 20 Access denied User 001,
Access deniec! Uses 001,
Acosss denied User 001,
Access denied User 00

Oulpds (P3M)
AutomationSensars
Event Summary
Evenrts Log

Firmwarg

e 2 2- .
Tire 2020 02 26 03.3:
Time:2020-02-26 03:3.
Tirras 2020 02 26 03.3:
Tirec2020-02-26 03:3:
Thre 20200226 03:3.

Zuns Bypes: X
Zone Bypass, Zone002, Zone Mame 2
Zons Bypase, Zonec!

Timer2020-02-26 03:32.28
Thre2020-02-26 03:32.19
Thret2020-02-26 03:32119

Open by User, User.002, Mame Aidss
Femate Cose, User 201, Name: Zivilz
Partial ARM, Usar.001, Namne: Zvis

Time 2020-02-26 03:3219
Thre:2020-02-26 03:32119
Tire:2020-02-26 03:32.19

Zone Bypass, Zonec003, Zone Mame 3
Zone Bypazs, Zone0d2, Zone Mame 2
Zong Bypass, Zone:001, Zone Mame 1

Figure 9 the exémple of schedule
LJ
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The module can be controlled only by these users, whose phone numbers entered in the memory of the module
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3.5 Wiegand Keypad & RFID Card Reader, iButton Probe Wiring
2D\
q;o (53

Wiegand keypad specifications:
. Wiegand Terminals: DO / D1
. 26bit Wiegand (Default);
. Keypad Operation: 8-Bit Burst Output. Each single key press as 8-bit code

The 1-Wire interface (1W) by Maxim-Dallas is used for iButton DS1990A keys (with unique 64-bit IDs) and temperature sensors. The system can
accommodate up to 800 keys. The first key, automatically registered upon contact with the reader and confirmed by two beeps, is the MASTER key with
assigned control functions. The 1-Wire bus length can be up to 100 meters, depending on cable quality and environmental noise

Maxim-Dallas iButton keys (iButton DS1990A — 64 Bit ID)) can be used to ARM/DISARM security panel or control selected output.

Up to 800 iButton keys can be assigned to the system.
Q The First iButton key could be learned (recorded) by touching it to the reader. Without the need to send any SMS. The first key is the main
1 ey vasTER)

The system will notify about successfully recording of the key into memory by shortly beeping twice via buzzer.

[
1 The system will automatically assigns control function (ARM/DISARM).

GTalarm3 GTalarm3 i GTalarm3
H Q
> E.—qwmv”"“"’":'(:m'32+ s ool Es H & 2 8 83 8
o 00022220 SN EEEE H
SEEEEEEEEEEEEEEEEE :
Gococeceeceesees @ (BOOGCO
o3 H
=[N Hi
AT | s ° S
= 3 g s 5 :
—l == £ | & = kg 5 S
VY- —= N
CEEDR) "
sz £z :
R : 4.7k - 10k
i system state:

Figure 11iButton connecting diagram

[¢]
B

ENT

]
-]
pefan

100/7-0L1

J100L-0LY
0z9815a

Figure 10 Wiegand keypad wiring

1apeay sejled 27

Figure 12 iButton connection
diagram

' The total length of the bus from 10 to 100 m. Depending of cable quality, and environment noise.
o If LED is without resistor. External 4.7k — 10k resistor required.
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3.6

First steps:

*  Connect iButton or RFID reader to the module. .
* Insert SIM card; .
¢ Screw GSM antenna; .
»  Connect power supply; .

¢ Connect the module to the computer.

2 YouTube "
2 YouTube "
2 YouTube "

Enter iButton RFID codes to the memory

Activate RFID learning mode remotely

Access control: schedules, temporary access

Add iButton keys, RFID cards, Phone numbers to the memory of the module

Configurations methods:

Start automatic learning mode via mini USB cable (Sera2 software).
Start automatic learning mode via SMS command INST000000 063 1
Enter Keycard numbers manually via mini USB cable (Sera2 software).
Start automatic learning mode remotely via Sera2 software.

https://youtu.be/80yWW _j9pJk

https://youtu.be/4MnPfxH7F04

https://youtu.be/W5FSvN-Uitl

Start automatic learning mode via mini USB cable (Sera2 software).

Go to Sea2> System Options> Digital I/O settings

Set Digital I/0 D2 to “Wiegand Interface DATAQ”

Set Digital 1/0 D3 to “Wiegand Interface DATA1”

Press [Write]

Go to Sera2> System Options> General system Options.
Press "Start iButton/ RFID/ Phone programming mode.

Go to Sera2> Users/ Access control window.

Touch RFID keycards to the reader.

RFID keycard number will appear in the list.

Go to System Options> General system Options and

Press "Stop programming" or wait until it will stop automatically.
Edit setting in the Users/ Access control window.

Press "Write"

Go to RT Testing & Monitoring> Hardware.

Press "Start Monitoring"

Go to RT Testing & Monitoring> Security Alarm Panel/ Access

) SERAZ [GTalamm?]
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EUS foutar ouput
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[EfFile % Settings o3 Devices (B Read [F5]
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|
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Outpus (PGH) CHE User liame User Tel | iButtonCode | RFDHeycard

| #eybods | ouT [ eRmDIRARM [MiC
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-~Event Summary
Everts Log
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001 W Master +
2 ¥ zivie +
03 W Tadss +
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ammELse1 1
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Start automatic learning mode via SMS command INST000000 063 1

Send SMS message: INST0O00000 063 1

You will receive the message: iButton/RFID/Caller ID
Learning Mode is Switched ON

Touch RFID keycards to the RFID reader.

Sent the message: INST000000 063 0

You will receive the message: iButton/RFID/Caller ID
Learning Mode Stopped

INST = Install. Configuration of the parameters.

000000= Installer's password

_= Space character

063= command code (iButton keys learning/deleting mode)
_= Space character

S=iButton keys entering/deletion mode.

0- Disable iButton keys learning mode,
1-  Enable iButton keys learning mode,
2-  iButton keys deleting mode,

Delete these keys from memory, which will be touched to the
reader.
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Usersfdcoess control
InputsBurglar Alarm Zones

Before activating the RFID learning mode via SMS, the module
must have the appropriate System Options> Digital I/O Settings

- For Wiegand keypad: “Wiegand interface DATAO and Wiegand
interface DATA1 must be set.
- For iButton probe Dallas 1-Wire Bus must be set

i) SERAZ [GTalarm?]

ey Devices @ Read [F5]
System

General System Options 1 System Fault/Troubles | Digital O Settings | System Info

] Mirite [F6) W Update \’) Help

W Communications

- Outputs (PGM) Digital i D1 [Palias 1-#ire Bus DS19304/D518620 ~|
Automation/Sensors
i Evert Summary Diggital 1 D2 Miegand interface DATAD] ﬂ
é--EvErrls Log
LLRT Testing&Monitaring Digital 1O D3 ‘v\ﬂegand Interface DATAT ﬂ
L Firmware

BUS ‘D\gital Output ﬂ
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Enter Keycard numbers manually via mini USB cable (Sera2 software).
Go to Sea2> System Options> Digital I/O settings B strad (eTlun]
Set Digital 1/0 D2 to “Wiegand Interface DATAQ”

SDevice: [FRead[F5]  F)Wiee [FE 0 Updaze {yHeip
Syster:

Qaneral Systam Options | Syster Fosb/Troubles 1110 ot | yster knfe

Set Digital /0 D3 to “Wiegand Interface DATA1” st i _

Press [Write] s . ;:.I“.E“::MM J‘

Go to Sera2> Users/ Access control. . L Wmm =

Enter RFID keycard number s Fana ot =

Edit other settings ~ o x
Press "Write" ings o, Devices f|Read [F5] (g Write[F6) @ Upcate hFelp

Go to RT Testing & Monitoring> Hardware | raas ]

Press "Start Monitoring" T e | e [

Go to Security Alarm Panel/ Access"

TR0 B16 DRRs

S Catn Fawron Date
W

r'irrrr‘ran‘l

Touch the keycard to the RFID keypad. e s

Remote Activation of Automatic RFID, iButton keys Learning Mode via Sera2 Software
. Launch the Sera2 software.

. Click [Connect remotely]. £} SERAZ [PROGATE]
. Enter the necessary pal’ameters: |ME|, App Key File Ty Settings ;,Dewc;sﬂﬂf{ead[ﬁ] ] write [F6] ) Updste iy Help
= ST
(defaUIt 1 23456) M Ce ations Sys{am FaulTroubles | System mm]
. Click [Connect]. e o topes || Y Ostiens
. Pre-activation Settings go to SERA2>System Cutputs (POM) Obiect Hame [Cbiect Harme
. .. . Automation/Sensors FPragram Setings X
Options>Digital 10 settings tab: Event summary SMSILPP Text Charsed
. ) g from = [ —
o  For the Wiegand keypad: Set both Eventslog SIS o " "7
RT Testing&Monitoring .
. D2: "Wiegand interface DATA 0" Firmware Rl || oo s
. MAS : " ] e [ormmmmomn T sovacsses ety L LAY
= D3:"Wiegand interface DATA 1 jMS :ﬁrpasr': S— = ’i‘—‘.msm
o For the iButton probe: Select Selcl unkye devion Hsrilfsr UD (ME AR fram e s of coamaction Hetory .
. y Zone Modg L GATE -
=  D1:"Dallas 1-Wire Bus". S PR T
. Click [Write]. Ee
k [Write] . O — o | s |
. Navigate to: Sera2 > System Options > General
: S St
System OpthI’\S z\ears:anis Buter af|
. Click [iButton/RFID/Caller ID Learning Mode]. Bt S AR .
. Touch each RFID keycard to the Wiegand keypad or Auto - reARM r
touch each iButton to the reader. A beep from the [ Strt BittonRFDRhone programming node | Stop programming_|
buzze_r W|I_I confirm each addgd card or key. _ Y ———
° To exit, C."Ck [Stop programming] (_)r simply wait for [S)File &y Settings 3 Devices ] Read [F5]  [§f] Write [FE] 1l Update iy Help
the learning mode to conclude on its own. - Systom Opfions Remote Cortrol Users table
- GSM Comrmunications Users | sccess Shecules Homays
—
b Inputs Burglar Alarm Zones L"vJ 1
- Outputs (PGM) D |En| UserMome | UserTel. | iBuftan Cade RFID Keycerd | Keyb Cocde | oUT | ARMDISARM [En|
[~ Automalion/Sensare Moo ¥ master + 000000000000 SNIANIEERE IR =2 NONE [~ 020-02
- Ewentt Summary ™ Sor Feme ry TIORE T T 203000,
E:E';Z;;?&Mnnﬂuring i 003 [ User name 3 + 000000000000 0000000000 NOME I~ [ 2020-02.
L Firmwvare | [004 T Userbemes 4 000000000000 0000000000 MOME r [~ 2020-02
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4 WIRING & INSTALLATION

T @

This Installation & Programming manual provides the basic installation, wiring and programming information required to program the module
GTalarm3 and connect all third party devices to the module.
Before beginning installation, make sure that you have the necessary components:
e USB Mini-B type cable for configuration.
e  Cable consisting of at least 4 wires for connecting the controller.
. Flat-head 2.5 mm screwdriver.
. External GSM antenna if reception is weak in the area.
e  Activated nano-SIM card (can have turn off PIN code requests).
Order the necessary components separately from your local retailer

find wiring diagrams in the
Power supply, Battery Wiring Humidity sensors , AM2302/DHT22/AM2305/AM2306/AM2320/AM2321, Analog inputs 0-30V, 0-20mA, 4-
20mA, Wiring Dallas 1-wire DS18b20, Burglar Alarm sensor zones wiring EOL NO NC, [4-Wire] Smoke detector Wiring, [2-Wire] Smoke
Detector Wiring to I/O Inputs, Output PGM wiring. Bell, Relay, Led Wiring, Wiegand Keypad & RFID Card Reader Wiring, iButton keys.
You can find detailed explanation about every field in SERA2 software here: Programming

4.1 Power supply, Battery Wiring

L R

N| |F
To power the security 11TTTTTTTTTTTTIIIIIIiiiiiiieeiesieiiiiiii I_E_I
system, use a stabilized : :
power supply rated ~AC 90-260V >
between 10-30 V and at : : h'd
least 1A. Ensure the - : Power Supply [T
maximum current of the : =
power supply is calculated : . =
for optimal functionality. - GTalarm3 : TPS12 g
For convenience, consider —: s R s,
our UPS power supply, : 3@ « o © O = & @ ¥ o 8 8 jm e e i BN S N W X
TPS12, designed for : + O 0 O O £ £ £ £ == =00000 >: ;.%28; + -
security systems. This : —eese
allows for a backup lead |ISSSSSSSSSEHSSESSSS| % élﬂ A
battery connection and AC T L@ = o !
loss event detection. AC loss detection 14 |

Users will always be . .
notified of system AC loss. Figure 13 TPS12 Power supply connection to GTalarm3

The example how to configure the module GTalarm3 for AC failure, restore function
Go to “Burglar Alarm Zones” window in the SERA2 software. Double click on the 4" row and enter the required parameters. Press [OK]

[B)File 2y Settings o3 Devices (@] Read [F5)  [F] Write [F6] 0 Update yH:lp

Syatem Options Zones Zure 4 Selling: x|
GSM Cemmunications Keyswitch Tone M
Users/Access control
B¢ Zone Name AC | nss
Inputs/Eurglar Aarm Zones cttnga [
Outouts (PGM) In  InName Zone Hardware Input| gg*lerm Text I“'M A Ta:d
g\“;”; ionfSencors [# 1 ZoneName1  Glalarns, Nt gFRestore Text [*fﬂﬂ'e“ lext
vent Sumimary 2 > 7 . 5
Everts Log [ 2 zonenane 2 Glalrms, Nz Zone Herutware Localion | Talaimd, N4 -
Fus Modues [#] 3 ZueName 3 GTakarmd, N3 /
- TestngaMontorng 1[# 4 ACLoss OTalargd, N4 || yrZone Definition AC power loss -
Firmware s Fre GTalarn3, 101 /| [ g Tyoe
[# & zoneNames  GTalarn3, 102 ) ontace b co lm‘ needed to eliminate short AC Grid disturbance
[# 7 ZoneName 7 GTalarn3, i03 yrortact b code set min 60000ms. It means if AC loss time is
78 Trmatamae Tonn Rinbied Zone Speed [s0000mee—}~ more than 1 min, AC loss event will be detected
dled -
Double click on the line e Event Repeat Tineout s00s €« | To avoid repeatable AC loss event generation,
of e f | \‘Event Repeat Timeout” can be set to 600s, and

e
Change alarm restore events text—", »Max alarm count” can be setto 1,

sled Zone Al sctrt o it means only one AC loss event will be
It should be set to ,AC power loss :: i‘:‘;i’:::imuw generate@ within 10 minutes.
Restore report Enabled A
l Select NC with our application bl Tamper Enabled 0O
aled Dypapss Enabled (%)
Assigned Contact |D code 301 dled Shutdown if max slsrm court =
dled Zone Force ARM M
= | Delay Restare Evert O
[#i21 ZoneName 21  Zone Disabled
[#)22 Zone Name 22 Zone Disabled oK
[#,23 ZoneName 23 Zone Disabled
< 2

Figure 14AC loss in Burglar alarm window

Double click on Zone/Input the line

[Alarm Text]/ [Restore Text] - change alarm/ restore text

[Zone Definition]- Should be set to “AC power loss”

[Wiring Type]- Select NC with our application

[Contact ID code]- Assigned Contact ID code 301 as “AC power loss”

[Zone Speed]- If needed to eliminate short AC Grid disturbance set min 60000ms. It means if AC loss time is more than 1 min, AC loss event will be
detected
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[Event Repeat Timeout]- To avoid repeatable AC loss event generation, Event Repeat Timeout can be set to 600s, and Max Alarm Count can be set to
1, it means only one AC loss event will be generated within 10 minutes.

(@) SERA2 [67alarm3; . [m} X

3| File A-‘*.Sct:!:mgs 2 Devices  [$]Read [F5]  [§F] Write [F6] @ Update §) Help
Evert Reporting/Commurication

" SMSDIAL reporting | Custom SMS Text  SIM Card / GPRS /1P CMS Reporting  SERA Cloud Service
.,iﬁi:a,f;f;';:'lm SMSIAUIODIAL Phone Nurber [ sMSNofficationsto USER | Auta DIAL to USER
- Dutputs (PGM) [Tei1 + ‘—ﬁ"‘_m————~AEmeﬂs_____ 1.2 34 5B 7T 81 234557 8 A
- LtomatonSensors Tel2 s P 1 AlarmiResiore (CD 100 group) TPrFFEECCCCCCCCCC
-~ Event Summery 2 System Open/Ciose (CID 400 group) FrrCFPFTrOCEr e
s Wl [ syentnesco smgan 2 zusl{nl it il wll il il il il il il e =
. Testine&Moniloring Tel4 + 4 Sensor!-Sensor32 AlarmRestore FrOrrrrrrrrorrrrrr- \
L Firmware Tel5 + 5 Test Everts (CID (00 group) FOCrrrrrrrrrrrrrrrrrrrrrr \
Tsa[ || © OterBems FOrCOrOorrrrrorErerC \
T Input/Zonel AlarmRestore FOrrrrrrrrrrrrrrrrrrrrr \
W7o 1/ s pizone2 NermRestors (=00l el el el el el el el el el el el ol el \
Tel + I:’ 9 Inpul/Zoned AlarmRestors FrOorrrrrrrrrrrrrrrrrrrrr \
AN Ini #i7ared AlsrmiRestore Q- rcrrrrrrerrrrrrrrr

|
|

() SFRAY [Glaarmi] _ If market, when low battery level will be reached, _ = 0O j(
9

=
B Ei 9 ; T o A1 - the system will send alarm message to the phone number

= Fil S =D %] Read [F5 White [F6 Update ) Help

= el g Nc;:mm i i o that is set in the GSM Communications > SMS/ DIAL reportin \

=L N /
;-‘Gsm Commur iceionrs eneral System Cptions | SYStEm Fault/iroubles | Digtal Lf.}éeﬂ'ngp SystemInfo  Access "
|

o Usersitwuess surtrol

- bpuls/Bur glar Alarm 2o s Fautsfroubles i, FauttiTroubles Global Setings
- Dulpuls (FG) c Troubls \Enakle Restrict ARM ~
y : « |
AulomationSensons ’L 1 »Bullery lroule | v r Trouble Event Limt D |
o Evenl Sunmary 2 Clhek treuble 4 r |
o Bvenils Loy y /
 Bus Mo 3 BUS trouble E :: Rezsel Trouble Everd Courier After . iy /
i~ Testing@Monitoring 4 Tamper roubk: /
- Firmveare & Fire locp trooble v r /
6 SiM card trouble v r ¥
& Q 7 Zore anfimesking trouble v r System Yoltage (Lows Dattery) setfings e
8 GEMnetwork trouble v n L S .
ow System Yolta arim: 2
\ N s *
(&) SERAZ [GTalarm3)] System Viotage Rastare: W
[% File %S:thngs o Devices ] Read [F5] [§] Write [FE] 1 Undat= %Hglp Event Delay: .
i+ Sy=tem Cptiors Event Reaorting/Communication

| GSM Communizations SMEMIAL reporting | Castom SMS Text | SM Carc (13PRS /P CMS Reporting  SERA Cloud Service

Flgure 15Battery trouble in System Options> System Fault/ Troubles window

If [Battery trouble] event marked, it means when low battery level will be reached, the system will send alarm message to the phone number that is set in
the GSM Communications> SMS/ DIAL reporting
GSM Communication> Custom SMS Text. It is possible to edit text

Power supply TPS12 installation manual: https://topkodas.lt/Downloads/TPS12_UM_EN.pdf
Power supply TPS12 : https://topkodas.lt/Downloads/GTalarm3_TPS12_AN_EN.pdf
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4.2 Inputs

The module GTalarm3 has:
e 4 analog inputs (In1...In4 (0-30V)) for analog sensors connection. Or can be used as security system's zones with selectable type:

NC/NO/EOL/EOL+TAMPER.
3 programmable selectable analog inputs (1/01, 1/02, 1/03 (0-30V/0-20mA),2-wire fire) for analog sensors control or using as

security system’‘s zone with selectable type: NC/NO/EOL/EOL+TAMPER
. 3 programmable digital inputs (D1...D3(Max voltage 3.3V)) used for:
Dallas 1-Wire Bus. To connect temperature sensors DS18b20 or iButton key DS1990A, I/O expansion module 1WIO8

o Aosong 1-Wire bus Humidity Sensor AM2302, DHT22, AM2320, AM2305, AM2306,
o Wiegand interface DATAO/ DATA1, RFID reader, Keyboard.

o

4.3 Sensors. Security.

4.3.1 Burglar Alarm sensor zones wiring EOL NO NC

Connector terminal Input Ports:
In1 to In4: These can be configured as security system zones with selectable types such as NC/NO/EOL/EOL+TAMPER.

1/01, 1102, & 1/03: Options for configuration include NC/NO/EOL/EOL+TAMPER/2-Wire fire.

L]

L]
Zones:

e  The system comes with 7 onboard wired burglary zones.

e These can be expanded to a total of 32 zones by using the 1WIO8 expansion module connected via the 1-Wire bus.

Sensor Recommendations:
. Standard motion, fire, and glass break sensors are recommended.
. For powering these sensors, it's advised to use a standard 6-8 wire cable, specifically designed for security system installations.

Connection & Configuration:
. Connect the security system's sensors to the module as depicted in the subsequent connection diagrams.
e  Adjust and set the necessary parameters for your setup.
. Finalize your conflguratlon by pressing the [Write] icon.

GTalarm3 _ . _ . GTalarm3 _ . _
E_aoss 88E5EEEEE 4+ E . awss 88 EEEEE £
Iozzzzgggoooougl- 'oZZZZgggooooogli
£6566055668688 Scocececessess
.......................................... Big ) EE T LS £) S

e il i
Cable Cable |
oLt
Q00000 @@@@@@@2
' (& H
Sensor 3325‘2’ * Sensor %%232 il
o : o: ©
TAMPER A"SE.I'!'P'EETLAV POWER TAMPER AL‘(‘)E’#;‘UET'-" POWER
Zoneinput NC COM Zone input NC 56k Com
T !
Figure 16NC Contacts, No EOL Figure 17 NC, With EOL

GTalarm3 GTalarm3 ——
= o o cnomEERRE S E _aoxE a8 §E55§+:
8 E22229223333858 0 22222828283880805:
6666666666666 @@@®@@@@e@@@® ;
_____ TSI T I ITTETIer e T R
| :..—.?Tg e e o

Cable
I:OL‘ ol
VAN
2000000
2 @ OS0=0: +
I Sensor Z2050=z2z02
Sensor o: O =
ALARMRELAY
e AUARIMRELAY pOWER mweeR Toureur "M
TR Zone input 5.6k Com
Zone input 5.6k Com
Tamper 5.6k
NO switch '
NC
Figure 18 NO, With EOL Figure 19NC With EOL Wire Fault Recognition
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If I/01- 1/03 is used as security system inputs, the 1/01- I/O3 must be set as 0-30V Analog Input (Zone or sensor)

. Double click on the selected line.

. Set the required parameters.

. If zone is not used, it must be disabled.
. Press [Write]

If you want to edit existing configuration,
You have to read it press [Read]

Edit settings

Write edited configuration press [Write]

{4} SERAZ [GTalarmn3]
[ File By Settings 3, Devices 5] Read [75]
Sy

consSh Communications
i Usersfscress montrnl

L npute@urziar £ amm Zones

More information about how to configure the zones:_

Mfrrz [FB] i Updste {ykelp

Sysi=m Options

[Caneml Siestom Opfinna | Systen FaullTroukkes  Digital VO Seflings  Svatem info A

Ohbject Mame: |TJh_|m MNeme

SWSIAPP Tex: Charset | atin (10 SMS symbois)

é"EWI‘ Surrmesry

o Everis Log

Bus Modules

Lo Tegling SMcnitoring

- Finmresare SN Lz Password: ’"--“| B =vmbos)
Liser Access Coce Forman ’4 - Cigits v
APP ARMOISARM Synchr. made: [Nore

1. If I/O1- /03 is used as security system inputs, then
1/01- /O3 must be set as 0-30V Analog Input (Zone or Sensor)

1001 Settrgs
1102 Settrgs 4 J-10% Aradog Input (Zone or Sensor)
ARG
1107 Sedtngs: 2-Wire Smoke Detector [Fire corrert loop)
2-20mA, 4-20 mA Qurrent Loop Sensur
Clear Everts Bufe after ressl |
File mings  Devices ﬁ Read [F3] mWrihe [FE] @ Updezz  “hour
- Systen Optans Zones
I oS Communicationa Sellings |
‘o UzersiAccess contro
5'|l'¢lﬂs-ﬁlr!ﬂ‘ Alarm Zones | In I In hame I Tone Hardwere Input I Dennition I Type I can IBymssITnmrI Shuteovyn IFnrnelﬁcann A|R=:m Rl S.pncdl Repe
b DTS (PEV) M Zoebame 1 GTalarm v2 1 24 huars (sient) ot W IV 200my 200
LutomstiorSensars [# 2 Zonehame 2 | GTalarn v2 N2 - = = = = = =
vent Summary B [#3 Zonehame 3 Zone Disatled Zone 1 Sertings ®
venls Log r» - _ -
td C Loz o
LT TestingaMariorning ¢ | CLo 2ene tsncied Tone Mame [zone name 1
LoEmmveare a [#5 Zurehane s | Zurme Dvathed
[#/6 Zonzhame 5 | Zene Dsatked Sl Jetarm 1 Text
I Restore Tex Iﬁueamre 1Ted
Zone Hardware Location IG'I'alarrr v2, H ll
/ Zore Defirton
1. Double click on the selected line ]
- . viring Type
2. Set the required parameters SLis
3. If zone is not used, it must be disabled Corlac: ID code I‘IEIJ
4. Press “Write".
Zone Speed I?mma
Feent 2apest Timesit 600z
e A arm Cound |5
Zone Alanm action s -
Zone Options
Alanr report Enasled v
Restore report Enakled v
Tamper Enablec [
Evpopss Snabled ird
Shutzown if mex alarm coarnt v
Zone Fores ARK I
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4.3.2 Fire alarm and Smoke sensors

4.3.21 Guidelines for Locating Smoke Detectors and CO Detectors

(-
Smoke Detectors:

Studies show that most house fires produce smoke before heat. Thus, it's advised to:
. Install smoke alarms outside sleeping areas and on every floor.

. Consider additional units in basements, bedrooms (especially where smokers sleep), dining rooms, furnace rooms, and other hallways.

. Space detectors 9.1m (30 feet) apart on smooth ceilings. Adjust spacing based on ceiling height, air flow, joists, and other factors.

. Installing at the top of peaked or gabled ceilings to prevent ineffective detection due to dead air spaces.
. Areas with turbulent air flow, like near doors, fans, or windows.
. Humid areas.
. Places where temperature exceeds 38°C (1000F) or drops below 5°C (410F).

Legal requirements often dictate smoke alarm placement. Common mandates include installation in:
e  All bedrooms and guest rooms.

Areas outside sleeping zones within 6.4 m (21 ft) of bedroom doors.

Every level, including basements.

All floors of a residential care facility, excluding attics and crawl spaces.

Living spaces of guest suites and residential care facilities.

CO Detectors:

Carbon monoxide (CO) is especially dangerous during sleep. Therefore, install CO alarms outside sleeping areas or on every home level. These alarms

detect CO concentration and alert users before reaching harmful levels.
Avoid placing CO alarms:

e Where temperatures might drop below -10°C or exceed 40 °C.
Near sources of paint thinner fumes.
Within 1.5 meters of open-flame devices like furnaces or stoves.
Near gas engine exhausts or chimneys.
Close to car exhausts.

GTalarm3 Installation:

Begin by mounting additional modules inside the provided cabinet using the stand-offs. Place the cabinet in a dry, sheltered spot with access to
uninterrupted AC power. Follow the installation sequence as described in the subsequent sections. Important: Don't power the system until after

installation is complete.

4.3.2.2 [4-Wire] Smoke detector Wiring

(4

armed or disarmed, the control panel will generate an alarm. If the line is
open, the “Zone Fault” report code is sent to the monitoring station or to D
the user, if programmed.

Connect the 4-wire smoke detectors and a relay as shown in the figure Eo
below. T e .
Install the 4-wire smoke detectors with 18 gauge wire. If power is - @
interrupted, the relay causes the control panel to transmit the Fire Loop 2 com @
Trouble report. To reset (unlatch), connect the smoke detector’s negative © 5’
(') to a PGM. E Smoke /‘: Smoke

The parameters of the zone should be defined as a “Fire Zone”. Ifa | “ fletecto 5, detector
line short occurs or the smoke detector activates, whether the system is @ »

OUT1..0UT4
[

Figure 20 4-Wire Smoke Detector Installation

Zane 5 Settings

y Read [F5] EWrite [F&] @ Update

- System Optiors Tones Zang Mame \Zone Mame 5
If t di isti fi ti GEM Communications: Settings 1 Alarm Text larin 5 Text
- Usersifocess control
you want to edit exis Ing. contiguration, : n | zriteme | Zone Hardwar| | Restore Text ’W
. You have to read it press [Read] =
f : + Outiuts (PGM) — [#1Zone Name 1| GTalsrm v2, 1 Zone Hardware Locstion STalarm w2, Ihid
. Edit settings i Automation/Sensars 2 Zoretame2  GTaarmv2, N2
. Double click on the selected line - Event Summary [#3 Zone Name 3 Zome Disabled Zone Definttion -
. vents Log s 5 e ;
7 elay (Entry/Exit)
¢ Set the requ [ red pa ramete rs T Testing&Monitaring T L'f 4]AC Loss zone D}sablﬁd R TF follovartetior
. Set zone definition to “Fire” . Firmware |1 L 5| ZoneMame 5 Zone Disshled Cotact oot instart/Gurglary
. L’J 6 ZoneMame &  Zone Disabled 24 hours (zafe)
. Press [Write] j P — 24 hours (silent)
ck on the selected line, Evert Repest Time keyswitch ARMDISARM
followeinterior STAY
[ Pece Alarm Courit instant STAY
AC povver l0ss
Zone Alarm action e |

Zone Options

Alarm report Enablecd
Restore report Enabled
Tamper Enabled

Bypapss Enabled

Shutdown if max alarm count
Zone Force ARM
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4.3.23
(>

2-Wire Smoke Zone Overview:

[2-Wire] Smoke Detector Wiring to 1/O Inputs

. The 2-wire Smoke zone on the module is unique, designed solely for 2-wire smoke detectors as Fire Alarm initiating devices.

. It's an end-of-line (EOL) 2.2K resistor type zone.

. It can support up to 30 compatible 2-wire smoke detectors.

. This zone is permanently set as a 2-wire smoke zone.

. It functions as a trouble-supervised zone.

. The wiring of this zone is supervised by the control panel.
Zone Parameters:

. The parameters must be specified as a “Fire Zone”.

. 1/01 to 1/03 can be set as a 2-wire smoke detector input.
System Responses:

. If there's a line short or the smoke detector is triggered, the control panel will generate an alarm, regardless of the system's armed status.
. An open line prompts the “Zone Fault” report. This report can be sent to the monitoring station or the user, based on programming.

Connect 2-Wire detector:

. Connect the [2-wire] smoke detector (current sensor) to the I/O1- ™7™ "77=mmm = """y
1/03 inputs as in the wiring diagram. VD+
. Connect the power supply.
. Go to SERA2>System Options> General System Options from the coMm @
menu and select 2-Wire Smoke Detector (Fire current loop) ouT4 @ :
T [ = PR !
* Inthe Zone table set I/01 definition to “Fire oM H
H “wpr ” B “ : L
« If 1/O1, 1/02, 1/03 is used as “Fire” zone, it must be set as “2 wire £ out3 ® :
smoke detector (fire current loop) i @ our2 @
. Double click on the selected line H
. Set the required parameters. Set zone definition to “Fire” H G out1 @
+  Set “Fire Sensors” in the Output window 1103 @
. Press [Write] 102 Smoke
/0 @ detector
1101 @
Edit existing configuration,
. You have to read it press [Read]
. Edit settings
. Write edited configuration press [Write]
More information about how to configure 2-Wire Smoke detectors:
(@) SERAZ
File Settings Devices [§] Read [F5] &] wirite [F8] @ Update About.. g
{Sys{em Cptions System ' - o
GSh Communications General System Options |system FauttTroubles ] Digital 11D Seftings ] System Info ] - Q e ﬂ S IR ® Update
Usersficoess contral © System Options Fones
nputsBurglar Alarm Zones System Options G3M Communications Seftings } Zone 5 Settings
Outputs (PG Okject Mame: |GTa\arm2 DEMO zersiiocess control Z | e
AutomationsSensors - 0 AULEIE Fone M Zane Mame 5
Event Summary SME/APP Text Charset |Latin (150 SMS symbals) R By ([ zone hiame 1 one Mame |
Events Log SIM Card PIN: e Automation/Sensors [# 2| zone Name 2 || Adarm Test |larm & Text
RT TestingéMonitaring . W (6 symbols) [#)3 Zone Mame 3 Restore Text |Res‘tore & Text
Firmensare ) |17
SMS User Password Fannss (6 symbals) T E : ?:nI::aSme s Zone Hardware Location
User Access Code Format: 4 - Digits b Wi Zone Definition
L 6 Zone Mame 6
Keyswitch Zone Mode: Lewvel - D StRA2
1101 Seftings File Settings Devices [#]Read[F5]  [§]'Write [F6] @ Update About..
1102 Settings 0-10% Analog Input (Zone of Sensar) System Options Outputs
Output ! )
e ety (e et ) -~ G5M Communications 0| output Location in Harcware Output Lakel Out definion
Clear Events Bufer after resst 1020 ma,, 4-20 mé Current Loop Sensar UsersiAccess control 1 GTalarm v2, OUT4(14) oUT el
—InputsBurglar Alarm Zones  — -
| 2 GTalarm v2, QUT3(14) ouTz Automation & Access
1._I" 1101, 1102 is yac-d as “Fire" zone, it must be set as “2-Wire Smoke detector AtomalionSensars | |3 GTalarmv2, oUT2(14) ouT3 Automation & Access
(Fire current loop). ) - Evert Summary 4 GTalarm v2, OUTI(14) ouTd Automation & dccess
2. Doubla click on the selactad [ine. . _— Events Log |5 GTalam vz, 101 (20ma) ouTs
3. Set the required parameters. Set Zone definition to “Fire". -RT Testing&Monitoring — —
4. Set “Fire Sensors” in the “Outputs” window Firmware || 6 Output Disabled ouTe Disable
4. Press “Write” 7 Output Disabled outy Disable
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4.4 Outputs

W

The module GTalarm3 has:
. Up to 32 outputs can be expanded with TWIO8 I/O expansion module
e 4 open drain (1A) outputs: OUT1 (1A)... OUT4 (1A). The outputs can be used for siren, relay, gate or other equipment. These outputs

can be controlled via short call or SMS. Output operation algorithms: Automation /CTRL, Siren, Buzzer, ARM state, Zones OK, Light Flash,
inverting, pulse mode

. 3 open drain (20mA) outputs: /01 (20mA)... I/03 (20mA). These outputs can be used for solid state relays, LED, to control devices up
to 20mA.

. 3 outputs: D1 (10mA, Max Voltage 3,3V) for LED, solid state relays control. ! Max voltage 3,3V

. OUT1... OUT4 max current - (-V) 1000 mA.

e  All outputs can be controlled via short call DIAL or via SMS message. This feature may be used for gate opening
. Output alarm parameters may be programmed.

. Programmable algorithms for outputs operation: CTRL/SMS/DIAL, SIREN, BUZER, ARM state, Zones OK, Light Flash,
inverting, pulse mode

A PGM output is a programmable output that toggles to its set up state when a specific event has occurred in the system. Normally, PGM

outputs can be used to open/ close garage doors, activate lights, heating, watering and much more. When a PGM output turns
ON, the system triggers any device or relay connected to it.

441 Output PGM wiring. Bell, Relay, Led Wiring

Powering the Module: Sound Signaling bell Recommendations:

. A standard AC/DC adapter with a voltage range of 10V-14V .

and current >=1A is recommended.

the Output Switch:

The output switch grounds when activated from the module.

. Connect the positive side of the device to the VD+ terminal.

. Link the negative terminal to the selected output.

. In order to control big power alternating current equipment, it
is comfortable to use solid state relays.

Connecting

Fig. 1 OUT1-OUT4 Open drain 1000

mA connection 1/02 20mA

We advise using a siren DC 12V, up to 1500mA.
. It's optimal to connect the siren with a 2 x 0.75 sq. mm cable.
Auxiliary Buzzer:
. Ideally, install the auxiliary buzzer indoors, close to the
entrance.
. It operates in tandem with the main siren, notably during exit
and entry delays.
. A suitable buzzer would be hit point PB12N23P12Q or a
similar 12V DC, 150mA max piezoelectric buzzer.

GTaFIar(rVn3m i} GTa%IaEnSE . GTalarm3
- & ® E E E E = + | i 5 9 8 5 )
Q 9 9 2 2 2 2 (e} [a} : ' = - - (o] (o) o o o >
___ooooc>>§ ﬁ aﬁwmggg'é’gSSSE%‘gE%a
eeeeeeee li eeeeeeee | fFO0OO0ZZZZXXX000005>
i i ]
d | ' 6660660066666 0!
— i |
=8|35, NO , "N 171
—+0 | N §2.2k §2.2k
Nt ! . _com
:O/O— Fig. 3 example of LED connection to output
NC

Fig. 2 Relay connection to OUT1-OUT4, /01,

a3} SERAZ

File  Settings Devices |i] Read [F5] ] rite [F6] @ Update  About.,

- Systemn Options Outputs

- GSM Communications: | OutputLocstioninHardware | Oufpobkshel | Outdefintion | Mode | Out Timer |invert | Pulsating | Pulse ON Time | Pulse OFF Time
- Usersitccess contral 1| GTakarm v2, OUT4(1 A ouT1 Bell Steady 10z T 100ms 100ms
s arm Zones : 2 | GTalarm w2, OUT3(14) ouT2 W r 100ms 100ms
oS ensors | |3 oTalarmv2, out2(1a) ouT3 _ : = 100ms 100ms
- Event Summary 4 GTalarm w2, OUT1(14) oUT4  w—— The names of outputs could be changed 100ms 100m=
- Ewents Log 15 | GTalarm vz, 101 (20ma) - If output is not used, it must be ble 100ms 100ms
- RT Testing&honitoring | & | Cutput Dissbied When the required parameters is entered, press "Write"— 100ms 100ms
- Firmuvare [ 17 outeut Disabled ouT? ' 100ms 100ms

Figure 21 Outputs settings

1. The names of outputs could be changed
2. If output is not used, it must be disabled
3. When the required parameters is entered, press [Write]

If you want to edit existing configuration,
You have to read it press [Read]
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Edit settings
Write edited configuration press [Write]

. Output ON
Outputs can be set as timers.
1. When output is activated for “Out Output state Output OFF
Timer” time interval,
Pulse time ON Pulse time ON

2. Relay contact start changing state

from ON (pulse time ON) to OFF
(Pulse time Off)
3. This cycle will repeat until output is

’ Output signal
deactivated.

Bell: Output for connection of audible sounder (siren). After the alarm
system actuation a continuous or pulse (fire) signal is generated.

Buzzer: Output for connection of audio indicator. After the alarm system
activated a pulse signal is generated within Exit Delay time, and
continuous signal - within Entry Delay time or when the alarm system is
disturbed. When the alarm system is turned off, operates like keyboard
buzzer.

Command - ARM
Open

Command - DISAF
Close

OFF

Buzzer
ON

Exit Delay Entry Delay

Remote Control: Output designed for connection of electrical devices
which will be controlled by SMS message or phone call a) control by SMS
message

SMS

OFF —

Remote Control
Pulse

ON
SMS 1 S

i

OFF —
Remote Control
Level

S2

ON
System State: Output for connection of light indicator of the alarm system
status. Within Exit Delay time a pulse signal is generated, and when the
alarm system activated — continuous. Signal is terminated by turning off
the alarm system.
Open

Open

OFF

System State

ON Close

Exit Delay

Ready: Output for connection of light indicator of input statuses. If all
zones are clear (none violated), a continuous signal is generated.
OFF_Zone Fault

Ready

ON Zone OK

Alarm indication: Output for connection of light indicator showing alarm
status of the alarm system. After the alarm system actuation a continuous
signal is generated.

Alarm

Open Open

OFF

Alarm Indication

ON Close

Bell Time

Fire Sensor Reset: Output for reset of fire sensor operation. Its status
changes 5 sec. and returns to the initial one.
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Pulse time OFF Pulse time OFF

ARM/DISARM: Output for connection of light indicator of the alarm
system status. When the alarm system is on a continuous signal is
generated.

Flash: Output for connection of light indicator. When the alarm system
is on, a continuous signals generated, and if the alarm system is
disturbed - pulse signal. Signal is terminated by turning off the alarm
system.

Command - ARM Alarm

Open

OFF —9pen y

Flash
ON

Close

Remote Control b) control by phone call

Dial
OFF —]

Remote Control
Pulse

ON
Dial 1 Dial 2
OFF—

Remote Control
Level

ON

AC OK: Output for connection of indicator about control panel supply
from alternating current

. AC OK AC OK

OF

AC OK
AC Lost

ON

Battery OK: Output for connection of indicator about control panel
supply from battery.

Battery OK Battery OK

OFF

Battery OK

ON Battery Lost

Lost Primary Channel: Output where a continuous signal is generated
when communication with primary channel was lost.
Lost Primary Channel Restore Primary Channel

OFF

Lost Primary
Channel

ON

Lost Secondary Channel: Output where a continuous signal is
generated when communication with secondary channel was lost.
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Fire Sensor Reset Lost Secondary Channel Restore Primary Channel
OFF—JL OFF
) Lost Secondary
Fire Sensor Channel
Reset
ON
ON

5 seconds

44.2 Access control output with logging

Set output definition to [Access Control] or [Access Gained]. SERA2>OQutputs
The [Access Control] output definition algorithm functions as follows:
e  User activates the output (e.g., connected to a Gate) through the SERANOVA app, Call, SMS, iButton key, or Wiegand reader, the system
logs a '422' CID 'Access Gained' event.
e  Additionally, if output ON/OFF events are enabled, the system can log a '780' CID event, indicating 'The output state has been changed by the
user'.
The [Access Gained] output definition (algorithm) operates as follows:
e  Users with the right to ARM/DISARM the system always have access to control this output.
. Users without the right to ARM/DISARM the system (indicated by an unmarked field near ARM/DISARM in window SERA2> User/ Access
control) can only access this output when the system is disarmed.
e  When a user is granted access, the event 'Access granted' (CID code 421) is logged. If access is denied, the event 'Access denied' (CID code
422) is logged (see SERA2> Events Log).
. If the output is defined as [Automation / CTRL], it can be controlled by the user in any manner, but it will not generate events CID codes 421
and 422.
Event log e.g.
1853 Event:1234:1:401:01:001 Time:2017-08-20 14:42:36  Note: , Open by User, User:001, Name:Master
1852 Event:1234:1:422:00:001 Time:2017-08-20 14:41:41  Note: , Access Gained by, User:001, Name:Master
1851 Event:1234:1:406:01:001 Time:2017-08-20 14:41:27 Note: , Cancel, User:001, Name:Master

Quick start outputs:
. Install SERA2 software. For more information look at Error: Reference source not found
. Connect the module to the computer via mini USB cable.
. The names of outputs could be changed
. If output is not used, it must be disabled
. Output could be controlled via: short call, iButton, RFID, Keybutton code.
. If marked, could be specified dated and time interval for output control

) SERA2
File Settings Devices @ Read [F3] §1 Wirite [F6] & Update About.. ,___._hU hames of UU[P“"_" could be c_'wanged
[—— s — If output is not used, it must be disabled
v o " B Outputs could be controller via:
- 35M Communications D] oOupulocationinHerdware | Oupuflsbel |  Ouldefdion | Mode | OulTy lsating | Pulse ON Ture-| Flise OFF Time Short cal
--Usersifccess corﬂrozl 1 GTalarm vz, OUTA0 &) ouT Bt Troady iButton conde
arm Zones =
Ouigadts (PCM) 2 GTalarm v2, OUT3(14) ourz Automafion & Access  Steady RFID keycard
o wbutton code
AomalorEensars 3 GTalarm v2, OUT2(14) OUT3 i Keybutton code
— If market, cloud be specified date and time interval for
~-Evert Summary | 4 GTalarm v2, OUT1(14) Steady output control
Everts Log 5 GTalarm v2, H01(20mA) Steady
~RT TestingaMonitoring p| 6 Output Disabled Dissbie Steady
~Firmware u _
7 Outout Disabled ouTy Disable Steady r i
o) SERAZ - C
File Settings Devices [5] Read [F5] ] Write [F6] & Update About.
System Options ‘Remote Control Users tabie
- 35M Communications ‘ & Temporary access Date/Time window ‘
- Users/Access cortrol -
:‘Inp s i [En | User Name Type User Tel. Button Code RFDKeycard | KeybCode | ouT | ARmDiSARM | MiC [Date En| Start Date Expiration Date |
- Dutputs (PGM) 1 [V Master User +3706¢ 0A0DODD37DZ2 0000000000  =eess HONE 3 r - 2019-02-25 16:24:25 2019-02-25 16:24:26
- Automation/Sensors 2 W zivie User +3706% 000000000000 0000000000 HONE r r - 2019-02-25 16:24:25 2019-02-25 16:24:26
- Event Summary 3 | User + 1000000000000 0000000000 ouTt r r - 2019-02-25 16:24:25 2019-02-25 16.24:26
Events Lag 4 [ User + 1000000000000 0000000000 NONE r - 2019-02-25 16:24:26 2019-02-25 16:24:26
- RT Testina&Monitoring = = L ey, e —— PR — — — PR—— R e el
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4.5 Sensors. Automation

4.5.1 Humidity sensors AM2302/DHT22/AM2305/AM2306/AM2320/AM2321
q,ﬁ

The module is compatible with the following Aosong 1-Wire bus Humidity Sensor Series AM23xx, such as: AM2302, DHT22, AM2320, AM2305, and
AM2306.

Table 6 Sensors AM2302, AM2320/AM2321 specification

Manufacturers' Specification

AM2302 AM2320/AM2321
Operating Range 0-100 0-100
Absolute accuracy +3% (10-90%) +3% (10-90%)
(%RH, 25°C) +5% (<10, >90%) +5% (<10, >90%)
Repeatability (%) +0.3 +0.1
Long term stability 0.5 05

(% per year)

1/e Response (sec) 5 5

3.1-5.5(AM2320)

\Voltage supply (V) 3.3-5.5 2.6-5.5(AM2321)

The table lists values taken from datasheets. The Aosong data sheets do not specify maximum tolerances for most parameters, just 'typical' values.
It would therefore seem that any particular device is not guaranteed to meet these specifications. For all the other devices the numbers above are the
maximum tolerances and most also offer better 'typical' specifications.

Each AM23xx sensor connects on separate bus line to digital inputs (D1, D2, and D3). Total up to 3 AM23xx Aosong (Guangzhou) humidity sensors
can be connected to GTalarm3

GTalarm3|
: s

s
P 2 58338
.0 T N ™ L -
.+ 00 aoo P E e
e e
eSSy | j
- T D1,D2, D3 =4
PR RO R - - |
1 2[3% - =
3824 | -
So5a I '
AM2320 |35 82385 AM2302 Veow
EREEEE o ez Figure 18 AM2302 connecting diagram

Figure 17 AM2320 and AM2320B connecting diagram
4 SERA2 [GTalarm3)]

[ File Ty Settings .z, Devices (] Read [F5] &) Write [F8] W Update @y Help

{ System Options System

- GEM Communications General System Options  System Fautt/Troubles | Digital 110 Settings | System Info Access

- Users/Access control Click and drag to select 3 new capture area

- Inputs/Burglar Alarm Zones

- Outpuds (PGM) Digital 1O D1 Dallas 1-Wire Bus for  iButton keys DS19904, temperature Sensors DS18b20, ]

- Automation/Sensors

~ Event Summary Digital 110 D2 berature Sensor DHT22/8M2301 /AM2302/8M2305/AM2306/4M2320/AM23208 IL|

- Events Log Digital Input  (Macx. 3,310

- Bus Modules Digital WO D3 Digital Output (Macc, 3.3

- TestingaMonitoring Dallas 1-Wire Bus for iul'tnn keys DS19304  temperature Sensors DS18h20, WO expanders 1WIO0S8

- Firmware Aosong 1-Wire bus Humidity/Temperature Sensor DHT22/8M2301 SAM23025AM2305/AM2306/AM23200AM23208

Wiegand interface DATAD (D)

Figure 22 System Options> Digital I/O Settings

Steps to start AM23xx, AM2320, AM2305 sensors:
e  Connect the sensor to D1, D2, or D3 according to the connection diagram.
. Navigate to SERA2>System Options>Digital /0O Settings and set the sensor type for D1, D2, and D3 to [Aosong 1-Wire bus
Humidity/Temperature Sensor].
Press [Write].
Power on the module.
Wait for the sensor to be detected on the bus.
Press [Read].
Navigate to SERA2 > Automation/Sensors. Locate the desired registered sensor in the sensor table and double-click on its line.

GTalarm3 User manual ~ V-2023-09-05 32 | EN



e  Configure the required parameters.
. Press [Write].
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7. Find the registered sensor. Double click on the line /

\8 Set the required parameters
9. Press \Write"

TEraor Nen e 19 S sor vsatkey
Serzo Neme 18 Sensoe Daabled
Sersor Hewe 15 Sosor Dsavkd
Sersor Name 16 Sensor Jsabled
Sz Dzabled
Sanene Deankn
Sansor Disabled
Sanzor zablad
Saneor Jzabkad
Sanmor T aabled
Sanzor Dizablad
Sensor Hzabke
Sezor Daabled
Serisow Dvable
oS Jigabked
Senaor daabked

7 Swrso Name 17
Saranr Hewe 18
9 Zersor Nare 12
Zarzor Nawe 20

Serzor Naire 21

Sersor Nare
Sarest Nare 23
Serzor Newe 24
Seraor Here 25
Sersy Neme 28
SerEor Neme 27
Serzorn Heme 28

Figure 23Steps to start AM2320 and AM2302 sensors:

4.5.2

g,

Analog inputs 0-30V, 0-20mA, 4-20mA

Steps to start analog sensors:
. Connect analog voltage sensors to In1-In4 and connect
analog current sensors to 1/01- 1/03 according connection

diagram.

Set the I/01- 1/03 to analog input

If the input is not used, it must be disabled.
Set the required parameters.

Sensors could be calibrated.

Press [Write]

If you want to edit existing configuration,
You have to read it press [Read]

Edit settings

Write edited configuration press [Write]
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Figure 24Analog sensors connection diagram
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Figure 25Analog sensors settings

Any automation voltage analog sensors with a 0-30V range can be connected to IN1-IN4 (note: they have an internal 10K pull-up
o resistor).

' 0-20mA, 4-20mA analogue sensors can be connected to 1/01...1/03
.

Monitoring of sensors:
. For real-time hardware status, navigate to: RT Testing & Monitoring > Hardware, then press “Start Monitoring.”
e  To access the list of alarm events with time and date stamps, go to: RT Testing & Monitoring > Event Monitoring.
e  For more information, refer to:
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453 Temperature sensors Dallas 1-wire DS18b20 installation & recommendations

.

The DS18B20 digital thermometer provides 12-bit Celsius Applications/Uses
temperature measurements. The DS18B20 communicates MAXIM . Consumer Products
over a 1-Wire Each DS18B20 has a unique 64-bit b @ e  Industrial Systems

serial code, which allows multiple DS18B20s to 123 (BOTTOM VIEW) e Thermally Sensitive Systems
function on the same 1-Wire bus. Thus, it is simple to ¢  Thermometers

use one to control many DS18B20s distributed over a large *  Thermostatic Controls
area. Applications that can benefit from this feature include Key Features

HVAC environmental controls, temperature monitoring * Measures Temperatures from -55°C to
systems inside buildings, equipment, or machinery, and +12§ C (-67°F to +257 F)o .
process monitoring and control systems. 85 3 ¢ *0.5°C Accuracy from -10°C to +85°C

&85> . Each Device Has a Unique 64-Bit code.

4531 Wiring Dallas 1-wire DS18b20

1. Connect 1-Wire sensors DS18b20 to D1, D2, D3 according connection diagram.

: i 1 wire D1...D3 dat

i COM| : wire ata 470h_1F ...4700pF

i ® D3 i %)

1 E i ~

i3 D2 : -

i h ;

' D1 :

; i Temperature sensor
Y H DS18b20

2. If you need to connect more sensors to the same input, connect them as a star or serial. Each line should be separate by 82-120 Ohm resistor

GTalarm3

>
LERRoOZZ2Zz2Z2== 20333

Eeeeeeeeeeeeeeeeeé;

8[2\-/1\2(/)\[0hm max 100mline D Sensor! DS18620
82-120 Ohm max 100mline
AN D Sensor2 DS18b20
82-120 Ohm max 100mline
AN [ ] sensorapstab20
Figure 27 Star connection
' The bus line impedance resistor must be as close as possible to the contacts of the module GTalarm3.

Cable Choice: Dallas recommends using an unshielded Cat 5 cable for the 1-Wire bus. An unshielded Cat 5 cable aids in maintaining a robust 1-Wire
network, especially as you expand and add more sensors. Avoid shielded cables; the increased capacitance can disrupt the network.
Wiring Considerations:
. Utilize one twisted pair from the Cat 5 cable for data and ground, such as blue/blue-white. Another wire from a different pair should be used for
the 3.3-volt supply.
e Avoid doubling up wires; this won't necessarily lower resistance. Instead, it can change the network's impedance and degrade reliability.
e  All unused wires within the Cat 5 cable should remain unconnected; do not ground them.
Network Design for Larger Setups:
. For optimal performance, especially with a larger 1-Wire network, adhere to a daisy chain configuration. This means connecting each sensor to
a single continuous cable that loops from one sensor to the next, minimizing miss-reads from cable reflections.
. Limit the cable length connecting each sensor to the main network to 50mm (2").
e  While the daisy chain method is efficient, adding more than 10-15 sensors can still cause data bus loading problems. To counteract this,
integrate a 100-120Q resistor in series with the data line of each sensor before its network connection.
e The entire length of the bus can range from 10 to 100m, depending on the quality of the cable, number of sensors on the bus, and
environmental noise. However, it's possible to connect up to 32 devices in certain conditions.
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4.5

.

Step by s

3.2

tep to start DS18b20 sensors:
Connect 1-Wire sensors DS18b20 to D1, D2, or D3 according to the connection diagram. If you need to connect more sensors to the same
input, connect them in star or series.
Set the digital input definitions for D1, D2, and D3 to the [Dallas 1-Wire Bus ...] option.
Write the configuration. Press [Write].

Power on the module.

Temperature sensors Dallas 1-wire DS18b20 Configuration

After the module starts, it will automatically scan and register all connected 1-Wire sensors on the bus within a few seconds.

Read the configuration.

Double-click on the selected line.
Select the registered sensor.
Set the required parameters.

Press [Write]

Edit existing configuration:
You have to read it press [Read]

Edit settings

Write edited configuration press [Write]

Real time diagnostic and monitoring:
Real time hardware status: RT Testing & Monitoring> Hardware. Press [Start Monitoring]

The list of alarm events with time and date stamp: RT Testing & Monitoring> Event Monitoring

It is possible to receive alarm SMS to the mobile phone: GSM Communication> SMS/ Dial reporting
Real time sensor values and states: RT Testing & Monitoring> Sensors/ Automation.
Write configuration. Press [Write].

(2} SERAZ [GTalzrm?)

) File ) Settings

GEM Commurnicstions
Ussrs/bccess control

o Devices ] Read [F5)

%] write [F6)

+- 1. Set digital input definition D1, D2, D3 to Dallas 1-Wire Bus option

@ Update @H:Ip

Svsten

Genaralsvaemomf System Faul/Troutles | Digtsl /O Settings | Svstemhfo  Access

2. Write configuration

3. Power the module

4. After module starts. Within few seconds, it will automatically scans and
registers all connected 1-Wire sensors on the bus

~ 5. Read configuration

IEem:u Name 2

|G Taam v2,Input D1.10/ire,DE18B2C Temrparalure Sh:2EF-AEEED2" 7

0

P

It HUrglar Alarn Jones
Outputa (POM) Digttal 10 D1 Dallas 1-Wire Bus for iButton kevs DS19304, temperature Sensors DS18b20, vJ
ALtonation/Sensors
Event Sunmery Digtal 1O D2
Events Log igitel Input  (Mex, 3.2V
Bus Modules Digtal 1 D3 jigitel Output (Maoc. 3.3
Testing8Monitoring = -
Firmware £S0ng 1-Are hus HUumidey Temasrature Sensor DHT 22JAM2301 AV 2302 (AM2305 /M 230F /AW 2320AM2320R
mnand intertace CATAN (D)
@ Sensor 2 Setngs
tin [] Read [F5) | Write [F6] # Upcate Sensor Settings
- System Otions AuometicniSenscrsfinalod INFus e e
- GSN Lommuncations D l Sensor Ngme l Sensor He 5 v —
User " - ensor type/hardvicre locatior:
usersiaceess certrol [7) 1 Sensor Narhe 1 BTalarm v2Jrput C1 A-Wire,D510320 Jefr ki i
-Inputs/Blrglar Alarm Zones (= =0 —— : ——— -
- OutpLts (P3M P|[#) 2 SensorNathez G aarn vZnput D1 J-Wire 0513830 Temy || Sensor Unit Test
- Autometion/Sensors [#; 3 Sensor Name & GTalarm v2)rput CZ,1-VWire DHT22 R Hat
-Event Summary [# 4 Sensor Naped  BTalarm v2)rput f2,1-Wire DHY22 Tenpe High/Max Value Aclion Selting:
-Events Log [#} 5 Sensor Nane & Sersor Dissbe; Max Valie Alamn Event/SMS:
- RT TeslirgSMonitorir: F B o
,Firmwmg g | |[# & SensorNghe€ | Sersar Dissl I Valie To Activats Output
7 7 S
— & 7|sensor 7 _|Sersor Max Valie Hysteress:

6. Double click on the selected i
7. Select the registered sensor.
8. Set the required parameters
9. Press "Write”

M &am Event Delay
I & Value Outout Contol Delay

GTalarm3 User manual
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[#14
[#15
[#18
[#17
[#18
[#g
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Sensor Name 14
Sensor Name 15
Sensor Name 16
Sensor Name 17
Sensor Name 18
Sensor Hame 19
Sensor Mame 20
Sensor Name 21
Sensor Name 22
Sensor Name 23

Sensor Name 24

Sensor Name &5

Sersor Dissbed
Sersor Disshed
Sersor Disshed
Sersor Dissbed
Sersor Disshed
Sersor Disshed
Sersor Disehed
Sersot Disshed
Sersor Disshed
Sersor Disehed
Sersor Dissbed
Sersor Disebed
Sersor Disshed
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Alarm Event SMS Test

Alarm Evert/SMS v

Low/Min Yalue Action Settngs
Win Value Alarm Evert/SMS
Win Value To Activate Output:
Min Value Hysteresis:

Win Alam Evant Deay:

Win Value Output Cortiol Deay.
Oupul:

Linntact 10 S=apert Lode

Alarm Event SMS Test

Alaim Everl/SMS v

1000
ONE

hﬁm

MaxVaus
Restcre Evenl/SMS
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000C

010
NONE -
Let]

JT

|

Min Value
Restue Evenl/SHS
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s

r
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-

5M5 Alaim High Temaerstire

Hich Temp Alan

~ Cooler ON
High Tems feem
A 7 = B e
S
e
Y, omfort Zone  [Z777
7 s
~~ Heater OF 7
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4533

2.

¥
(@) seraz
@ Read [F3]
- System Options

How to change temperature scale from Celsius to Fahrenheit

g Wifrite [F&) @ Update

AutomationsSensors/analoy Inputs

- (5M Communications (o] | Sensor Name | Senzor Hardware D | Uit |RT alue | ez Val SMS | Min val SMS | Max Ve
- Usersiceess cantrol X|[# 1| sensor Name 1 | GTalarm v2,nput D11 -Wire DS18520 Temperature,5h:26FFFOE2021 7 °C Mg, 20 10 2
- InputsBurglar Alarm Zones  |[— 7 N
. Outputs (PGM) H Ef 2| Sensor 1 Settings X
Automatior/Sensors || 3| ~Sersor Settings
r
Event SUmmary | [# 4 Senzor Mame: |Sensor Mame 1
- Events Log [# s
- RT Testing&honitoring H [# & Sensor typeshardware lgcation: |GTaIarm w2 nput D1,1-Wire DST18B20 Temperature, SH: 28FFFOE 20217 j
- Firmweare r
L [# 7| | Sersor Urit Test A
[# s
a E] 9| ~High/Max Value Action S ettings
| T
_E'f:? b & alue Alarm EventdShS: 20 High Temp Alarm
— = Max Yalue To dctivate Output; 20 = EonEn e
#)12 . 1 High Temp
713 M ax Walue Hysteres:
N #,14| | MaxAlarm Event Dejay: 10000 ms = Cooler OFF
#115| | Maxalue Output 1000 ms
| EAL Output: NOME -
- 417 Contact ID Report Code: 158 = [ilezitor QFF
418
LS8 | sl Event SMY Text M Value Low Temp
[ Alarm Event/SHS =] Event/SHS r _ Heater ON
s armn Event estore Event,
I
- QZD Lo e A | SMS Alarm Low Temperature
a {21 iy, >
q [an 10 Sensor Calibratior
1. Double click on the sensor's line
2. Enter Y I’\ffSJlIJI d X {mult plu, values % - Multipli ’—
| r Fahrenheit |1 \—_:r HHPISC 1.8
UUDD ¥ - Offget
" 1000 o Equation: Temperature=<"a0C+1
L4811 Qutpu: MOME -
[#29
3 Contact ID Report Code: 159
[#30
Alarm Event SMS Test: |Min Walue oK
<
&larm Event/SMS v Restare Event/SMS -

Figure 28 How to change temperature scale from Celsius to Fahrenheits and Kelvins

1. Double click on the sensor’s line
2. EnterY (offset) and X (multiplier) values
3. Change the units to Kelvin or Fahrenheit

Celsius to Fahrenheit conversion:

Y (offset)=32, X (multiplier)= 1.8

Celsius to Kelvin conversion

Y (offset)= 273,15, X (multiplier)=1

If you want to edit existing configuration,

You have to read it press [Read]
Edit settings

Write edited configuration press [Write]
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454
e  Real-time hardware status: Go to RT Testing & Monitoring > Hardware, then press “Start Monitoring”.
e View the list of alarm events with timestamps: Navigate to RT Testing & Monitoring > Event Monitoring.
e  Toreceive alarm notifications via SMS to your mobile phone: Go to GSM Communication > SMS/Dial reporting.
e  For real-time sensor values and states: Access RT Testing & Monitoring > Sensors/Automation.
e  To save the configuration, press [Write].
() sERm2

File Settings Dewices Read[FS]

Step by Step: Checking Real-time Hardware and Sensor Status, Receiving Alarms, and Locating Event Lists

- System Options

- 33h Communications
- sersifccess control
- Burglar Alarm Zones
- utputs (PEh)

- AutomationfSensors
- Evernt Summary

—Monitoring wincdow

Security Alarm Panelibcoess | Sensars/Autom

Start Montoring

Shop Monitoring

G5M Communicetions
Usersfécoess control
IrpuisBurglar Alerm Iones

of hardware

m Wifrite [FE] & Update About.. (@) seraz
File Settings Devices 5] Read [FS]  [F] Whrits
System Opfians Moniboring windoner

[F8]

= Update

About.,

Hudwuw] Security Alarm Panelifcoess | Smwlafﬂwwﬂbnl Event Monficring I

Event:1:910:01:000
Everd:3:910.01:001

T 2018-08161 202:35
Tirre: 20 808161 20234

Fire ssrm, Tone: 00, Zone Memea 1
Fire Restore, Zone 001, Zare Mame 1

The list of alarm events with time and date stamp

k Cutputs (POM)
Shinfo EnzorE
— Event Summany
" H 1 " Events Log
Press “Start Monitoring 1=
in order to monitor the status Trmorare

File Settings Devices .Read[F5]

- Finmrevare |
e [ 1 1 T [ 1T T 11110
{3} SERm2

i itz [F6]

. Update About..

- System Options

rEvent Reportingd/Communication

l- 35M Communications I

- UsersfAccess control
- Burglar Alarm Zones
- Outputs (PGM)

- AutomationSSensors
- Event Summaty

- Everts Log

- RT Testing&Monitoring
- Firmware

I SMS/DIAL reporting I Custom SMS Text | GPRSAPTCRADP | CMS Reporting | SERA Cloud Service |
rEMEEutoDlAL Phome Mumber——

Tels + |
IT

Limit of alarm disling:

| sws Natifications to USER | Aute DIAL to USER
Tel1 + [37000000000 Everis [1]2]z]a]s|s]7|a]1]2]z]4]s]|c]7]5]
Te|_2+|0— | P| System OpeniClose (CI> 400 group M | R o | -
N | |System Truobles(CID 300 group) 200 2 o o o mn  d  d
3] Sensorl-Sensor32 AlarmRestore FRECCCCCCCCCCCcrr]

e Test Everits (CID 60] e
Tels + | | other Event= It is possible to receive alarm SMS to the mobile phone r
TeI.B+| :W.mm . 4NN . S WS WSS WSS WSS WS WSS SN WA SN AN .. ",

{3} SERAZ
Tel7 +|

File  Settings Devices Read[FS] Write [Fa] #® Update About..

[~ SMS forvwarding to Tel 1

[V Show Object Name
¥ Showe Fone Mumber
W Show Event Time
¥ Show CID Code

- System Options

- GEM Communications
- Usersfhcoess control
- Burglar Alarm Zones

—tonitaring windo:

Hardeare I Security Alarm Panelidcoess | Sensorsidutomation | Evert Monitoring I

—Senzor Mame 1 GTalarm «2 Input 01 1 -Wire D51 8820 Temperature, SM:28FFFOE20217

active v [GANEISEGRN - Low Valalam [

- Outputs (PG Walue |2D.3‘1 Lol
- Automation/Sensors
- Event Summary

Walue |2E|.53 Lol
- Events Log [
- RT Testing&Monitaring I —senzor Mame 3 GTalarm \-'|
- Firmwvare “alue

—Senzor Mame 2 GTalarm «2 Input D1 1 AWire D51 8820 Temperature Sh: 25FFAEBEN21 T
S [

Real time sensor values and states

Figure 29 How to check real time hardware status, real time sensor values. How to receive alarms and where find alarm events list

GTalarm3 User manual

V-2023-09-05

38 | AN




5 SERA2 configuration software

The SERA2 software is a configuration tool for the GTalarm3 module, allowing local @ ) ) o x
configuration via USB or remote configuration via the GPRS/LTE network. It simplifies the " @ @i me

system configuration process by enabling use of a personal computer. We recommend To start configuration

programming the GTalarm3 module with SERA2 software. Here's how to install and start it: pugn USB cable

. Open the folder containing the SERA2 software installation and click on the "SERA2
setup.exe" file.

. If the software installation directory is correct, click [Next]. If you want to install the
software in a different directory, click [Change], specify the new installation directory, and
then click [Next].

e  Verify the entered data and click [Install].

e  After successful installation of the SERA2 software, click [Finish].

e To start the SERA2 software, go to Start > All programs > SERA2, or navigate to the
installation directory and click on "SERA2.exe". Figure 30Sera2 software

-

Connection of the module to PC
The module requires a power supply of DC 10-33V or AC 12-24V, with a maximum of 0.2A. Ensure that the module has a SIM card
. inserted (with a topped-up account and PIN code request removed). The module should be connected to the PC via a mini USB cable.
Work with the software SERA2
If you are sure that the module is fully connected to PC and power supply, please go to Devices > GTalarm3

a: SERA2
File  Settings Devices [H] Read [F5] & Write [F6] @ Update  About..

ol R - R - R

Figure 31 Command line
Each time after configuring the module press Write E icon thus the software SERA2 will write configuration changes into the module!

' Wait until progress bar Iilne will indicate that the configuration has been written successfully
. I < GTalarm v2_041¢ IMEL: 86825 SN:0000003C | TCP connected
Figure 32 Progress bar

After configuring the module, you can save all settings to your PC. This saves time when using the same configuration in the future, as you won't need to
set the same parameters again. To save the current module configuration:

. Press the [Read] to load the current module configuration.

. Edit the configuration

e Go to File, then select "Save As" or "Save".

e Toload a saved configuration, go to File > Open. This allows you to copy the same programmed content into as many modules as required.

To receive software updates:
e  Go to Settings and select "Check for Updates Automatically". The program will notify you when a

new update is available. About X
. Start the update process when prompted.
. Connect the module to your computer using a mini USB cable. -
e  Write the update to the GTalarm3 module by pressing the [Update] button in the SERA2 software. To pkOdas )
. If you want to update the module manually, press [Update] '

Product Name: SERAZ

Wersion: 041907101622 Check For Updates....

For support with configuration software or device-related questions, follow these steps: Copyright: UAB Topkodas JSC
e Press the [Read] to read the configuration from the module. Comments: Configuration program
Go to "File > Save As" and save the configuration. Webste: hitp:ifwwwtonkodas.It

L]

e Save the Events Log file.

e Send these files along with your question to the seller. These steps will let better
understand the problem and will reduce the time to find the solution.

Remote configuration or firmware updates via an internet cloud service may be slower than
USB connections. The solution is that multiple modules can be configured on the same
computer concurrently. The speed of reading and writing configurations remains unaffected as
these processes run in parallel. Multiple instances of the SERA2 program can be operational
simultaneously.

b e

Lo 0 :

Figure 33configuration at the same time.
Unlimited number of modules
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5.1 General system options programming

/\ The general system options settings let you control system options, system
fo ﬁﬂ System Options > General system Options general settings, systems timers, let you program iButton keys and reset the
Lod module
(8} SERAZ [GTalarm3] — O ¥
S|File W Settings gaDevices 4| Read [F5]  [&|write [F6] 0 Update S Help
- System Options System
- 55M Communications General System Options  System FaultTroubles  Digital MO Settings— System Info - Access
- Uszers/a, ritrol
SErSIACEESS COMir System Options System Timers
- InputsBurglar Alarm Zones
- Outputs (PGM) Object Mame: Ohiect Name Test Time: i mim
- Automation/Sensors SMSIAPP Text Charset Latin (160 SMS symbols) w|  TestPeriod: [ [bays "
- Event List
- Bvent Log Entry Delay =
- Bug Modules
- Testing&Monitoring Exit Defay: g
- Firmvare Bel/Siren Cut-aff Timer: s
User Access Code Format: 4 - Digit= w
APP ARMIDISARM Synchr. mode: |Mane e |
CRER
IO Settings |0-30 Analog Input (Zane or Senser) ~|
Daylight saving time: Southern Hemisphere
102 Settings [2:vire Smoke Detector (Fire current loop) | M0
ization: Cloud Server
1103 Settings |D-2D ma, 4-20 ma Current Loop Sensor ~ | Clock synchranization: | d |
Clear Events Bufer after reset
Doar Chime
Bell Sgusswk on ARMDISARM |:|
Auto - resRh O
Start iButton/RFIDPhone  programiming mode Stop programming Set Module Time from PC I Read Module Time I
Feset Device PC time: 2023-08-31 220748 Thursday

Fanel Time: 2023-08-31 22:07 38 Thursday

Object name: The name and address of the object
SMS/APP Text Charset: Text charset: Latin, Easten European, Baltic or Western European.
User Access code format: Select 4 or 6 digits user code format
Keyswitch Zone Mode: Select pulse or level. The module is arming by shortening zone to COM. Arm by output activation.
1/01... /03 Settings: Set the programmable input or output to:
. 0-30V analog input
. Output
. 2- wire smoke detector or
. 0-20 mA, 4-20mA current loop sensor
Clear Events Buffer after reset: The memory of unsent reports will be deleted after the reset of the module
Door Chaim: Violations of delay zones when the alarm turned off will be accompanied by keyboard audible (Buzzer) signal
Bell Squack on ARM/ DISARM: Activate the bell output briefly causing the squawk to alert users that the module is being armed,
disarmed or that an Entry or Exit Delay was triggered
Auto- reARM: Arm the module if there is no activity in the area after the system disarming.
Stop iButton/ RFID programming: To finish entering iButton keys or RFID cards, click Stop programming button.
Start iButton/FRID programming mode: All added iButton keys or RFID cards will be registered in the order of sequence by clicking “Start
programming”.
Reset Device: Reset the module.
Test Time: Auto Test report time of day
Test Period: Auto Test report period
Entry Delay: Time to enter the armed premises and enter your code to disarm your system before the alarm is triggered.
Exit Delay: Provide with enough time to exit the protected area before the system is armed.
Bell/ Siren Cut- off Timer: Duration of audible signal 0-9999s (sirens, Bell) after the alarm system activated.
Clock Synchronization: automatically time synchronization with: GSM Modem, Cloud Server or disable it.
Set Module Time from PC: Set module time from PC, which instantly provides the exact PC time.

The system comes equipped with internal real-time clock (RTC) with battery that keeps track of the current date and time. Once the system is up and
running, the user must set the correct date and time, otherwise the system will not operate properly. SERA2 software provides the ability to select the
Time Zone and The user may also choose Set module time from PC, which instantly provides the exact PC time. When the system is connected to the
monitoring station via IP connection the date and time will be automatically synchronized with the monitoring station. It is possible to select automatically
time synchronization with: GSM Modem, Cloud Server or disable it.

' If the module has been connected first time to the power supply, or power supply has been disconnected for a long time, the time of the

S module should be set again.

5.2 Real-time clock Time Zone and Synchronization Tine Zone: o
Daylight saving time: ] [] Southern Hemisphere

The SERA2 software allows setting the GTalarm3 real time clock 'Time Zone' and automatic Clock synenronization
'‘Daylight Saving'. Correct settings are crucial for modules using automatic schedules, as incorrect time Clou Serve
zones can lead to erroneous schedule activation times.

Users can opt to set the module time from their PC for immediate synchronization.
Set Mocule Time from PC Read Moculz Time

GTalarm3 User manual ~ V-2023-09-05 PCtime: F073-08-02 21:04:00 Wednesday
FPanel Time 2023-08-02 21:02:34 Wednesday




When connected to a monitoring station via an IP connection, the system's date and time will automatically synchronize with the monitoring
station.

Available time synchronization options: GSM Modem, Cloud Server, or disabling it.

For accurate scheduling and event timing, it's essential to set the correct ‘'Time Zone' and choose the appropriate '‘Clock

Synchronization' method. Proper configuration is vital for modules that rely on automatic schedules. Inaccurate time zone
settings can cause schedules to activate at the wrong times

' If the module has been connected first time to the power supply, or power supply has been disconnected, the time of the module should
5 be set again by auto synchronization or manually.
System clock can be synchronized in following ways: @ seraz pROGATE) * -
1. Cloud Server. Synchronize by [SERA Cloud Service]. SIM o Sysecns: Bpmiens Bremd(th] QWY thiee Qe
card must have mobile data and [SERA Cloud Service] must | oSt s Jorsenr | srsteminte |
be enabled. w;?'m"o:f”” e iz:"::" [oerect Nare 3:‘::::” EE)
2. GSM Network (Local time). Select this if cellular network iomontercrs Suire Tt crcse o 100 9 i 71| earena O —
provides local time format. et Lo R = ey Oy [
3.  GSM Network (GMT). Select this if cellular network provides e e ,': - e ,?:
GMT time format. User Access Code Format o ] Tie Zone: KaMT + 2y -
4. Disabled. If you want to set time manually. Kevewich Zone Mode: puseese - Ooriptsawgtns
W (1are [Pates 13 Bus DSToWADSIER0 . v]
(e IMSW"'R!&WI [ oden] ~|

Figure 34SERA2> System Options> General System Options

! If the date and time of events and SMS messages received are incorrect, you need to set correct way of the clock synchronization.

Clock synchronization via GSM modem
. Go to SERA2> System Options> General System Options
. Set Clock synchronization via GSM modem
. Press “Write” in the command line
Clock synchronization via Cloud server

(@) SERAZ [PROGATE] . Go to SERA2> GSM Communication> SERA Cloud Service
[BFile Y Setings 3 Devices [3]Read [F5] [5]Write [Fe] @ Update y Help . Enable SERA Cloud Service
[ Sy stem Options Event Reporting/Communication

GSM Commurications SMSDIAL reporting | Custom SMS Text | GPRSIPTCRUIDF | cMS Reporting | SERA Cloud Service

Lsersfacsess control
Inputs/Burglar Alerm Zones

Cutpute (POM)
Automation/Sensors Enable 72 [ SERA Ciolid Service (Defau); (@) SERAZ [PROGATE] - o
Event Summary = File 2 Settings 2 Devices (] Read[FS]  [§Write [F6] @ Update yHelp
. cloud =
Everts Leg IP or Domsin: Systen
RT Testing&Monitoring Remote Port 10000 = e le&‘vﬂmwmxlsmsmunmma\swemm\
Firmware Systemn Options. Syatem Tumers.
Frevm Pputs/Burgler Alarm Zones
APP Key: Outputs (PGM) Object Hame: [Cryect Name. Test Tme: 1330 hmn
AutematonfSenzors
et Srnmony SMS/APP Text Crarset [Cetin (160 SMS symiocis) <] | Test porios ff s -
Events Log SIM Card PING e Ertry Delay hs B
RT TestigaMorkoring s
i nstaller Password (8 symbots) Exit Delay. e =
SMS User Password [ (8 symbols) BellrSren Cut-off Timer. 120 =
User Access Code Format & - Cigts ] Tane Zone: (GMT: + 2) =
Figure 35 SERA2> GSM Communication> SERA Cloud opswich onerese: PeEaE 3] bt migine.
S ; W (1 Wire Bus) [Otas 1-Wire Bus DSIS0ADSI8020.. =)
ervice [Cock syrervanizanon [ Senel] K|
P i3

. Go to SERA2> System Options> General System Options
. Set Clock synchronization via Cloud Server

- P it
ress [Wiite] Figure 36 SERA2> System Options> General System Options
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5.3

System Fault/ Troubles Programming

The System Fault/ Troubles settings let you set the communication options if the trouble

A‘\ﬂ System Options > System Fault/ Troubles

occurs and let you set system voltage loss and restore options.

In this window System trouble settings could be configured
The system can be armed in one of four modes DISARM, ARM, SLEEP, STAY.
By default, it is allowed to arm the system while the following system faults are present:

. Low battery.

. Battery dead or missing.

. Battery failed.
. Date/time not set.
. GSM connection failed.

. GSM/ GPRS antenna failed.
If needed, restrict arm, when such trouble occur, check near such trouble in the System options> System Fault/Troubles window. And in case of such
trouble, the arming activation will be restricted if “Restrict ARM” on specific trouble is enabled.

(3} SERAZ [GTalarm3] - O *
[EiFile B Settings omDevices [E|Read [F5]  [&|write [F6] W Update B Help
- System Options System
- GEM Communications Genersl System Options System Faut/Troubles  Digital 100 Settings System Info Access
- Usersifccess control
- InputsBurglar Alarm Zones Fauits/Troubles FaulttTroubles Global Seftings
- Outpts (PGM) =] Trouble Enahle Feestrict AR ~
i W
Au‘toma.tlonBensorS b 1 Battery trauble i~ r Trouble Ever Linit -
- Event List 2 Clock trouble v r
- Event Lo
4 3 BUS trouble v r- Rezet Trouble Evert Courter A fter : tmin
- Bus Modules uE troubl I~ r
- Testing&Montoring amper rouhle
- Firmware 5 Fire loop troukle v r
5 Sh card trouble [ r
7 Zone antimasking troukls [ r System voltage (Lovw Battery) settings
& GEM netwvork trouble v I
Lowy Svystem Yoltage Alarm: 12.2 W
System Yoltage Restore: 137 W
Evert Delay: 5
Global Tamper Recognition:
Audible alarm when dizarme [ alarm as =n armed |v |

Tamper Disable
Troukle when dizarmed ! alarm as per zone when armed
Trouble alvways

Audible alarm when disarme [ alarm as per zone when armed

Trouble This column lists potential system troubles

Enable The system will detect a marked trouble

Restrict ARM In case of such trouble, the arming activation will be restricted.

Battery trouble Low system voltage. Power supply or backup battery voltage is low, needs to be recharged, or replaced.
Clock trouble The time and date has not been set.

BUS trouble The expansion device is no longer communicating with the module.

Tamper trouble

The zone(s) that was tampered

Fire loop trouble

The trouble is occurring with your smoke detectors.

SIM card trouble

Not available or impossible to read SIM card.

Zone ant masking trouble

Do not available in this module

GSM network trouble

SIM card is not registered with the GSM network provider

Low System Voltage Alarm

The module has detected a low voltage. This means that your system is running on the backup battery and
voltage is dropped below allowed value.

System Voltage Restore

The module has detected that the system voltage has been restored.

Event Delay

System low voltage trouble event report delay.

Trouble Shutdown

Setting of the allowable number of the same trouble event, where in case of excess of such number the trouble
reporting will be off. The number of such events is counted until the arming mode is changed (On/Off).

Fault/Troubles Global
Settings

This setting determines the limit for repeated trouble alarms. Additionally, a timeout for such repeated alarms can
be set.

System Voltage (Low battery)

When the system or battery voltage drops, the module can trigger a voltage alarm and initiate restore events once the
voltage returns to the normal level. Both the alarm and restore voltage levels can be set manually. Additionally, a
timeout for repeated alarms can be set [Event delay]

Global Tamper Recognition

Defines the control panel's response after detecting a tamper event.
. Tamper Disable: The module will not trigger any alarm or trouble report.
. Trouble when disarmed / Alarm based on zone when armed:
o  Disarmed: Only trouble is generated. The module sends the specific report code.
o Armed: Module behavior is determined by the specific Zone Alarm Type.
. Trouble always: Trouble is always generated, regardless of whether the system is armed or disarmed.
. Audible alarm when disarmed / Alarm based on zone when armed:
o  Disarmed: An audible alarm is produced. The module transmits the associated report code.
o  Armed: Module behavior follows the specific Zone Alarm Type.
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5.4

g,

System Options > Digital I/O Settings

Digital Inputs/ Outputs programming

The Digital 1/0O Settings let you set digital input/ output parameters

{3) SERAZ — O
File Settings Devices [§]Read[FS]  [§]Write [F6] & Update About.
| System Optionsl —System
- 33M Communications General System Options | System FaultTroubles | Digital 110 Settings || System Info I
- Usersifccess cortrol
- InputsBurglar Alarm Zones — i
- Outputs (PGM) Diggital 112 01 -
- Automation/Sensors Digital Input (Max 3.3V) assigned to D1
-~ Event Summary DiolelU b <“——— T Digital Output (Max 3.3V) assigned to D1
- Events Log Dallaz 1-Wire Bus DS1 9904/D518k20 .. <« X . g
- RT TestingaMoritoring Digital 10 D3 Anzong 1-Wire bus Humidity Temperature Sensor DH ‘\ Dallas 1-wire Bus assigned to D1
- Firmwvare ! Aosong 1-wire Bus Humidity/ Temperature Sensor assigned to D1
BUS IDig'rtaI Output .
(2} SERAZ - O
File Settings Dewvices Read [F5]  [§]Write [F6] @ Update A2bout.,
| System Options I System
- GEM Communications General System Options | System FaultTroubles | Digital 110 Settings | System Info
- Usersifcoess cortrol
- InputsBurglar Alarm Zones
- Outputs (PGM) Digital 110 01 Ll
- Automation/Sensors _ T
Digital 110 D2 . ;
E:stsfgngmaw | —Digital Input (Max 3.3V) assigned to D2
- RT Testing&honitoring Digital 110 D3 . r—Digital Output (Max 3.3V) assigned to D2
- Firmwvare ry 1 \a\n s T = v o Dallas 1-wire Bus assigned to D2
osnng =WNIFE DUS AUMIGTY Y T EMpEeraiure sensar
s \iegand interface DATA0 <€ '\Aosonq 1-wire Bus Humidity/ Temperature Sensor assigned to D2
Wiegand interface DATAO assigned to D2
{3} SERA2 =
File Settings Devices Read [F5] m Wirite [F] @ Update About..,
-t System Options System
- G3M Communications General System Options | System FauttTroubles | Digital KO Settings | System Info
- Usersifcocess cortrol
- InputsBurglar Alarm Zones »
- Outputs (PGR) Diggital 14 Cr1 Ll
- Automation/Sensors o
- Event Summary PEEITDE =l
- Events Log
- RT Testing&Monitari Digital 110 D3 . )
e masHenenng — Digital Input (Max 3.3V) assigned to D3
BUS —Digital Output (Max 3.3V) assigned to D3
ry FETT————— re S o Dallas 1-wire Bus assigned to D3
osong re bus Humicity, emper ure Sensor
VWiegand Interface DATAT <\Aosonq 1-wire Bus Humidity/ Temperature Sensor assigned to D3
Wiegand interface DATA1 assigned to D3
(@) SERAZ - O
File Settings Devices Read [F5] [&] vrite [Fé] @ Update About.
- System Options | System
- GEM Communications General System Cptions | System FaultTroukles | Digital 110 Settings | System Info
- Usersifccess control
- InputsBurglar Alarm Zones
- Outputs (PGM) Digitsl 110 D1 [Digital Imput - htecx. 3.3 -]
- Automation/Sensors
.. Evert Summary Digital 110 D2 IDaIIaS 1-4ire Bus DS19904,D51 8020 . -]
- Events Log -
- RT Testing&Manttaring Digital 110 D3 IDaIIas 1-Wire Bus DS1990A/D518020 .. j
- Fitmueare .
BUS |
Digtslnpt«——————————— Digital Input assigned to BUS
Diggital Output <— Digital Output assigned to BUS
E jon Mocule Bus€——— | . . . .
HRANSIN MoEulE Bus r——Expansion Module BUS: do not available in this module
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5.5 GSM Communication

5.5.1 Event Notifications via SMS & DIAL

O /AN N . The SMS DIAL Reporting settings let you enter user's phone numbers and set
Oa ﬁﬂ GSM Communications > SMS DIAL Reporting events that will be reported to the user

Up to 8 admin users can be set to receive SMS or DIAL notifications. These users can receive alarm phone calls and SMS text messages from the
system via a GSM connection. When the gate is opened or the system is armed/disarmed, an SMS notification is sent to the user's phone number. In the
SMS and DIAL Reporting settings under GSM Communications, users can input their phone numbers and select the events they wish to be notified
about.

When a zone or tamper is violated, the system triggers an alarm. The alarm sequence is as follows:

e The siren/bell is activated. If the violated zone is of Fire type, the siren/bell emits a pulsating sound. Otherwise, the sound is steady.

e  The system attempts to send an SMS text message, containing the violated zone's name. Each violated zone triggers a separate SMS. If the
user's phone number is unavailable, the system tries the next listed number assigned to the same zone. Unavailability can be due to the mobile
phone being switched off or out of GSM signal coverage. By default, the system continues to send the SMS to the next listed numbers in priority
order, repeating as many times as programmed.

. If programmed, the system attempts to call the first user phone number via GSM, with each violated zone triggering a separate call. If the user is
unavailable, the system dials the next listed number assigned to the same zone. Unavailability can be due to the mobile phone being switched off,
out of GSM signal coverage, or busy.

) SERAZ — [u] X
File Settings Devices ¥Read [FS]  [3]Write[F6] @ Update About.
o System Options Evert Reporting/Cotmmunication
I OSM Comimunicetions 1 g | Custom SMS Text | GPRSIPTCPIIDP | CMS Reporting | SERS. Cloud Service |
|- Users/caess corirol SMSlatcDIALPhcnebumber | SychotfiesfonstUSER | T
celnputsBurglar Alarm Zones | ———
Outputs (PGM) Teld + | D Everts [1]2]=]s]s]e]7]|s]r]2]s]s]s][6]7]aW}
- AutomationfSensors T + ’A\% M2 System Open/Close (CID 400 growp “. ISl L L L L L L e L L \
Evert Summary \ 3 System Truobles(CID 300 group) | P Cr|r|r|r | r|C C e e lr e T || The index of phone number
o Totrahenioring I \ |4 Sensort Sensors2 AkemiRestors | P C O AT T|T T O T ] SMS Notifications to USER:
. Firnmurare ulge \ |5 Testevents (i 6o roup) | F™T " | T[T T[T ™[ T[T [T T || SMSreporting to selected index of telephone
Tel5) + kY | |6 Other Events ’.w‘ MO ofr T T T T T || number is enabled.
Tel gl + \ | |7 ImputiZonst AlarmiRestore f" VIO rrrgr T V_,E_,J:f-F-f_ f Auto DIAL to USER: Auto DIAL to
- 9 Input/Zone2 AlarmRestare / F T C|N4T |7 || selected index of telephone number is enabled.
Tel)+ \ | 3 | inputrzonea aamestore L AU (el [l (el (R [l A [
Telgf + N [0 meutizened aismiestore e (280l o | ol ol A RCX:2
\ Call to Tel1 in case of InputiZone2 Alarm/ Restore
Limit of alarm dialing: ’F\‘ T .
* W —

[V SMS foryarding to Tel1 Y \‘ — —
V]! Tell... Tel8: SMS messages will be send and calls will be made to these phone numiers in case of these alarm events. User numbers should be entered with intemational code.

1 ([country code][area code][local number]) Without symbol '+'. E.g. the mabile number of user in United Kingdom is +44 (0) 113 xxx xxxx, so Correctly entered user number:
\ “'\\ 4411 3xxxxxax
'Limit of alarm dialing: Indicate maximum number of unsuccessful calls
* SMS forwarding to Tel.1 SMS from the module resending fo the other phone number
" Show Object Name: Object name will be displayed in the SMS message
Show Zone Number: Zone number will be displayed in the SMS message
Show Event Time: Event time will be displayed in the SMS message
Show CID Code: Report Contact ID code

[V Show Object Name.,
[ Show Zone Number \
[V Show Evert Tim
[ Show CID Code

Enter up to 8 user phone numbers for SMS and auto-dialing, using the international format

[Country code][Area code][Local number] without the '+' symbol. For example, a UK number +44 (0)
113 xxx xxxx should be entered as 44113xxxxxxx.

Incorrect formats would be 4401 13xxxxxxx or 0113XXXXXXX.

Next to each user's phone number, select the checkboxes for the events that will trigger an SMS or
auto-dial to that user.

The SMS/auto DIAL Phone Numbers

SMS Character Set SMS character set selection.
Limit of Dialing Indicate maximum number of unsuccessful calls
Show Object Name Object name will be displayed in the SMS message
Show Zone Number Zone number will be displayed in the SMS message
Show Event Time Event time will be displayed in the SMS message
Show CID Code Report Contact ID code
Zone1- Zone32 Alarm/ Restore Zone1- Zone32 alarm and restore events reporting is enabled.
System Open/ Close (CID 400 System ARM/DISARM/STAY reporting is enabled.
_group)
System Troubles (CID 300 group) System trouble reporting is enabled.
Sensor1- Sensor32 Alarm/ Restore Sensor 1 — Sensor32 alarm and restore events reporting is enabled.
Test Events (CID 600 group) Communication test reporting is enabled.
Other Events Other events reporting is enabled.

The system allows for SMS reporting to selected phone numbers (1-8). If a specific event occurs in the
system, an SMS message will be sent to the enabled phone numbers.

The system supports automatic dialing to selected phone numbers (1-8). If a specific event occurs, the
system will automatically dial the enabled phone numbers.

Send SMS to USER

Auto DIAL to USER
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5.5.2 Custom SMS Text

N The Custom SMS Text options let you enter the text that will be send to the user
o GSM Communication > Custom SMS Text . . P y
Qﬁ in case if the alarm event occur.
(8) sERA2
File Settings Devices [3]Read[FS]  [§]Wiite[F] @ Update About.. Text Description: EVent. type t'e)'(t ) )
Outions Event Reporting/Communication SMS Text: Text which will be visible in SMS message is

; SMSDISL reparting | Custom SMS Text IGPRS.‘\PHCPJ‘UDP | ems Reporting | SERA Cloud Service | entered.

Usersfiooess control .
roetaEngte o Zones | [_]E_|Tert Descrtion. T [~ Alarm: S_MS message text of Alarm report
. Outputs (PGM) M T A — A Restore: SMS message text of Restore report
- AutomalionSensors | 2 Restore \ | Restore Open: SMS message text of Open report
-Event Summary 3joren <\ '\ Open Close: SMS message text of Close report

Events Log u \

4 C\nse‘ \ \ Close

RT Testing&hontoring —

- Firmurare

\ \ \ \\ \ SMS Text: Text which will be visible in SMS message is entered.
\ Text Description: Event type text
Alarm: SMS message text of Alarm report
\ Restore: SMS message text of Restore report

Ogen: SMS message text of Open report
Close: SMS message text of Close report

5.5.3 Network/SIM Card/GPRS/LTE programming

oo Aﬂ\ﬁ GSM Communication > Network/SIM Card
o

-@r SERAZ [GTalarm3]

[E1File Sy settings gmDevices  [E|Read [F5]  [#]wirite [F6] B Update §Help

- mystem Options Event Reporting/Communication

- 53 Communications SMSDIAL reporting  Custom SMS Text  Metweork JSIM Card | CMS Reparting  SERA Cloud Service

- Uzersfhccess control

- InputzBurglar Alarm Zones .

- Outputs (PG SiM Card settings Metvwark

- Automation/Sensars

- Event List S Card PIN EI Metwork Auto -
- Ewent Lo . :

- Bluzs Mgdaes AP ||r|ternet | SMS over LTE, YoLTE
- Testing &blontoring Logir: | |

- Firtnweare

Pazsward: | |

TCPAP Settings

DNET
DhS2

APN: An Access Point Name
Login: User name of GSM operator network (if required by network operator).

Password: User password of GSM operator network where SIM card inserted in the module is operating.
DNS1: IP addresses of 1st DNS server.
DNS2: IP addresses of 2nd DNS server.
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5.5.4 Central Monitoring Station details programming. Reporting to the Central Monitoring Station (CMS)

This window allows you to configure the parameters for reporting to a central monitoring
station (CMS).

Aﬁ\ﬂ GSM Communication > CMS Reporting

The system is designed to report event notifications to the CMS by sending data messages. When CMS mode is enabled and set to GPRS,
the system establishes a connection with the CMS.

In CMS mode, messages sent to the monitoring station are prioritized. Due to this prioritization, it's crucial to maintain a consistent and reliable
connection with the CMS. Should the connection be interrupted, the system will try to re-establish it. If the CMS remains inaccessible for an extended
period, the system will switch to a backup CMS.

Data Messages — Events

The system supports the following communication methods and protocols:
. GPRS network —SIA IP protocol (ANSI/SIA DC-09-2012; configurable as encrypted and non-encrypted).
. All events to CMS are transmitted according SIA-IP ANSI/SIA DC-09- 2013 standard message body in ADM-CID format Contact ID DC-05.

Initially, the system communicates via primary connection with the monitoring station. By default, if the initial attempt to transmit data is unsuccessful, the
system will make additional attempts until the data is successfully delivered. If all attempts are unsuccessful, the system will follow this pattern:

. The system switches to the backup connection that follows in the sequence (presumably - Backup 1).
. The system then attempts to transmit data by the backup connection.
. If the initial attempt is unsuccessful, the system will make additional attempts until the data is successfully delivered.
. The system ends up with all unsuccessful attempts.
If all attempts by all set connections are unsuccessful, the system will wait until the delay time (by default — 1200 seconds) expires and will attempt to
transmit data to the monitoring station again starting with the primary connection.

{3} SERAZ [GTalarm3] - ] X
[EiFile Sy Settings omDevices @] Read [F5] ] write [F6] M Update $Help
- System Options Event Reporting/Communication o : : -
- GEM Communications SMSDIAL reporting  Custom SMS Text  Metwork / SIM Card | MS Reporting  SERA, Cloud Service
- Usersificcess control .
- InputsiBurglar Alarm Zones (M5 Reporting
Pri AMSISIL P DC-09

. Outputs (FGA) rimary
- Automation/Sensors GPRS ~ S14 P Standard: |ANSIJ’SIA DC-09-2012 (201 3) - |
 Evert List i 1921681 1 i :
- Event Log IP or Domain | A6ET. Encryption AES128:
----Elus.MDduIest. _ Part qoo0 Key 32 char (Hex): |D123458?89AEICDEFD1 234567 39ABCDEF |
- Testing&Monitaring |1 S ARCDF |
- Firmwware Backup 1 Account Mumber (Hex):

Account Prefix (Hex): |El |

Receiver Mumber (Hex: |1| |

Supervision Message: =

Uze Time Stamp:

o

Settings

Tranzpott Protocal: TCP w
Backup reporting after: Attempts
Feeturn To Primary After: min

! Q
All events to CMS are transmitted according SIA-IP ANSI/SIA DC-09- 2013 standard message body in ADM-CID format Contact ID DC-05.

CMS Reporting Primary central monitoring station settings

Backup 1

Primary Primary central monitoring station settings

GPRS or Disable Data transmitting to the primary CMS via GPRS network or data transiting Disable

IP or Domain The IP address xxx.xxx.xxx or domain name of the receiver station.

Remote Port The IP port defined as input port on the receiver station to receive the connection requests (TCP mode) or
the datagrams (UDP mode) transmitted by ALERT.

Backup 1 Backup 1 central monitoring station settings

Transport Protocol The used link protocol: UDP (datagrams exchange without connection) or TCP (connected mode).

(TCP or UDP)

Backup reporting after n attempts gt:::r;ng?sunication with primary central monitoring station (CMS) is disable, switch to backup CMS after n

Return To Primary After n min Return To Primary After n min

The "Encryption" option validates the encryption of messages. If this option is enabled, the encryption key

Encryption AES128 must be defined.

AES key size 128 bits. Definition of the key as a string of respectively 32 hexadecimal characters, relatively

Key 32 char (Hex) to the size of the selected key.

Account Number (Hex) mandatory, consists of 3-16 hexadecimal digits
Account Prefix (Hex) Consists of 6 hexadecimal digits maximum. If not used enter "0”
Receiver Number (Hex) Optional, consists of 6 hexadecimal digits maximum.
Supervision NULL Message. Optionally, the PE and CSR may be configured to supervise the connection.
Supervision Message n seconds Module periodically send the Null Message to the CSR. Supervision interval shall be configurable over

range of 10 seconds to 9999 seconds.

This option validates the addition to the messages of a timestamp in GMT time. This option is always forced

Use Time Stamp for encrypted messages.
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5.6 Zones programming

Connecting Detectors to GTalarm3:
The GTalarm3 module has terminals for connecting detection devices such as motion detectors and door contacts.

Once devices are connected to the module's zone terminals, you must configure the parameters for the corresponding zone.

The module comes with 4 built-in wired zones and 2 programmable I/O inputs.
If more connections are needed, the GTalarm3 can be expanded using an expansion module to accommodate up to 32 zones.

Zone Bypassing:
Users have the option to "bypass" or deactivate a particular zone if it's been triggered. This allows the rest of the system to be armed

without the need to reset the triggered zone.
. If a bypassed zone gets triggered during the exit/entry delay or while the system is active, it won't cause an alarm.

Stay Mode Features:

. "Stay mode" permits users to activate or deactivate the alarm system without having to exit the secured premises.
If zones with the "Stay" feature are triggered when the system is in Stay mode, they won't set off an alarm. This is useful, for example,
when you're at home and going to bed, and don't want certain zones (like inside motion detectors) to be active.

e  The system will allow to enter Stay mode if:
o  Adelay-type zone isn't triggered during the exit delay.
o  There's at least one zone with the Stay attribute enabled.
o  An arming method that includes an exit delay is used.

Difference between "Stay" and "Sleep"” Zone Types:

e  Zones with the "stay" type come with a delay zone timeout.

. Conversely, in the "sleep" zone type, what would typically be a delay zone becomes instant, meaning it triggers immediately.

Zone Reactions:
. If zones classified as "Instant" or "Silent" types are triggered, the system will NOT activate the siren or the keypad buzzer.

. For any zone designated as the "Delay" type:
o  When the system is in "Stay" mode, this zone behaves like an "Instant" zone, triggering immediately.

o  However, when the system is fully armed, the "Delay" zone operates with its typical delay.

Tampering:

The tamper circuit is a continuous loop; any interruption triggers an alarm, whether the system is armed or not. This alarm activates
the siren, keypad buzzer, and sends an SMS to the user. The alarm is set off by opening enclosures like the detection device, siren,
cabinet, or keypad. To receive tamper alerts, ensure the “Tamper Enabled” option is checked, enabling both tamper detection and

SMS notifications.

Programming:
. Install SERA2 software.
Connect the module to the computer via mini USB cable.
Go to Zones window in the SERA2 software
Set the required parameters
Write configuration by pressing [Write] icon

1 Note on Unused Zones: If any zone isn't in use, it must be disabled to avoid false triggers or alerts.
*
1 The system will NOT cause any tamper alarm regarding the physical tamper violation if the associated zone is disabled.

The figure below shows an example of zone operation with a 3-time alarm event limit:

. Zone alarm is generated 3 times.
. After 3 alarm events the zone is blocked (bypassed) till Event Repeat Timeout will end.

. After Event Repeat Timeout zone will activated again.

Working Zone Zone Shutdown Working Zone
et -1 -1l
Plarm_1 Alarm_2 Alarm_J
Pulses have not to be generated
for some time to exit the zone
., shutdown mode
- “ - TN
>Zone ey Ignored, =Event Repeat Timeout
Speed \m\ because <Zone Speed

™ Manx Alarm Count- how many alarm events will be send to the user
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| Read [F5] ] Write [F] # |Update

o Zone 1 Settings ___——+ Double click on the selected sensor’s line
| Srstam Options zones : . _— |- Alarm Text: Itis possible to customize alarm text
GSM Communications Settings | Write configuration o the modulel __— -
Users/fhcoess cortrol __+ Zone Mame / - Restore Text: It is possible to customize restore text
“{Inputs/Burglar Alarm Zanes £n ‘ Zn Name | _EoheHardv  pro e Zone Hardware Location: Select the zone hardware input
- Outputs (PGM) Ll Zane Mame 1 4 GTakarm w2, IN1 Restore Text < ﬁ EOL End of line resistor. Input type with resistor.
- Automation/Sensors [#2 ZoneName2 |GTalarmv2,IN2 S s / I Wiring Type: | NC The alarm will be send when the circuit between input and ground (V) will be broken.

Event Summary [#3 zoneName3 | GTakarm v2, IN3 e L NO The alarm will be send when the input will be connected with ground (-V)

Everts L =
ey |4 acloss oTarmuz, e

Contact ID code: The module will automatically generate the reporting event when transmitting to the CMS,

- RT Testing&Maonttoring N ——+— Lone Definition ) - .
" Firmweare n [£4] S ZoneNemeS  Glalseivz TO1 Zone Speed: Defines how quickly the module responds to an open zone detected on any hardwired
oo || |[#6 ZoneName B  GTalarm v2,li02 wiring Type o input terminal (does not apply to addressable mation detectors and door contacts).

Event Repeat Timeout: Insensitive time to recurrent zone events
, Max Alarm Count: When the particular number of zone events set has occurred, the other events of the
same zone will not be responded for the time set in Event Repeat Timeout. After this
time expired (or when disarmed), a new count of the number of zone events will be started.
Zone Alarm action: Determines which output will be activated
+ Alarm report enabled: The system will report alarm event and log it to the event huffer
depending from ARM, DISARM modes. Recommended for safes, ) , Restore report enabled: The system will report restore event and log it o the event buffer
st_urehguses, tampers. _ P / / Tamper Enabled: The system will detect a tamper condition with one or more sensors on the system
Silent Always aclive, not depending from ARM, DISARM modes. The SMS Alarm report Enab‘ed“// Bypass Enabled: The system will allow zones to be Manually Bypassed.
will be send, but the siren W.”I noT_be activated. Recommended _for vollage‘ /. Shutdown if max alarm count: The system will stop generating alarms once the max alarm count Limit is reached.
temperature control, AC mains failure control and for alarm of silent panic | ) .
| It resets every time the system will be armed.

Fire Instant alarm and communication when violated not depending from | ) .
ARM, DISARM modes. Siren signal with interruptions will be generated. (EfERas BRI £ /w Only force zones can be bypassed when the module is Force armed. Fire Zones cannot
be Force Zones.

Recommended for smoke, fire detectors. SR 7 (RS XD 22
ONJOFF Zone Force ARM €——

Delay When armed, provides entry delay when violated. Recommended Contact ID cotie <

for door sensors.

Interior When armed, instant alarm will sound first if the zone is violated;
instant alarm will follow the entry delay if entry delay is active. Recommended | Event Repest Timeout
for motion sensor in front of the door.
Instant When armed, instant alarm when violated, Maix Alarm Count <—
24 hours Instant alarm when violated, audible alarm at default not

Zone Speed 4—

Zone Slarm action: «—

Restore report Enabled
Tamper Enabled «—

Interior STAY Similar to 'Instant’ except the module will auto bypass
the zone if Armed in the Stay mode

Instant STAY Similar to ‘Instant’ except the medule will auto -bypass Ok
the zone if Armed in the Stay mode

Alarm Text: It is possible to customize alarm text

Restore Text: It is possible to customize restore text

Zone Hardware Location: Select the zone hardware input

Wiring Type:

EOL End of line resistor. Input type with resistor.

NC The alarm will be send when the circuit between input and ground (-V) will be broken.

NO The alarm will be send when the input will be connected with ground (-V)

Contact ID code: The module will automatically generate the reporting event when transmitting to the CMS.

Zone Speed: Defines how quickly the module responds to an open zone detected on any hardwired input terminal (does not apply to addressable
motion detectors and door contacts).

Event Repeat Timeout: Insensitive time to recurrent zone events

Max Alarm Count: When the particular number of zone events set has occurred, the other events of the same zone will not be responded for the time
set in Event Repeat Timeout. After this time expired (or when disarmed), a new count of the number of zone events will be started.

Zone Alarm action: Determines which output will be activated

Alarm report enabled: The system will report alarm event and log it to the event buffer

Restore report enabled: The system will report restore event and log it to the event buffer

Tamper Enabled: The system will detect a tamper condition with one or more sensors on the system

Bypass Enabled: The system will allow zones to be Manually Bypassed.

Shutdown if max alarm count: The system will stop generating alarms once the max alarm count Limit is reached. It resets every time the system will
be armed.

Zone Force ARM: Only force zones can be bypassed when the module is Force armed. Fire Zones cannot be Force Zones.

Zone definition:

Delay When armed, provides entry delay when violated. Recommended for door sensors.

Interior When armed, instant alarm will sound first if the zone is violated; Instant alarm will follow the entry delay if entry delay is active. Recommended
for motion sensor in front of the door.

Instant When armed, instant alarm when violated.

24 hours instant alarm when violated, audible alarm at default not depending from ARM, DISARM modes. Recommended for safes, storehouses,
tampers.

Silent Always active, not depending from ARM, DISARM modes. The SMS will be send, but the siren will not be activated. Recommended for voltage,
Temperature control, AC mains failure control and for alarm of silent panic.

Fire Instant alarm and communication when violated not depending from ARM, DISARM modes. Siren signal with interruptions will be generated.
Recommended for smoke, fire detectors.

ON/OFF

Interior STAY Similar to ‘Instant’ except the module will auto bypass the zone if Armed in the Stay mode

Instant STAY Similar to ‘Instant’ except the module will auto -bypass the zone if Armed in the Stay mode

GTalarm3 User manual ~ V-2023-09-05 48 | AN



5.7

Outputs. Bell & PGM programming

aﬁ Aﬁ\ﬂ SERA2>Outputs (PGM)>[Outputs]
o

&) SERAZ [GTalarm3]

le Sy Settings omDevices  [E] Read [F5]
Qutputs

ystem Options
GSM Communications
sersifceess cortrol
inputs/Burglar Alarm Zones

[&] write [F6)

WiUpdate {Help

Outputs  Scheduler  Holidays

Schedules

OutpLts (PGR) =]
Automation/Sensors »

Testing&Maritoring
Firmvare

@ Do R oW R =

w0

12 Output Disahled
13 Output Disabled
14 Output Disahled
15 Output Disabled
16 Output Disahled
17 Output Disabled
18 Output Disahled
18 Output Disabled
20 Output Disabled
21 Output Disahled

3
ID

Output Location in Hardware
GTalarm3, OUTI(14)

GTalarm3, OUT(14)

GTalarm3, OUT3(14)

GTalarm3, OUT4(14)

GTalarm3, 101 (20ma)
GTalarm3, 1102 (20mA)
GTalarm3, 1103 (20mA)
GTalarm3, D1 (10mé, Max Voltage 3. OUTS
GTalarm3, D2 (10mé, Max Vaoltage 3. OUTS
10 GTalarn3, D3 (10mé, Max Voltage 3. OUTI0
11 GTalarm3, LED FN

Output Name
ouTt

ouT2
ouT3
auT4
ouTS
QUTE
ouT?

LEDFM
ouT12
QuT13
oUT14
QuTis
OUT1E
QuT?
ouT1E
auTia

Out definition Mo
Bel his,
Disehlc

Buzzer

Flash

System State

ARM Status

Remots Cortral & Automation

4 0K

Biattery OK

System Armed Status
Alarm Indication

Lost Primary Chanel

Lost Secondary Chanel

Fire Sensor

RH Sensor Trouble

s.ccess Gained

STAY Armed Stalus

SLEEP Armed Stalus

Puise On ARM / DISARM

Output State

Zone OK

.ctivate by ARMDISARM Command
.ctivate by SLEEPDISARM Command
.ctivate by STAY/DISARM Command

auT20

Access Cortrol

ouT

Dizahle MiA,

Wode:
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady
Steady

Time
105
10z
105
105
10z
105
10z
105
10z
105
10z
10z
105
10z
105
10z
105
10z
105
105
10z

Inwert  Pulzating  OM Time

R e e o e e e e e e e e e fw fw |
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Qutput index number.
Output Location in The outputs hardware location.
Hardware

Output Label

Qutput name

Out definition

Out definttion Mo
NiA,

Disable| “

Buzzer

Flazh

System State

ARM Status

Remcte Cortrol & Automation
AC O

Battery Ok

System Armed Status

Alarm Indication

Lost Primary Chanel

Lozt Secondsry Chanel

Fire: Sensor

RH Sensor Trouble

Access Gained

STAY Armed Status

SLEER Armed Status

Pulze On ARM [ DISARM
Output State

Zane Ok

Activate by ARMDISARM Command
Activate by SLEEP/DISARM Commancd
Activate by STAY/DISARM Command
Access Contral
S

™

Output Operation Mode Selection:

. Disable: Output is deactivated.
. Bell: Connects to a sounder (siren). Emits a continuous or pulsating signal (for fire) upon alarm activation.

. Buzzer: Emits a pulse during Exit Delay and a continuous tone during Entry Delay or disturbances. Acts as

a keypad buzzer when the system is deactivated.

. Flash: Pairs with a light indicating system status. Pulsates during Exit Delay, remains continuous during
alarms, and stops upon DISARM.
. System State: For light indicators showing system status. Pulsates during Exit Delay, remains steady
during alarms, and stops when system is disarmed.
. ARM Status: Activates the output when the security system is armed.
. Remote Control & Automation: Mode to remotely control electrical devices via App, SMS, or phone call.
Also allows automated control based on events e.g. thermostat or schedules.
. AC OK: Indicates the panel's AC power supply.

. Battery OK: Indicates battery power supply for the control panel.

. System Armed Status: Connects to a light indicating system status. Continuous signal when the system is

armed.

. Alarm Indication: Indicates alarm status. Emits a continuous signal upon alarm event of the system.
. Lost Primary channel: Emits a continuous signal if the primary CMS communication channel fails.

. Lost Secondary channel: Emits a continuous signal if the backup CMS communication channel fails.
. Fire Sensor: Resets fire sensor operation. Changes status for 5 seconds before reverting.
. RH Sensor Trouble: In this mode, the output can automatically reset the humidity sensor if a malfunction

occurs.

. Access Gained: If a user has the right to ARM/DISARM the system, they always have access to control

this output. If the ARM/DISARM flag isn't set, a user can access this output only if the system is disarmed.

. STAY Armed Status: This output activates when the system is set to Armed STAY mode.

. SLEEP Armed Status: This output activates when the system is set to Armed SLEEP mode.
. Pulse on ARM/DISARM: Generates an impulse when the system is armed or disarmed.

. Output State: Reflects the state of a selected output, for example, an LED output can mirror Output 1 if

[NoJ=1.

. Zone OK: Indicates when all security system zones are not violated. A continuous signal indicates the
system's readiness.

. Activate by ARM/DISARM Command: Activates when the system receives an ARM/DISARM command.

. Activate by SLEEP/DISARM Command: Activates when the system receives a SLEEP/DISARM

command.

. Activate by STAY/DISARM Command: Activates when the system receives a STAY/DISARM command.

. Access Control: This mode allows the output to be used for gate or door access control. It logs every user
access event, and if activated by a call, it stores the phone number.

Output Control Mode:
. Pulse: This mode generates a single impulse signal According [Time] parameter when the output is

Mode activated. . o o . ‘
. Steady: This mode maintains the output in either an ON or OFF state once it's activated.
. Pulse Count: In this mode, upon activation, the output produces a series of impulses based on the
specified [Count] parameter.
Time Then [Mode]=Pulse, Pulse time duration can set from 1 to 999999 sec.
Invert Qutput Inversion is activated
Pulsating Pulsating mode is activated. Then output is activated it will pulsate according pulse [ON time] and [OFF Time]

Pulse ON Time

Pulsating mode pulse ON duration.

Pulse OFF Time

Pulsating mode pulse OFF duration.
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5.8 Automation & Sensors Programming

oﬁ SERA2> Automation /Sensors
o

GTalarm3 Module Automation Insights:

Sensors:
o  The GTalarm3 module interfaces with standard sensors that produce either an analog voltage/current (0-30V, 0-20mA) or digital data via the
Maxim Dallas 1-Wire bus.
o  Sensor configurations and parameters are set using the SERA2 software.
Remote Configuration/Monitoring /Control/Access:
o  Enables monitoring, controlling, and data logging from almost any global location through GSM GPRS/LTE networks.
o Data is transmitted via GPRS/LTE, leveraging the TCP/IP protocol. Connection is made to the ‘SERA Cloud service’ which registers all
devices. This connection is initialized by the SERA2 configuration tool using a unique identifier.
o  The SERA2 configuration tool sets up the connection using a unique ID, either IMEI or MAC.
o  The ‘SERA Cloud service’ facilitates efficient setup and configuration.
o Ranges from basic data viewing to advanced features like receiving text alerts during alarms or transferring data logs remotely. Thanks to
the GSM and GPRS/LTE capabilities, users can access this data whenever needed.
Testing & Monitoring:
o  Monitoring of essential parameters like temperature, humidity, and potentially security, is crucial.
Localized Monitoring Systems:
o  Adaptable for various environments, including but not limited to labs, museums, warehouses, computer rooms, food processing units,
hospitals, and greenhouses.
o  Depending on specific needs, users can monitor ambient temperature, humidity, or utilize other processes like thermocouples. Sensors
generating analog voltage/current or pulse outputs can broadcast this data universally.
Installation:
o Attach the GSM antenna and insert the SIM card with the PIN request deactivated.
o  Utilize a 10-30V/1A supply for power, and optionally connect the battery and the AC loss signal to IN4.
o  Connect the analog sensors (0-30V, 4-20mA) and digital sensors, like the DS18b20, following the GTalarm3's schematics.
Configuration:
Start by setting up the SERA2 software.
Using a mini USB cable, link the module to a PC.
Initiate sensor parameters, PGM control outputs, and provide server reporting details.
Real-time monitoring offers insights on parameters like sensor inputs, voltages, current, and more.

O O O O
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5.8.1

Automation/Sensors (Automation/Sensors/Analog Inputs) Programming in SERA2 Software

Connecting Sensors to the Module:

Double click on the selected sensor’s line.

. Click on “Sensor type/ hardware location” and default sensor settings appear.
. Connect the sensors to the module. Connect the power supply.
o  Sensor’s type should be select in the System Options> Digital I/O Settings window.

+  Click [Read].

. The connected sensors will appear in the list.

ID| Sensor Mame |

Senzor Hardware D

| unit |RT value| mex vaisms | win valsms | tax

1 Davikliz 1
2 Davikliz 2

Sensor Settings

Senzor Mame:

Senzor typeshardware location:

GTalarm Input 01 1 -wWire 0515820 Temperature Sk 254318640400
GTalarm Input 02,1 Wire 0515820 Temperature, S 2536854 C30400

Sensar 1 Settings

oC 211 2 -2
°C 11 2 -2

=l

Sensor Unit Test:

High./tax Y alue Action Settings
h & alue Alaim Event/SS:

b ax Walue To Activate Output:
M an W alue Hysterasiz:

M ax Alarm Event Delay:

M ax W alue Output Contral Delay:
Output:

Contact ID Report Code:

Sensor Disabled

GTalarm,Input IM1,0-100

GTalarm,Input IM2,0-100

GTalarm,Input 1M3,0-100

GTalarm. nput [N 4,0-70

GTalarm. nput (07,0100

GTalarm,Input 102,0-100

GTalarm.Input 107,0-20mé,

GTalarm.Input 102,0-20mé,

GTalarm.Input D1, 1-wire DHT 22 RH. Humidity
GTalarm.Input D1, 1-wire DHT 22 Temperature
GTalarm.Input D2,1-wire DHT 22 RH. Humidity
GTalarm.Input D2,1-wire DHT 22 Temperature
GTalarm,Input 03, 1-wWie DHT 22 BH Humidity

|G Talarm Inout 03 1-wire DHT 22 Temperature

G T alam,Input 02,1 ‘wire,D5 18820 Tempelature,SN:284BE4C3U4UUT

@ SERAZ [GTalarm3]

le SqSettings c@Devices [EReadFS]  [Flwrice (6] 8 Update DHelp

CSM Cammurications D SensorName Sensar Hardware D Unt BT Valie | MexValSWS | Mn VelSMS | MaxValOUT MinValOUT MaxHyst MinHyst MaxA MaxR MnA MnR e Aarm St

ﬁi‘iﬁi@fjﬁiﬂm P {71} Sensor Name 1 GTalarm3jnput D1, 1Wire DS16020 Temperatun °C 262 EY 5 » 10 1 1 ¥ W W ¥ Maxvue Min Value NONE  NONE

e (o [#) 2 SensorName 2 Sensor Disabled s 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HNONE

) [% 3 SensorName 3 Sensor Disabled SRS 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HONE

Event List [# 4 SensorName4  Sensor Disabled c [ 30 B » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE

Evert Log [#) 5 SensorNames Sensor Disatied c wa E s = 10 1 1M P M W Mexvae in Value NONE  HONE

Bus Modes [#) & Sensor Name & Sensor Disabled C i 30 5 % 10 1 1 ¥ W ¥ W Maxvaue Min Value NONE NONE

Lesipasyortorna [#) 7 SensorName 7 Sensor Dissbled s 20 s % 10 1 1 P P P % Maxvee Min Vlue. NONE  NONE
[# & SensorName 8 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
[# 9 SensorName 3 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Mxvae Min Value. NONE  NONE
[#10 Sensor Name 10 Sensor Disabled S E s = 10 1 1M W WP Maxvae in Value NONE  NOKE
[#11 Sensor Name 11 Sensor Disabled cna E s » 0 1 1M W R W Maxvae Hin Value NONE  NONE
[#12 Sensor Name 12 Sensor Disabled SRS 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HNONE
[#113 Sensor Name 13 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
[#114 Sensor Name 14 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Mxvae Min Value. NONE  NONE
[#15 Sensor Name 15 Sensor Disabled S E s = 10 1 1M W WP Maxvae in Value NONE  NOKE
[#/15 Sensor Name 15 Sensor Disabled c e E s » 0 1 1 W K R Maxvae Hin Value NONE  NONE
[#17 Sensor Name 17 Sensor Disabled SRS 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HNONE
[#118 Sensor Name 18 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
[#119 Sensor Name 13 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Mxvae Min Value. NONE  NONE
[#20 Sensor Name 20 Sensor Disabled S E s = 10 1 1M W WP Maxvae in Value NONE  NOKE
[#21 Sensor Neme 21 Sensor Disabled c e E s » 0 1 1 W K R Maxvae Hin Value NONE  NONE
[%j22 Sensor Name 22 Sensor Disabled SRS 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HNONE
[#123 Sensor Name 23 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
[#124 Sensor Name 24 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Mxvae Min Value. NONE  NONE
[#125 Sensor Name 26 Sensor Disabled c na E s » 0 1 1M W W R Maxvae ¥in Value NONE  NOKE
[#[25 Sensor Neme 25 Sensor Disabled c e E s » 0 1 1 W K R Maxvae Hin Value NONE  NONE
[%j27 Sensor Name 27 Sensor Disabled SRS 30 5 » 10 1 1 ¥ F F " Maxvaue Min Value NONE  HNONE
[#128 Sensor Name 28 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
[#129 Sensor Name 23 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Mxvae Min Value. NONE  NONE
[#130 Sensor Name 30 Sensor Disabled c na E s » 0 1 1M W W R Maxvae ¥in Value NONE  NOKE
[#31 Sensor Name 31 Sensor Gisabled c A £ 5 » 0 1 W W F R Maxvae in Valus NONE  NONE
[#132 Sensor Name 32 Sensor Dissbled c s 30 s » 10 1 1 ¥ K R R Maxvae Min Value. NONE  NONE
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Setting Sensor Parameters:

. Double-clicking on the desired sensor's line will open its configuration window.

o  Forinstance, double-clicking on the "Sensor Name 1" line will display the "Sensor 1 Settings" window.

. Within this window, you can adjust and set the required parameters for the chosen sensor.

Sensor 1 Settings x
Sensar Settings
Sensor Name: ‘Sensm Mame 1 |
Sensar typehardware location: ‘GTaIarmB,lnput D1.1wie DS18B20 Temperature, SN: 284BE6C30400 v |
Sensor Urit Text:
Upper limit High/Max (e.g. 4/C Cooler, Fan) Yalue Action Settings
Upper it Value: Alaim E vent/SMS: 0 High Temp NEJ”* SMS Alarm High Temperatrs
Upper limitValue Ta Activate utpul, A Cooler ON
Hysteresis: 1 IRIE DD
Alarm Event Delay 10000 ms Cooler OFF
COutput Contral Delay: 1000 ms
Output: NONE ~
Contact ID Report Code: 158 Hester OFF
Al Event SMS Test Max Valie LawTemp
_ Hester ON
Alsrmn Event/SMS Restare Event/SMS (D Aem ‘ T T
Laowser limit Low/Min [2.0. Heater] Yalue Action S ettings
Loweer limit ¥ alue Alarm Event/ShS: il S CE T
Lower imit Valus To Activate Dutput 10 % - Multpler
Hysteresis 1
Alam Event Delay 10000 s vows 0]
Output Control Delay. 1000 S Equation: Temperature=>"A0C+T"
Output: NONE  ~
Contact ID Report Code: 159
Alarm Event SMS Test: HMinValue
Alam Event/SMS Restore Event/SMS 1]
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Table Column

Field name in Sensor Form

Column/Field Description

Sensor Name

Sensor Name

Sensor name

Sensor Hardware

Sensor Type/ Hardware location
Unit  RT Walue M
£~ °C 262

Sensor Hardwal

Sensor Disabled
GTalarm3 Input N1 ,0-30%
GTalarm3 Input IN2,0-30%
GTalarm3 Input IN3,0-30%
GTalarm3 Input IN4,0-30%
GTalarm3 Input 101,0-30%
GTalarm3 Input 102,030
GTalarm3 Input 103,0-30
GTalarm3 Input 1071,0-20mA 4-20ma,

GTalarma,Input [02,0-20ma 4-20ms,

GTalarma,Input 103,0-20ma 4-20ma,

GTalarma nput D1 1Ak bus, RH, Humidlty Aosong 1-Wirs bus Humi
GTalarm3 nput D11 Wik bus, Temperature,Aosong 1-Wirs bus Hum
GTalarma Input D2,1Wire bus, RH, Humidlty Aosong 1-Wirs bus Humi
GTalarma Input D2,1Wire bus, Temperature,Sosang 1-Wire bus Hum
GTalerma Input D31 Wire bus, RH, Humidity, Aosong 1-Wire bus Humi

Location of sensor connected to the module: Specify which sensors are connected
to the module.

. Sensor disabled: Check if the sensor is deactivated.

. GTalarm, Input IN1...IN4, 0-30V: Assign voltage input ranging from 0-30V to

IN1...IN4.
. GTalarm, Input 1/01...1/03, 0-30V: Assign voltage input ranging from 0-30V to
1/01...1/03.

. GTalarm, Input 1/01...1/03, 0-20mA: Assign current input for 1/01...1/03
ranging from 0-20mA.

. GTalarm, Input D1...D3, 1-Wire DHT22 RH, Humidity: Assign digital input
D1...D3 for 1-Wire DHT22 RH Humidity sensor.

. GTalarm, Input D1...D3, 1-Wire DHT22 RH, Temperature: Assign digital input
D1...D3 for 1-Wire DHT22 RH Temperature sensor.

. 1-Wire Temperature sensors: Assign digital input D1...D3 for 1-Wire DS18b20
Temperature sensor.

Unit Sensor Unit Text Specify the unit used for the sensor.

Max Val SMS Max Value Alarm Event/ SMS Define the maximum temperature value that triggers a report.
Max Val OUT Max Value To Activate Output Set the maximum temperature value to activate a specific output.
Max Hyst Max Value Hysteresis Specify the hysteresis value for the upper set point.

Max SMS Delay

Max Alarm Event Delay

Set the delay for SMS/App notifications when the upper limit is reached.

Max OUT Delay

Max Value output Control Delay

Determine the delay for output control when the upper limit is hit.

Max OUT Upper Limit/Max>Output Select the output that will be triggered when the maximum temperature value is hit.
Max Alarm SMS Alarm Event SMS Text Egéggghee;text to be displayed in the SMS message when the set temperature limit is
Max SMS en Enable Alarm Event SMS Check to send the indicated high temperature report.
Min Val SMS Min Value Alarm Event/ SMS Define the minimum temperature value that triggers a report.
Min Val OUT Min Value To Activate Output Set the minimum temperature value to activate a specific output.
Min Hyst Min Value Hysteresis Specify the hysteresis value for the lower set point.
Min SMS Delay Min Alarm Event Delay Set the delay for SMS/App notifications when the lower limit is reached.
Min OUT Delay Min Value Output Control Delay Determine the delay for output control when the lower limit is hit.
Min OUT Lower Limit/Min>Output Select the output that will be triggered when the minimum temperature value is hit.
Min Alarm SMS Alarm Event SMS Text Esézggheedtext to be displayed in the SMS message when the set temperature limit is
Min SMS en Enable Alarm Event/ SMS Check to send the indicated low temperature report.
I Coefficient derived from the equation “Temperature = X*ADC + Y”. Measure
Mult Coef Corr. X-multiplier : ;
temperature in at least two points to calculate X.
Coefficient derived from the equation “Temperature = X*ADC + Y”. Measure
Sum Coef Corr. Y-offset

temperature in at least two points to calculate Y.

Max CID Contact ID Report Code Input report codes in Ademco CID or SIA DC09 format. The module can set default
. report codes, and they can be modified. For custom notifications, add text in the

Min CID Contact ID Report Code “Alarm SMS Text" field.

RT Value After connecting to the module and selecting the [Read] icon, this field displays the

real-time sensor value.

Fig illustrate how to calculate X-multiplier and Y-offset with excel chart.

y = 0,3284x - 269,26
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5.8.2

Recommendations for the user & installer

What to Do if You Detect a Sensor Trouble in the "Event Log" Window?

. Use the "RT Testing & Monitoring" Window: Sensor troubles are highlighted in red in this window.

. Navigate to the Automation/Sensors window, deactivate the problematic sensor, and then press [Write]. It's possible the issue might be related
to the sensor's connection to the module.

. If the issue persists, ensure you save the configuration. Next, send this configuration to the seller. Be detailed in your description: specify the
issues, mention connections related to zone: 001, and provide any other relevant information before forwarding it to the seller.

0009
0010

Event1234:1:110:01:006
Event:1234:1:380:00:001

Time:2017-02-14 08:51:41
Time:2017-02-14 08:53:30 Note: , Sensor Trouble, Zone:001 |

Note: , Fire Alarm, Zone:006 \
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5.8.3 Realtime Testing & Monitoring > Sensors/ Automation

The Sensors/ Automation window let you see real time sensors states: is the

q‘ﬁ RI Tesfin Monitoring > Sensors/ Automation sensor active, does it reaches high or low value alarm.

Recommendations for the user & installer
What to Do if You Detect a Sensor Trouble in the "Event Log" Window?
. Use the "RT Testing & Monitoring" Window: Sensor troubles are highlighted in red in this window.
. Navigate to the Automation/Sensors window, deactivate the problematic sensor, and then press [Write]. It's possible the issue might be related
to the sensor's connection to the module.
. If the issue persists, ensure you save the configuration. Next, send this configuration to the seller. Be detailed in your description: specify the
issues, mention connections related to zone: 001, and provide any other relevant information before forwarding it to the seller.

0009 Event:1234:1:110:01:006 Time:2017-02-14 08:51:41  Note: , Fire Alarm, Zone:006 \
0010 Event:1234:1:380:00:001 Time:2017-02-14 08:53:30 Note: , Sensor Trouble, Zone:001

{4} SERAZ [GTalarm3] - O ¥
[21File S Settings oo Devices |4 Read [F5] |5 Write [F6] (@ Update Help
- System Options honitoring window
- GEM Communications Hardware Security Alarm Panelidccess  SensorsfAutomation  Evert Monitaring
- Usersit, rtral
SBISIACCESS COMa I01 Zensor Mame 1, Sensor Disabled -~
- ImputsBurglar Alarm Zones
- Automation/Sensors D2 Sensar Mame 2 Sensor Disabled
- Ewent List
vt Lo e (2825 | =
- Buz Modules D3 Sensor Mame 3, 5ensor Dizabled
- Firmueare

D4 Sensor Mame 4 Sensor Disabled

D5, Sensor Mame 5 Senzor Disabled

e [ o T TN EEUEET N

..... D& Sensor Mame & Sensor Disabled

D7 Sensor Mame 7 Sensor Disabled

e A JEp—— - N N TS
Sensor1...Sensor32 Sensor number
Value The value of sensor’s voltage
Active If checked and the color is green, the sensor is active
High Val Alarm If checked and the color is red, the high value alarm is generated
Low Val Alarm If checked and the color is red, the low value alarm is generated
System Options ~Monitoring window
Reporting SMS&DIAL Hardwarel Security Alarm Pﬂ'bellApcessl Sensors.'Amometionl Event Monitoring |
Users&Remote Control . .
| Zones 0000  CID:1234:1:134:01:001 Time:2016-11-1311:28:05  Note: , Entry/Exit Alarm |
0001 CID:1234:3:134:01:001 Time:2016-11-1311:28:05  Note: | Ertry/Exit Restore
Ouiputs (PGM) 0002 CID:1234:1:133:01:004 Time:2016-11-1311:2805  Nete: , 24 Hour (Safe) Alarm
i Automation/Sensors 0003 CID:1234:1:122:01:005 Time:2016-11-1311:28:05  Note: , Silent
Event Summary 0004 CID:1234:3:133:01:004 Time:2016-11-1311:28:07  Note: , 24H (Safe) Restore
- Events Log 0005 CID:1234:3:122:01:005 Time:2016-11-1311:28:07  Note: | Silent Restore
0006 CID:1234:1:134:01:001 Time:2016-11-1311:2810  Note: , Entry/Exit Alarm
AA7  CIyd 234-4:429-04-005 Time:01A414311:9841  Note: Silent

Figdre 37 How to find required RT Testing & Monitoring > Event Monitoring window.

(mlmln]n] CIE 1 2540115401 001 Time:2016-11-13 11:25: 05 Mote: | Erdrys/Exit Alarm |
(mlmlnk] ZIC 1 234 3134011 001 TimMe2016-11-13 11:258:05 rMote: | ErtryiE=t Restore

ooz ZI01 234011 335301004 TimMe:2016-11-13 11:25:05 Mote: | 24 Hour (Sate) Alarm
o005 CIiD A 25401 1 22001 1005 Time:2016-11-135 11:25: 05 Mote: | Silert

callca o e

Figure 38 The example of RT Testing & Monitoring > Event Monitoring window

Table 7 Explanation of every field in "Event Monitoring" window
Event number
CID Contact ID Code
Time Event date and time
Note Event report text which was indicated.
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5.1

Event List

A‘\ﬂ Event List

ID

The Event List table illustrates Contact ID codes of the events and enable user to change the text that will

be reported in case if the event occur.
Report sequence number

Name of Status Event

Event (report) name

Code

Report Contact ID code.

Enable

The indicated report will be sent when it is checked.

Alarm SMS Text

Alarm text which will be visible in SMS message is entered.

Restore SMS Text Restore text which will be visible in SMS message is entered.
None

Type USER Refer to USER Report Options
ZONE Refer to Zone Report Options
NUM Refer to Numerical Report Options

[SMS], [DIAL], [CMS], [APP]

These checkboxes determine the communication channel to which a specific event will be sent.

@Flle E%Sattmgs ;Devlces @RE&\:I[FS]

-~ System Options
- GEM Communications
Usersifccess cortrol

] write [Fe]

Events

B Update D Help

Mame of Status Evert

Code

Type

Enable SM31 DIAL1 SMS2 DIALZ SMS3 DIALS SMSx DIALx CMS

=
&
3

Alarm SM3 Text

Restore SMS Text

» {17% & non-specific medical condtion exists 100 ZOME 2 v r v r v r v r v ¥ Medical Alarm Medical Restore
- InputsBurglar Alarm Zones "t .
Cupits (POM) 2 Emergency Assistance request 10 ZONE W v |— v r v |— v r v ¥ Personal Emergency Personal Emergency
- A tomationiSensars 3 A user has failed to activate & monitoring device 102 ZONME W v - v r v - v r v [V Failto report in Fail to report in
- Event List 4 A non-specific fire alarm condtion exists 110 ZOMNE 2 v |— v r v |— v r v ¥ Fire Alarm Fire Restore
Event Log 5 An alarm has been triggered by a smoke detector 111 ZONE W v |— v r v |— v r v ¥ Smoke Alarm Smoke Restare
- BUS_MM“IES_ ) £ An alarm has been triggered by a combustion det 112 ZORE 2 V - M I ¥V T ¥ ' ¥ ¥ Ccombuston Combustion Restore
" ;ijl\l;l"ga%rumlurlng 7 An alarm has been triggered by & water flow det 113 ZONE 2 v |— v r v |— v r v ¥ iater flow Water flow Restore
& An alarm has been triggered by a heat detector 114 ZONE W v |— v r v |— v r v V¥ Heat Hest Restore
9 & pull station has been activated 115 ZOME 2 v r v r v r v r v ¥ Pull Station Pull Station Restore
10 An slarm has been triggered by a duct detector 116 ZONE W v |— v r v |— v r v V¥ Duct Duct Restore
11 An alarm has been triggered by a flame detectar 117 ZONE v v - v r v - v r v ¥ Flame Flame Restare
12 & near-alarm condition has heen detected ona fit 118 ZONE = VoD M T M T M T ¥ W e sam Near Alarm Restore
13 A non-specific hold-up slarm exists 120 ZOWE W v |— v r v |— v r v ¥ Panic Alarm Panic Restore
5.2 Events Log

OQ Events Log The Event Log window show real time information of the events that has been occurred
o3

The event log allows to chronologically register up to 3072 time stamped records regarding the following system events:

. System start.
e  System arming/disarming.
. Zone violated/restored.
. Tamper violated/restored.
e  Zone bypassing.
e  Temperature deviation by MIN and MAX boundaries.
. System faults.
. Configuration via USB.
. User phone number that initiated the remote configuration.
SiFile S Settings omDevices & Read [F5] & white [F6] 8 Update S Help
- System Options Ewents Log
- (FEM Communicstions
- Usersifsccess contral Read Event Log Clear Event Log
- InputzBurglar Alarm Zones
- OutpLts (PGH) 1964 Evert:1:602:00: 000:[0] T?me:2023-09-02 13:30:00  Periodical test
. Automation/Sensars 1963 Event: 31590001 7:[0] T!me:2023-DQ-IZI1 20:11:14  Low Temp Restore, Sensor017 Mote; Sensor 7, ;3019
) 1962 Ewvent:1:159:00:017:[0] Time:2023-09-01 19:56:45  Loww Temp Alarm, Sensor 017 Mate: Sensorl 7, 12494
- Event List 1961 Evert: 3:1:59:00:01 7:[0] Time:2023-09-01 18:58:53  Low Temp Restore, Sensor 017 Maote: Sensor? ;3019
- Event Log 1960 Ewvert:1:159:00:04 7:[0] Time: 2023-09-01 15:46:41 Lovw Temp Alarm, Sensor: 017 Mote: Sensorl 7 2675
- Buz Modules 1959 Event:1:602:00:000:[0] Titne: 2023-09-01 133000 Periodical test
- Testing &Monitaring 1938 Ervert:3:1:28:00:017:[0] Time:2023-09-01 05:0308  Low Temp Restore, Sensor7 Mate: Sensorl?, 13013
- Firtwvare 1937 Event:1:133:00:017:[0] Timer 2023-09-01 07:4303  Lowe Temp Alarm, Sensor 017 Maote: Sensor! 7, (2600
1956 Evert:1:602:00: 000:[0] Time: 2023-08-31 13:30:00  Periodical test
1955 Ervenit:1: 60200 Q00 [0] Time: 2023-05-30 13 30:00  Petiodical test
1954 Ewvent:3:159:00:017:[0] Time:2023-03-30 05:06:05  Loww Temp Restore, Sensor 017 Mate: Sensorl?, 13513
1953 Ewvent:1:159:00:017:[0] Time:2023-03-30 07:46:57  Loww Temp Alarm, Sensor 017 Mate: Sensorl 7, 128.00
1952 Evert:1:602:00: 000:[0] Time: 2023-08-28 13:30:00  Periodical test

Table 8 Explanation of every field in "Events Log" window
Read Event Log Events could be read from the module by clicking Read Event Log button

Clear Event Log Events could be cleared from the module by clicking Clear Event Log button

Event Number Event sequence number

Event Object number and registered event report in Contact ID code.
Time Event date and time.
Note Event report text which was indicated.
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5.1

T @

RT Testing & Monitorin

> Hardware

Real-Time Testing & Monitoring of Hardware

Real-time monitoring of the system hardware can be achieved via USB or TCP Cloud connection. The
Hardware Monitoring window offers real-time insights into the states of inputs and outputs, system
state, voltages, sensor functionality, and GSM network registration information.

{3} SERAZ [GTalarm3] — O
[E)File Sy Settings mmDevices & Read [F5]  [&]Mirite [F] W Update $Help
- System Cptions fanitoring sincouw
- G5M Communications Hardvwware  Security Llarm Panelifocess  Sensorsfutomation  Event Manitoring
- Usersity nitral
SErSIACOBES Cantrn Inputs (ADC values) Outputs states
- Inputs Burglar Alarm Zones Start Monitorin Stop Manitaring 1235 | [11 72 Pull
- Outputs (PGM) = 4 In1 T2 Ll Jeour OUT1 Onioff
; 1220 | |11 67 PLlL
Automation/Sensors 35M info N2 v Pullp [FlouT2 OUT2 Onioff
- Event List M3 1223 | (1170w Pullp
- Evertt Log IMEE |‘3‘3‘3D1 | e [1228] [173]y & Pullle outs OUT3 Oniofe
- Bus Modules SIM ICCID: |893?0038003012855950 | [JouTs QLTS Onioif
- Testing&honitoring | |
o Fi SiM card: s READY
Firmuvare o1 177 | [ 28 |v FARuie [+ 002 |ma ([ sy WeTsTlali]
—
Signal level 10z (1176 | (1125 |y FPup |4 00z [ma  [J102 2 Dndoft
Registration: o3 (1179 | [11.28|v [APulp |5 003 [ma  [Juos 03 CndCft
|Regi3‘tered, home netwaork |
ShS Service Centre Sddress: 1211003 Pulilpy QRdC
S 3706E499199" 14
| | D1 (140 [)1 [ilie)] D1 oot
System Status 02 (i) L2 (1) D2 onioff
03 (WD) 03 ROt
System YVoltage: 1330 | [13.038] v (103 (i
System Voltage [] Low Battery
RTC Clock o

Module Real Time Clock:

ik Set RTC Clock

2023 08-29 17:56:26, Tuesday

Figure 39 The example of RT Testing & Monitoring > Hardware window

Start Monitoring

Pressing Start Monitoring button starts the monitoring of the module.

Stop Monitoring

Pressing Stop Monitoring button stops the monitoring of the module.

IMEI IMEI number of GSM modem available in the module

SIM ICCID ICCID (Integrated Circuit Card Identif_ier) - A SIM card contains its unique serial number (ICCID). ICCIDs are
stored in the SIM cards and are also printed on the SIM card.

SIMC If note READY is visible, it means that SIM card is fully functioning. Otherwise, check whether PIN code request

ard .

is off or replace SIM card.

Signal level Signal strength of GSM communication

Registration State of GSM modem registration to GSM network.

SMS Service Centre SMS center number. This number should be checked if it is correct. If this number is incorrect. SMS messaging

Address may be impossible. This number may be changed after inserting SIM card into any mobile phone.

System Voltage

Power supply voltage. Nearby number is value of ADC voltage. When multiplying this number by the coefficient
Fig. 32, voltage value (V) will be achieved.

System Voltage

System voltage OK/Trouble

RTC Clock Real time clock OK/Trouble

Module Real Time Clock Indicates the time of the module RTC

Set RTC Clock By pressing this button real time clock of the module will be set.

Inputs In1...In4 In1...In4 is the indicated input ADC and voltage value V.

1/01...1/03 I/01...1/02 is the indicated voltage ADC value and current ADC value mA.

Out1...0ut4 On/Off

Checked box nearby the appropriate output Out1...0Out4 means that this output currently has ‘0’ or ‘1’ state. The
output could be activated by pressing On/Off button

1/01...1/03 On/Off

Checked box nearby the appropriate input/output I/01...1/03 means that this input/output currently has ‘0’ or ‘1’
state. The output could be activated by pressing On/Off button

D1...D3 (I/O) On/Off

Checked check box nearby the digital outputs D1...D3 (I1/0) means that the output currently has ‘0’ or ‘1’ state.
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511 RT Testing & Monitoring Security Alarm Panel/ Access
{3} SERAZ [PROGATE] — O
Eipile Dy 3ettings o Devices & Read [F5]  &]write [F6] 0 Update §Help
- System Cptions fanitoring window
- G5M Communications Hardware Security Alarm Panel/focess  Senzarzifutomation  Event Maonitoring
- UsersfAccess control
01 , Zone Mame 1 PROGATE IN1 Security Alarm Panel Monitoring
- InputsBurglar Alarm Zones
e PO m
- Atomation/zensors System Stste -
- Event List D2 Fone Marme 2 F‘ROGATE IN2
- Event Log DISARM AR SLEEP STAY
- Testing&honitaring
- Firtmravare
D3, Zone Mame 3 PROGATE |ro1 Bystem Yoftaos oK
hocule Real Time Clock: 125 Set RTC Clock
04 Zone Mame 4 PROGATE 1102
m 20230803 16:20:19, Thursday
05, Zone Mame 5 Zone Disabled Access Control
m iButton Read Qo00o0000000
Incoming Call

Zone1...Zone32

Wiegand RFID CardMey Q000000000

Zone number

Alarm

If checked and the color is red the zone is alarmed

Alarm Shutdown

If checked and the color is red alarm shutdown for the zone is activated. Allowable number of the same alarm
events is reached and the same events will not be reported.

Bypassed

If checked and the color is red, the zone is bypassed.

Forced

If checked and the color is red, the zone is forced

Tamper/Fault

If checked and the color is red, the zone is tampered.

Tamper Shutdown

If checked and the color is red tamper shutdown for the zone is activated. Allowable number of the same tamper
shutdown events is reached and the same events will not be reported.

System State

Indication that at the moment the module is in waiting ARM, ARM, DISARM, SLEEP or STAY mode

DISARM After pressing the button DISARM, disarm mode should be entered

ARM After pressing the button ARM, arm mode should be entered

SLEEP After pressing the button SLEEP, sleep mode should be entered

STAY After pressing the button STAY, arm mode should be entered

System Voltage If the checkbpx is checked and the color is red the trouble with system voltage is indicating. If color is green, there is
no trouble with system voltage.

RTC Clock If the checkbox is checked and the color is red RTC clock is not set. If color is green, RTC clock is set.

Module Real Time Clock Real time and date is indicating.

iButton Read The number of iButton Maxim iButton key DS1990A - 64 Bit ID code that is arming the system.

Incoming call The number of users phone that is calling to the module’s SIM.

Wiegand RFID Card Key

The number of Wiegand RFID Key Card that is arming the system.
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6 SMS Commands for remote control and configuration

. &

| List of user SMS commands: | List of installer SMS commands:
. Set the system mode: Arm/Disarm/Stay/Sleep e  Add/Edit/Delete user phone numbers
. Bypass zones Control outputs
. Set the time of the module Arm/disarm the system or select stay, sleep mode
. Request zone test and system state Bypass zones
. Forward messages to other number Set the time of the module

Request zone test and system state

Forward messages to other number

Set periodical test,

Set GPRS network settings

Remote control via Internet

Activate/ deactivate connection to the remote control server.
Enter/ deleting iButton keys

Change sensor’s values

Request module configuration information

Change user, installer password

Installer code — 6-digit password used for system configuration, control and request for information.
By default, installer code is 000000, which is highly recommended to change.

User code for SMS commands — 6-digit password used for system control and request for information.
By default, user code is 123456, which is highly recommended to change.

: USER commands are exclusively accessible to individuals whose phone numbers have been registered in the module's system. Conversely,
1 INST commands can be transmitted from any phone number, provided the correct installer password is used.
. INST- Installer identification . USER - User identification
. Installer’s or user’s password. . User’s password.
e  space character e  space character
. Command code. . Command code.
. space character . space character
. First configuration array . First configuration array
. space character e  space character
. Second configuration array . Second configuration array
e -etc. . - etc.

Example of how to add a User1 SMS and an autodialer notifications. For more information see the command table

INSTOBBBBE 001 _1#37066666666#11111111#10000000#

SMS configuration is allowed only with Latin characters. Unicode is not allowed.
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6.1 The table of installers SMS commands

' SMS commands can be sent from any phone number as long as the correct installer (INST) password is used. Please safeguard your
& INST password diligently! The default password is set to ‘000000

Table 9 the table of installers commands

[INST000000_001_ID#TEL#SMS#DIALH

e.g.
[NST000000_001_1#37066666666#11111111#100000004]

To add admin user phone numbers for SMS and Call notifications upon an event, use the
following format:

001 = Code for adding admin user's phone numbers

ID = User index (1-8)

TEL = User's phone number (max 16 digits), without (+), including country and operator's code.

End with '#'

SMS = Notification event filter. 1 sends the event, 0 doesn't. Events are ordered (1.2.3...n), e.g.,
001000

DIAL = Dial event filter. 1 dials if the event occurs, 0 doesn't. Events are ordered (1.2.3...n), e.g.,
101000

#= delimiter

Example: INST000000 001 1#37066666666#0001000000#0000011111#

The event filter order is as follows, with 0 indicating disabled and 1 enabled:
1. Alarm/Restore (CID 100 group)

System Open/Close (CID 400 group)

System Troubles (CID 300 group)

Sensor1-Sensor32 Alarm/Restore

Test Events (CID 600 group)

Other Events

Input/Zone1 Alarm/Restore

Input/Zone2 Alarm/Restore

And so on.

CoNoO~ON

[INST000000_002_ID|

e.g. Delete admin User1 at index 1
INST000000_002_1

To delete an admin user's phone number (used for SMS notifications), use the command
'002' followed by the user ID index (1-8).

002 = Command code for deletion
ID = User index (1 to 8)

Delete all users in database.

INST000000,_003
IS 003 003 = Command code

To enter user'’s telephone number for remote control via short call

USER NAME-only Latin characters is allowed inside SMS

004= command code (enter user's telephone number for remote control via short call)
INSTOOOOG ID = user ID number 001-800

0_004_ID#TEL#OUTHOPT#NAME#

e.g. Add user at index 1, phone-37066666666, out1
[INST000000_004,_1#37066666666#1#10#Jon#|

TEL = user's telephone number (max 16 digits) without (+) comprised of country code, operator's
code and user's telephone number. the end symbol #;
OUT= output number, that will be controlled, 1-32. 0-Disabled, 1=OUT1=RELAY,2-OUT2,...
OPT =0 — disabled 1 — enabled, Sequence from the left to the right

1. User Enabled

2. Enable Arm/Disarm system by call
NAME = User Name up to 31 characters.

[NST000000_005_TEL#

e.g. delete user associated with phone
37061611111
[INST000000_005_37061611111]

To delete a user's remote control access according phone number, use:

005 = Command code for deletion.

TEL = User's phone number (16 digits max, without '+'), including country and operator codes. The
number must match the one in the module's memory."

[INST000000_006_ID|
e.g. delete user at index 200

Delete user's phone number by index.
006= command code
ID = Enter the user's index number from 001 to 800 to delete all data associated with the user.

[INST000000_007_P#PER#HH:mm#

e.g.
[NST000000_007_1#7#18:304

Automatic periodical test settings

007= command code (Automatic periodical test)

P= O-test disabled, 1- test period by 24 hours, 2- period by hours
PER= automatic test sending period from 1 to 99999 days or hours
HH-hours 0-23 ,

mm- minutes 0-59
e.g. INST000000 007 2#1#14:50# The test will be send every 1 hour
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[INST000000_008_APN#LOGIN#PSW#

e.g.
[INST000000_008_internet###
Apn="internet and no login and password.

DATA/GPRSI/LTE network settings
008= command code (network settings)
APN=31 symbols

LOGIN=31 symbols

PSW=31 symbols

[INST000000_009_ADDR#PORT#PING#KEY#|

[

[INST000000 009 cloud.topkodas.|t#1000#600#123456#

SERA cloud Service Parameters
009= command code (Remote control of the module over the Internet)
ADDR = the format of IP address xxx.xxx.xxx.xxx (the numbers from 0 to 255 should be separated
by dot or domain text length of up to 47 characters)
PORT= TCP port number .Default:10000
PING= 600 default.
KEY= App Key. App and remote service key. Default:"123456”
Default parameters is in the picture bellow. We recommend do not change these parameters.
1) SERAZ

File Settings Devices 3] Read [F5] 3] Write [F6]
st Qi Evert Reporting/Commurication

SMEOIAL reporting | Custom SMS Texd | GPRSPTCPADR | CMS choﬂnq

# Update  About..

Outputs (PGM)
Automation/Sensors Enabie W ™ SERA Cloud Service (Defoul)
Evert Summary -
Everts Log PP or Domain doud ophodes.k
RTT Foooo

estingSMontoring Remate Bort 10000
Firnrevare

APPHEy ™™

INST000000,_010_E

e.g. deactivate cloud service
INST000000_010_0

e.g. activate cloud service
INST000000,010,_1

Enable or disable the 'SERA Cloud service' for APP and remote device connection.
010= command code (To activate the connection to the remote control server).
E= 1- (enabled) or O - (disabled).

INST000000. 011 E

eg. - Enable GUEST mode
eg. - Disable GUEST mode
e.g. Dual command 011 and 004 set USER9
[INST000000_011_1_004_9##1#10#Unauthorized#]
Enable Guest mode on USER9,

set control OUT1

Username: ‘Guest'

Enable/Disable GUEST (unauthorized call) mode on USER 9. APP and remote connection to
device.

011= command code (activate GUEST mode on USER 9). Enable incoming call guest mode on
USER 9 settings. Module will accept all unauthorized calls and do selected action (e.g. to control an
output, gate) on USER 9.

E= 1-enabled, O-disabled

[INST000000_012_TEL#OUT#OPT#NAME#

[

[INST000000_012,_37066666666#1#10#Jon#]

Enter the user's telephone number for remote control via a short call without an index.
USER NAME-only Latin characters is allowed inside SMS
012= Command code (enter the user's telephone number in the free space for remote control via a
short call)
TEL = The user's telephone number (max 16 digits) without the (+) sign, consisting of the country
code, operator's code, and the user's telephone number. Use the end symbol #.
OUT = Output number for remote control that will be controlled value= (0-32). 0 = Disabled,
1=OUT1(RELAY), 2=0UT2... and so on.
OPT =0 — Disabled, 1 — Enabled (Sequence from left to right):

1. User Enabled

2. Enable Arm/Disarm alarm system by call
NAME = User Name up to 31 characters.

[NST000000_013_TEL # NAME#

[

[INST000000_013_37066666666#Jon#]

Add the user's telephone number for remote control via a short call to the free space of
memory. Enable the user and assign control of RELAY (OUT1).

* Note: To assign a user to a specific index or enable user control for other outputs, utilize the

1 commands 004 or 012.
013= Command code
TEL = The user's telephone number (max 16 digits) without the (+) sign, consisting of the country
code, operator's code, and the user's telephone number. Use the end symbol #.
NAME: User Name (optional, up to 31 characters).

INST000000, 018

View user phone numbers from the user database using:
018= Command code

The response SMS will appear as:

[Enabled],[ID],[Phone],[Output]
Where:

User Enabled (0 for disabled, 1 for enabled)

ID= User index

Phone= User phone number

Output= Chosen output number for remote control.
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[NST000000_019_N#F]

e.g.
[INST000000_019_1#24]
Set OUT1 as [Access Control]

To change the operation algorithm of the output

019= command code (To change the operation algorithm of the output)
N = output number from 1 to 32

P = output operation algorithm. Set 0 to 24

0. Disable 9. System Armed Status 18.  Pulse On ARM/ DISARM

1. Bell 10.  Alarm Indication 19.  Output State

2. Buzzer 11.  Lost Primary Chanel 20. Zone OK

3. Flash 12.  Lost Secondary Chanel 21.  Activate by ARM/DISARM Command
4. System State 13.  Fire Sensor 22. Activate by SLEEP/DISARM

5. ARM Status 14.  RH Sensor Trouble Command

6. Remote Control & Automation 15.  Access Gained 23.  Activate by STAY/DISARM Command
7. AC OK 16.  STAY Armed Status 24.  Access Control

8. Battery OK 17. SLEEP Armed Status

Invert output state

INST000000_020_N 020= command code (outputs inversion)

N = output number from 1 to 32.

Output activation or deactivation

021= command code (Output activation or deactivation)
[INST000000_021_N#ST] N = output number 1-32

ST = output mode 0 — OFF, 1- ON

[NST000000_022_N#TIME#

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-32

TIME = 0-999999 Time interval in seconds for the output activation.

[NST000000_030_ST]

Change security system‘s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system‘s mode)
ST = 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

[NST000000_031_ZN#BYP|

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32

BYP= 1 — zone bypass 0- zone active.

INST000000,_063_S

iButton keys learning/deleting mode

063= command code (iButton keys learning/deleting mode)

S=iButton keys entering/deletion mode.

0-Disable iButton/RFID keys learning mode

1-Enable iButton/RFID keys learning mode

2-iButton/RFID keys deleting mode. To delete these keys from memory, which will be touched to
the reader

[INST000000_070_N#VALUE #

e.g.

INST000000,_070_1#23.54

Programming of max sensors value upon reaching, the SMS message with ,,High Alarm“
text will be sent

070= command code (max sensors value upon reaching which, the SMS message with ,High
Alarm*® text will be sent)

N = sensor number

VALUE= Format 0000.00 High Alarm Value

[INST000000_071_N#VALUE #

Programming of minimal sensors value upon reaching the SMS message with ,,Low Alarm*
text will be sent

071= command code (min sensors value upon reaching which, the SMS message with ,Low Alarm*“
text will be sent)

N = sensor number

VALUE = Format 0000.00 Low Alarm Value

[NST000000_072_N#VALUE#

Programming of sensor max value upon reaching the selected output will be activated. For
example cooling equipment

072= command code (sensor max value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 sensor max value upon reaching, the selected output will be activated.

[INST000000_073_N#VALUE#

Programming of sensor min value upon reaching the selected output will be activated. For
example heating equipment

073= command code (sensor min value upon reaching the selected output will be activated.)

N = sensor number

VALUE= Format 0000.00 Sensor min value upon reaching which, the output will be activated.
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[[NST000000_090_NewlInstPsw]

Change installer‘s password (Installers password should be changed before exploitation of the
module)

090= command code (Change of installer's password)

NewlInstPsw = New Installer‘'s password.

[INST000000_091_NewUserPsw|

Change user‘s password (User's password should be changed before exploitation of the module)
091= command code (Change user's password)

FN%TOOOOOO 091 654321 NewUserPsw = New user's password.
INST000000 092 Remote reset of the module via SMS messages

092= command code (Remote reset of the module via SMS messages )

[INST000000_093_yyyy/MM/dd#HH:mm#]

Time of the module setting via SMS message.
The time is usually synchronized via a server or mobile network. However, if synchronization is disabled, it can be set manually via
SMS.

093= command code (Time of the module setting via SMS message)
Time format of the module:

yyyy/MM/dd#HH:mm#

yyyy -year

MM-month 1-12

dd - day of the month 1-31

HH-hours 0-23

mm- minutes 0-59

[[NST000000_094_TEL#SMS|

e.g.
[[NST000000_094_+370616111111#Helld]

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)
TEL = phone number to which will be forwarded sms text

SMS = sms text that will be send to the referred number.

TEL=861611111111 local number or international format e.g. +370616111111

SMS text =Latin Charset

After this commands could not be other commands like: 094 SMS 030 1
because all messages will be forwarded to other numer "SMS 030 1"

Zone Walk Test request
095= command code (Zone Test request)

[INST 000000 _095_F E = 1- test request activated, 0- test request deactivated

When zone is activated, the bell generates the sound,

ARM/DISARM system automatically turn off this function
INST 000000096 Fire sensors reset.

System state request:

100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)
INST000000_100_N 2- the values of active sensors request

3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state
(ARM/DISARM/STAY).
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6.2 The table of users SMS commands

' If USER123456 commands are used, the phone number must be in the list of users SERA2> Users/ Access control; if the phone
. number is not in the list, SMS commands from this phone number will be blocked.
i) SERAZ - L
File Settings Devices [&] Read [F5] (] Write [F6] # Update About.
- Bystem Options Remate Cantrol Users table
GSM Communications Temporary access Date/Time window |
' i [En| User Rame Tyee | User Tel | iButton Code RFID Keyeard | Keyb Code | ouT | ARmioisarm | M [Date en| Start Date Expiration Date |
InputsBurglar Alarm Zonges
L Outputs (FGM) L[t | Master User +37000000000 | 000000000000 0000000000 #eeee NOME ¥ rr 2019-02-25 16:24:25 2018-02-25 16:24:25
. sutomationiSensors Xz ™ User + 000000000000 0000000000 ouT r | r 2019-02-25 16:24:26 2019-02-25 16:24:26
' SMS configuration is allowed only with Latin characters. Unicode is not allowed.

Table 10 the table of user's commands

Change state of selected OUT output to the inverted state.
Output state changes every time after sending command code.

USER123456,020 N 020= command code (Change state of selected OUT output to the inverted state.)
N = output number from 1 to 10.
Activate or deactivate selected output N.

[USER123456_021_N#ST| 021= command code (Activate or deactivate selected output N)

N = output number from 1 to 10.
ST= output mode: 0 — deactivated output, 1- activated output

|[USER123456_022 N#TIME#

Output activation for the time interval

022= command code (Output activation for the time interval)

N = output number 1-10

TIME = 0-999999 Time interval in seconds for the output activation.

|USER123456_030_ST]|

Change security system’s mode (ARM/DISARM/STAY/SLEEP)
030= command code (Change security system’s mode (ARM/DISARM/STAY/SLEEP)
ST = Security system mode 0-DISARM, 1-ARM, 2-STAY, 3-SLEEP

Enter user phone number in the SERA2> Users/ Access control list

[USER123456_031_ZN#BYP|

Zone bypassing by sms command
031= command code (Zone bypassing)
ZN = zone number from 1 to 32

BYP= 1 — zone bypass 0- zone active.

[USER123456_094_TEL#SMS)|

SMS from the module forwarding to the other phone number

094= command code (SMS from the module resending to the other phone number)
TEL = phone number to which will be forwarded sms text

SMS = sms text that will be send to the referred phone number

|[USER123456_100 _N|

System state request:

100= command code (System state request)

N = System state request type

1- System test request, Request information about the module (: IMEI, FW, LEVEL etc.)
2- the values of active sensors request

3 -Request about active zone states

4 -Request about output states

5 - System state request. The module will send information on input/output states and system state

(ARM/DISARM/STAY).
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7 System Info of device and Firmware Updates

2. &

System Options > System Info The System Info window let you take a look to the main hardware, boot loader,

firmware, serial no, IMEIl, GSM Modem information.

{5} SERAZ [GTalarm3]
S\File RgSettings amDevices [ElRead IFS]  [§write (Fe] W Update Help

- Systemn Options Syatem

- GEM Communications General System Owtions Svetem FaubTroubles  Digital O Seftings Systeminfo Access
- Usersibccess contral

"c;pm"";ﬂ;;%:;ﬁ'arm IONES  goMModem:  2GHMG GSMGPRSEDGE(S00A S00MHI) 43 LTE-FOD(B1 /BHES/ET BSE20)
- Cutputs

. stomationiSensors Hardware: GTalarms

- Evert List Bootioacer: GTalarm3_boot_v2
- Ewent Log

. Bus Modules Firmvare: 032307271955

- Testing@hanitaring Serial Mo 00000001

- Firmwiare

IMEL: EE]

Modem Type: 4-E2 1 B01Y04

£ Dow i the

5cc;éle Play ¢ App Store

hitps:fitopkodas.camfia

GSM Modem Modem type and supported bands
Hardware Device type

Bootloader Bootloader version

Firmware Configuration software

Serial No Module registration number

IMEI GSM modem IMEI address.

Firmware Update:
SERA2 > Firmware This window let you update the firmware of the module.

() SERAZ [GTalarm3]
SFile “§3ettings amDevices FRead [F5]  [&]Write [F6]  @ilpdate BHelp

- System Options Firmweare A
- (5M Communications

- Usersficoess control

- InputsBurglar Alarm Zones

- Outputs (PGM)

- AutomationsSensors

- Evert List 1. Open firmweare file

- Event Log C:WProgram Files (x86NSERAZFirmwar e pdatesizTalarm3 enc

- Bus Modules
- Testing&hlontaring Loaded firmware file versian: GTalarm3_v052306231303

Broweze

- Firmvare

2. Press [Start P Update] Start Yy Upclate
[Preserve Device Configuration

3. If Py update doesnt start automatically ina fewy seconds, reset module to continue. .

4. Device BOOT mode detected. Please wait. . Updating firmware is proceed. .

! The device's firmware can be updated either through a USB connection or remotely over the internet using the 'SERA Cloud Service'.

Firmware Update Steps:
e  Always keep SERA2 software updated. Each SERA2 software version includes the latest firmware update files.

e  (Optional) To change the default firmware file, click [Browse] and open the folder containing the new firmware file.
To retain the device's current configuration after the update, check the [Preserve Device Configuration] box. If unchecked, the configuration
. will reset to default after the update.
Click [Start Update].
If the update doesn't start within a few seconds, reset the module.
Wait for the process to complete.
Reset module to continue.
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8 Warranty Terms and Conditions

SAFETY INSTRUCTIONS FOR SERVICE PERSONS

Use the following list as a guide to find a suitable place for GTalarm3 module:

* Locate the module near a power outlet.

« Select a place that is free from vibration and shock.

* Place the module on a flat, stable surface and follow the installation instructions:

Do NOT locate the module where persons can walk on the secondary circuit cable(s).

Do NOT connect the module to electrical outlets on the same circuit as large appliances.

Do NOT select a place that exposes the module to direct sunlight, excessive heat, moisture, vapors, chemicals or dust.

Do NOT install the module near water (e.g., bathtub, wash bowl, kitchen/laundry sink, wet basement, or near a swimming pool).

Do NOT install the module and its accessories in areas where there is a risk of explosion.

Do NOT connect the module to electrical outlets controlled by wall switches or automatic timers.

AVOID sources of radio interference.

AVOID setting up the equipment near heaters, air conditioners, ventilators, and/or refrigerators.

AVOID locating module close to or on top of large metal objects (e.g., metal wall studs).

Safety Precautions Required During Installation

* NEVER install the module during a lightning storm.

« Ensure that cables are positioned so that accidents cannot occur. Connected cables must not be subject to excessive mechanical strain.

» The power supply must be Class Il, FAIL SAFE with double or reinforced insulation between the PRIMARY and SECONDARY circuit/ENCLOSURE
and be an approved type acceptable to the local authorities. All national wiring rules shall be observed.

Limited Warranty

UAB “Topkodas” warrants the original purchaser that for a period of twelve months from the date of purchase, the product shall be free of defects in
materials and workmanship under normal use. During the warranty period, UAB “Topkodas” shall, at its option, repair or replace any defective product
upon return of the product to its factory, at no charge for labor and materials. Any replacement and/or repaired parts are warranted for the remainder of
the original warranty or ninety (90) days, whichever is longer. The original purchaser must promptly notify UAB “Topkodas” in writing that there is defect
in material or workmanship, such written notice to be received in all events prior to expiration of the warranty period. There is absolutely no warranty on
software and all software products are sold as a user license under the terms of the software license agreement included with the product. The Customer
assumes all responsibility for the proper selection, installation, operation and maintenance of any products purchased from UAB “Topkodas”. In such
cases, UAB “Topkodas” can replace or credit at its option.

International Warranty

UAB “Topkodas” shall not be responsible for any customs fees, taxes, or VAT that may be due.

Warranty Procedure

To obtain service under this warranty, please return the item(s) in question to the point of purchase. All authorized distributors and dealers have a
warranty program. Anyone returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment
whatsoever for which prior authorization has not been obtained.

Conditions to Void Warranty

This warranty applies only to defects in parts and workmanship relating to normal use. It does not cover:

» Damage incurred in shipping or handling;

» Damage caused by disaster such as fire, flood, wind, earthquake or lightning;

» Damage due to causes beyond the control of UAB “Topkodas” such as excessive voltage, mechanical shock or water damage;

» Damage caused by unauthorized attachment, alterations, modifications or foreign objects;

» Damage caused by peripherals (unless such peripherals were supplied by UAB “Topkodas”.);

» Defects caused by failure to provide a suitable installation environment for the products;

» Damage caused by use of the products for purposes other than those for which it was designed;

» Damage from improper maintenance;

» Damage arising out of any other abuse, mishandling or improper application of the products.

Items Not Covered by Warranty

(i) Freight cost to the repair center;

(i) Products which are not identified with UAB “Topkodas” product label and lot number or serial number;

Poducts disassembled or repaired in such a manner as to adversely affect performance or prevent adequate inspection or testing to verify any
warranty claim.

Under no circumstances shall UAB “Topkodas” be liable for any special, incidental, or consequential damages based upon breach of warranty, breach
of contract, negligence, strict liability, or any other legal theory. Such damages include, but are not limited to, loss of profits, loss of the product or any
associated equipment, cost of capital, cost of substitute or replacement equipment, facilities or services, down time, purchaser’s time, the claims of third
parties, including customers, and injury to property. The laws of some jurisdictions limit or do not allow the disclaimer of consequential damages. If the
laws of such a jurisdiction apply to any claim by or against UAB “Topkodas”, the limitations and disclaimers contained here shall be to the greatest extent
permitted by law. Some states do not allow the exclusion or limitation of incidental or consequential damages, so that the above may not apply to you.
Disclaimer of Warranties

UAB “Topkodas” neither assumes responsibility for, nor authorizes any other person purporting to act on its behalf to modify or to change this warranty,
nor to assume for it any other warranty or liability concerning this product.

WARNING:

UAB “Topkodas” recommends that the entire system be completely tested on a regular basis. However, despite frequent testing, and due to, but not
limited to, criminal tampering or electrical disruption, it is possible for this product to fail to perform as expected.

Out of Warranty Repairs

UAB “Topkodas” will at its option repair or replace out-of-warranty products which are returned to its factory according to the following conditions. Anyone
returning goods to UAB “Topkodas” must first obtain an authorization number. UAB “Topkodas” will not accept any shipment whatsoever for which prior
authorization has not been obtained. Products which UAB “Topkodas” determines to be repairable will be repaired and returned. A set fee which UAB
“Topkodas” has predetermined and which may be revised from time to time, will be charged for each unit repaired. Products which UAB “Topkodas”
determines not to be repairable will be replaced by the nearest equivalent product available at that time. The current market price of the replacement
product will be charged for each replacement unit.

WARNING - READ CAREFULLY

Note to Installers

This warning contains vital information. As the only individual in contact with system users, it is your responsibility to bring each item in this warning to
the attention of the users of this system.

System Failures
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This system has been carefully designed to be as effective as possible. There are circumstances, however, involving fire, burglary, or other types of
emergencies where it may not provide protection. Any alarm system of any type may be compromised deliberately or may fail to operate as expected for
a variety of reasons. Some but not all of these reasons may be:

* Inadequate Installation

The module must be installed properly in order to provide adequate protection.

« Criminal Knowledge

This system contains security features which were known to be effective at the time of manufacture. It is possible for persons

With criminal intent to develop techniques which reduce the effectiveness of these features. It is important that a system be reviewed periodically to
ensure that its features remain effective and that it be updated or replaced if it is found that it does not provide the protection expected.

* Access by Intruders

Intruders may enter through an unprotected access point, circumvent a sensing device, evade detection by moving through an area of insufficient
coverage, disconnect a warning device, or interfere with or prevent the proper operation of the system.

» Power Failure

Control units, intrusion detectors, smoke detectors and many other security devices require an adequate power supply for proper operation. If a device
operates from batteries, it is possible for the batteries to fail. Even if the batteries have not failed, they must be charged, in good condition and installed
correctly. If a device operates only by AC power, any interruption, however brief, will render that device inoperative while it does not have power. Power
interruptions of any length are often accompanied by voltage fluctuations which may damage electronic equipment. After a power interruption has
occurred, immediately conduct a complete system test to ensure that the system operates as intended.

« Failure of Replaceable Batteries

Ambient conditions such as high humidity, high or low temperatures, or large temperature fluctuations may reduce the expected battery life. While each
transmitting device has a low battery monitor which identifies when the batteries need to be replaced, this monitor may fail to operate as expected.
Regular testing and maintenance will keep the system in good operating condition.

» Compromise of GSM network

Signals may not reach the receiver under all circumstances which could include metal objects placed on or near the radio path or deliberate jamming or
other inadvertent signal interference.

» System Users

A user may not be able to operate a panic or emergency switch possibly due to permanent or temporary physical disability, inability to reach the device in
time, or unfamiliarity with the correct operation. It is important that all system users be trained in the correct operation of the module and that they know
how to respond when the system indicates an alarm

» Smoke Detectors

Smoke detectors may not properly alert occupants of a fire for a number of reasons, some of which follow. The smoke detectors may have been
improperly installed or positioned. Smoke may not be able to reach the smoke detectors, such as when the fire is in a chimney, walls or roofs, or on the
other side of closed doors. Smoke detectors may not detect smoke from fires on another level of the residence or building.

Every fire is different in the amount of smoke produced and the rate of burning. Smoke detectors cannot sense all types of fire is equally well. Smoke
detectors may not provide timely warning of fires caused by carelessness or safety hazards such as smoking in bed, violent explosions, escaping gas,
and improper storage of flammable materials, overloaded electrical circuits, and children playing with matches or arson.

Even if the smoke detector operates as intended, there may be circumstances when there is insufficient warning to allow all occupants to escape in time
to avoid injury or death.

» Motion Detectors

Motion detectors can only detect motion within the designated areas as shown in their respective installation instructions. They cannot discriminate
between intruders and intended occupants. Motion detectors do not provide volumetric area protection. They have multiple beams of detection and
motion can only be detected in unobstructed areas covered by these beams. They cannot detect motion which occurs behind walls, ceilings, floor, closed
doors, glass partitions, glass doors or windows. Any type of tampering whether intentional or unintentional such as masking, painting, or spraying of any
material on the lenses, mirrors, windows or any other part of the detection system will impair its proper operation.

Passive infrared motion detectors operate by sensing changes in temperature. However their effectiveness can be reduced when the ambient
temperature rises near or above body temperature or if there are intentional or unintentional sources of heat in or near the detection area. Some of these
heat sources could be heaters, radiators, stoves, barbeques, fireplaces, sunlight, steam vents, lighting and so on.

» Warning Devices

Warning devices such as sirens, bells, horns, or strobes may not warn people or waken someone sleeping if there is an intervening wall or door. If
warning devices are located on a different level of the residence or premise, then it is less likely that the occupants will be alerted or awakened. Audible
warning devices may be interfered with by other noise sources such as stereos, radios, televisions, air conditioners or other appliances, or passing
traffic. Audible warning devices, however loud, may not be heard by a hearing-impaired person.

* GSM network

If GSM network are used to transmit alarms, it may be out of service for certain periods of time.

* Insufficient Time

There may be circumstances when the system will operate as intended, yet the occupants will not be protected from the emergency due to their inability
to respond to the warnings in a timely manner. If the system is monitored, the response may not occur in time to protect the occupants or their
belongings.

» Component Failure

Although every effort has been made to make this system as reliable as possible, the system may fail to function as intended due to the failure of a
component.

* Inadequate Testing

Most problems that would prevent the module from operating as intended can be found by regular testing and maintenance. The complete system
should be tested weekly and immediately after a break-in, an attempted break-in, a fire, a storm, an accident, or any kind of construction activity inside or
outside the premises.

*Security and Insurance

Regardless of its capabilities, the module GTalarm3 is not a substitute for property or life insurance. The module GTalarm3 also is not a substitute for
property owners, renters, or other occupants to act prudently to prevent or minimize the harmful effects of an emergency situation.
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