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DESCRIPTION APPLICATIONS

A cost-effective solution that provides GSM/GPRS connectivity for 1 GTCOM2 communicator is cost-effective upgrade for existing
any non-GSM PSTN security alarm panel DSC, Paradox, UTC Interlogix security panel:
(CADDX), Innerrange, Texecom, Honeywell, Crow and Pyronix. o Functions as a gateway with third-party PSTN/non-2G/3G/4G
LTE alarm panels, using 2G/3G/4AG LTE and IP networks for
GTCOM2 GSM Communicator is special for converting the PSTN transmitting data to central monitoring stations (CMS) or
Ademco Contact ID codes to readable SMS notifications and SIA-09 IP users via SMS and app notifications.
over GPRS network to central monitoring station (CMS). o Capable of simulating PSTN line, interpreting DTMF Contact
ID messages, and sending SMS via GSM network. Compatible
The GSM communicator converts the Contact ID codes of the alarm with DTMF dialing and Ademco Contact ID (SIA DC-05
panel s PSTN communicator into: standard).
1  Readable SMS text and CALL 0  Supports SMS notifications for up to 8 users about system
1  Mobile App Push Noatifications events based on alarm panel settings.
1 SIA-09 CMS Central monitoring station receiver 1  Allows control of the primary alarm panel from GTCOM2, with

status visible in the app.

Also you will get extra features in the same module: 1 Enables GTCOM2 control from the alarm panel with status display
1 ARM/DISARM security panel remotely using APP, Call, SMS on the keyboard.
T Access Control: Gat es, Door s 1 Home automation
1 Control Thermostat. Can be connected up to 32 temperature 1  Gate access control
sensors. Mobile phone
Alarm panel 2G3G4GLTE GSM

communicator

FEATURES

T Connects to the Panel 6s Landl
1 Reporting to:
8 cellular numbers through SMS
8 cellular numbers Alarm calls
Android / iOS SERANOVA app push notifications.
Reporting system events to a central monitoring station

receiver using Internet Protocol Event Reporting with event
type Contact ID. IP communication data is sent using the
SIA IP DC-09 standard protocol, which supports Ping
supervision, AES128 Encoding, TCP/IP or UDP/IP via GSM
GPRS. The Szppo’;tﬁlds?;grlio&s:_cgszlgogc-09 standards: *Alng Sgrjg;rz;sr:;:r%;.}ort DTMF (tone) dialing and Ademco Contact ID data format according to SIA

A ANSI/SIA DC-09-2012
A ANSI/SIA DC-09-2013.

Works with Android/iOS SERANOVA app and Web Apps:

Provides SMS and push natifications about events.
Allows remote system Arm/Disarm.

Enables remote control of connected devices (lights, gates,
ventilation systems, heating, sprinklers, etc.).

Features remote temperature monitoring.

Multiple methods for remote control and monitoring:

0  Android / iOS /| WEB-based SERANOVA APP allowing

control system from any OS device from anywhere

0  SMS-based communication for system control

o  Control of the device by call

o  Foryour convenience, a web app compatible with standard

web browsers for better accessibility.

Built-in access control features. Access control for gates, doors,

barriers, and more.

Thermostat and automation support for up to 32 digital sensors,

ideal for various temperature-sensitive environments.

Remote configuration and control via GPRS connection, USB with

SERAZ2 software, or the free SERANOVA app

Firmware update via USB or remotely via GPRS with the SERA2

software.

Built-in access control features.

Events log buffer. 3072 events.

Built-in real-time clock

G
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Central monitoring station
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1 GENERAL INFORMATION

2G, 3G, 4G LTE
communicator

RS .

*Alarm panel must support DTMF (tone) dialling
and Ademco Contact ID data format according to
SIA SIA DC-05 standard.

. GETITON

: » Google Play
# Download on the
3 & App Store

@ WéhésApp

Alarm panel*

Figure 1 Structural schematic with usage

app and keyboard.

= =a = = =

each of the 8 users.
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Call, SMS Mobile phone

~— GSM |— —
Cloud Server Mobile app

GPRS — —

(" SIADC-09 Monitoring )

Receiver software
“— GPRS > —
]

\— Central Monitoring Station (CMS) —/

The GTCOM2 module sends GSM-based SMS alerts about security system events to users.

Converts Contact ID DTMF data from any security panel's PSTN communicator into SMS; transmits to central monitoring stations (CMS) using
the SIA DC-09 IP protocol, ensuring compatibility with SIA DC-09 receivers.

Displays the security panel status on the SERANOVA mobile app.
Synchronizes statuses between the GTCOM2 and the primary alarm panel for control and monitoring, which are accessible through both the

In the event of an alarm or other occurrence, it sends sequential SMS messages (SMS1, SMS2... SMSn) and calls (DIAL1, DIAL2... DIALn) to

5 | EM



1.1 Specifications

T @

Parameters of built-in GSM module:
Quad-band (850/900/1800/1900 MHz)
Optional 3G ,4G LTE bands

Sending of SMS messages

Receiving of calls and dialing

Data download/upload via GPRS network

IN1, IN2 inputs:

1 Burglary alarm zones. Input type
NC/NO/EOL/EOL+TAMPER 2.2K + 2.2K;
10K pull up resistor;

Analog input 0-10V;

Response time;

Time of repeatable Alarm/Restore;
Commutation of selected output;

E R E ]

Protocol to Central monitoring station (CMS):
ARC i Alarm receiving center
SIA IP DC-09 protocol:

1

Standards supported:
o DC-09-2007,
o DC-09-2012,
o DC-09-2013,
o DC-09-2021
Backup channel: Yes
UDP/TCP: Yes
AES128 bit encryption: Yes
Ping Supervision Messages: Yes
Time Stamp synchronization: Yes

Buffer for unsent events:
Nonvolatile flash events log 3072 events

5V power source output:
1 Voltage 5V
T Current limit 100mA

Power supply voltage:
1 DC 10-16 V/ 200mA max
1 Max. Allowed ripple voltage 100mV.

Inputs/outputs 1/01, 1/02:

Programmable output;

9 Open Drain 24V/1A ,

1 Short Circuit Protection

1 Overvoltage Protection (Active Clamp)
1 Overcurrent Protection

Programmable Input:

T NC, NO or EOL=5.

Wi
1
1
1
1
1

egand interface DO,D1 (DATAO/ DATAL):

Wiegand Keypad / RFID reader;

Wiegand Keypad / RFID reader:
26-bit,34bit Wiegand RFID card format
4-bit, 6-bit, 8-bit Keypad PIN/CODE format
The total length of the bus from 10 to 100m.

Consumption current:

In standby mode less than 50 mA.

In dialing or SMS/GPRS sending mode
less than 200 mA.

6kY

Digital 1-Wire interface 1W:

800 iButton users - DS1990A,

up to 32 temperature sensors DS18b20
Aosong 1-Wire bus Humidity Sensor AM2302
DHT22 AM2305 AM2306 AM2320 AM2321,

GTCOM2 User manual v.2024-01-04

Module control:
ARMI/DISARM of the security system via:

1
1
1
1

1

Free SERANOVA app (Android, I0S, web)
SMS message 800 users

short call DIAL 800 users

Maxim-Dallas iButton key (iButton DS1990A
i 64 Bit ID)) 800 users.

Wiegand keypad code or RFID keycard or
key fob 800 users

Environmental parameters:

Storage temperature range

from -40 to +85 °C / -40 to 185 °F

Operational temperature range

from -30 to +75 °C / from -22 to 167 °F

Max relative humidity:

090% RH @ 0 ¢ -98% RHAGC
+32é + 10 4-Adadensing) o n

Package weight 90g
Module weight: 43g

Overall dimensions of the module:
73x62x26mm

6 | EM



1.2 Used definitions and terms

Term

Description

Alarm Log

Records of system events

Arming/Disarming

The process to activate or deactivate the system's security.

Authorized user

A person with a mobile number registered in the GTCOM2 module. Multiple users with equal rights can be added.

Backup battery

The secondary power source of the system. In case of a main power failure, the backup battery will take over.

Bell squawk

Siren signals indicating arming (2 short beeps) and disarming (1 long beep). Default is off.

Bypass/Activate Zone

Allows disabling a compromised zone for arming. The zone is ignored if breached while armed and stays bypassed till
disarmed.

Caller ID Identifying the caller's phone number.

COM Negative power supply terminal.

Configuration Setting system parameters such as phone numbers, input names, etc.
CMS Central monitoring station

DIAL The system makes a call to the number specified.

Diagnostic Tool

When using Configuration tool software, you may monitor system inputs/ outputs, view changes of peripheral devices,
instantly configure necessary options, for example, enabling/disabling PGM outputs, etc.

Entry Delay Countdown initiated upon violation of a Delay-type zone. If disarmed before expiry, no alarm triggers.

EOL (End of line resistor) input type with resistor.

Event The information that the user receives.

Event Log Recorded system events. Logs actions, configurations, and info messages.

Exit Delay Time after arming for users to leave the secured area.

Fault An issue preventing normal system operations. The system can diagnose and notify of faults via SMS.
A unique 64-bit ID code containing chip enclosed in a stainless-steel tab usually implemented in a small plastic holder.

iButton key The module supports up to 800 iButton keys each holding a unique identity code (ID), which is used for system arming
and disarming.

Installer a person provided with INST (installer's) password

Master/User Code

Allows to carry out system arming/ disarming as well as minor system configuration and control

Normally closed (NC)

It is a switch that passes current until actuated.

Normally open (NO)

It is a switch that must be actuated to pass current.

Periodic Test Event

Regular system test event with date, status, signal strength etc.

Pull-up resistor

Is that it weakly "pulls” the voltage of the wire it is connected to towards +V (or whatever voltage represents a logic
"high™).

PGM output

A PGM output is a programmable output that toggles to its set up state when a specific event has occurred in the system
or if the user has initiated the PGM output state change manually.

Ping period

Sets period of time defining how often the module sends ping data packet to the server.

Service messages

ARM/DISARM, test, resetting of the system.

SSR Solid State Relay
System can re-sent all incoming SMS messages to the specified users. It is useful if the GSM operator of the inserted
SMS forward SIM card sends some useful information (SIM card validation or payment account status and etc.) or it is necessary to
monitor all incoming SMS messages by specified user.
User It is a person being aware USER password.
Zone Detection devices such as motion detectors and door c

Zone state/status

Indicates a zone's condition: violated or restored.

+V

Positive power supply terminal.

GTCOM2 User manual v.2024-01-04
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1.3 Package content

Tablel Standard package content

GTCOM2 module i 1 pcs Shipping Package - 1 pcs

' Package content may be vary without a notice. Ask the seller before buying!

Table2 Additional, under request package content

N L

Cellular Antenna 2.5 dBi L-Type 4G LTE Antenna 3dBi SMA male 4G LTE Antenna 7dBi SMA male 4G LTE Antena 5dBi SMA male
SMA Connector Adhesive Mount 2m Cable Magnetic 2m Cable Magnetic 2m Cable

o %

Waterproof Temperature Sensor
DS18B20 cable 1m

-

iButton DS1990A-F5+ key iButton probe with LED indicator Mini USB cable Wiegand keypad & RFID reader

Digital Temperature/Humidity

Temperature sensor DS18B20 Sensor Am2305

Humidity sensor AM2320

GTCOM2 User manual v.2024-01-04 8 |



1.4

General view of the module

15

Table3 Meaning of LEDs

Meaning of LEDs and contacts

aprpOdE

LED Indication: See Table 3 for the meaning of LEDs.

Mini USB Connector: Used for module configuration and firmware updates.
SIM Card Holder: Push-push type for Nano SIM.

ANT GSM Antenna Connector.

Terminal Block: For power supply and input/output connections.

Name

Indication variations

Meaning

WDG (green) built-in
LED

Watchdog heart beat blinking, remains lit for

50ms, and turns off after 1000ms.

The module is functioning.

Off

The module is out of order or no voltage

REG (yellow) built-in
LED

Lights continuously

Modem has been registered to the network

Flashes, remains lit for 50ms, turns off for

300ms

Modem is being registered to the GSM network.

Blinking fast, remains lit for 50ms turns off

for 50ms

PIN code of SIM card error. PIN code request should be removed

Off

Modem failed to register to the network.

DATA (red) built-in LED

Lights continuously

server.

Off

All data has been sent.

Lights continuously

The security control panel has picked up a handset Off-hook

The memory of the module contains unsent reports to the user or to the

LINE (blue) OFF The security control panel has not picked up a handset On-hook
DTME Blinking 5-10ms DTMF tones are receiving from the control panel
Blinking 1s DATA OK. Data received correctly.
OFF HOOK
LINE
LED
ON HOOK B DTMF DATA _ DATA OK
B 5-10ms b 1s ”
DTMF
LED

Figure 2 Meaning ofLINE and DTMF LEB

LINE (blue) LED lights continuously, when central panel OFF HOOK DTMF LED is blinking (5-10ms). When DTMF LED lights for 1s, data received

correctly.

GTCOM2 User manual v.2024-01-04
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Table4 Terminal block. Contacts.

Name Optional functions and Description
DC 10-16V
DC+ Max 0.2A
COM Common terminal (negative)
TIP Terminal to connect with security control panel TIP terminal
RING Terminal to connect with security control panel RING terminal
Digital input (zone) NC/NO/EOL/EOL+Tamper
1/01-1/02 Programmable functions Open drain output 16V/1A
Analog voltage input 0-16V
Input/Zone with pull up resistor 10K to the VD+. Used for gate position or security
| N1/ D Programmable functions Sensofs -
IN2/D1 Can be configured NC/NO/EOL/EOL+Tamper
Wiegand interface. Inputs DO and D1 used for Wiegand RFID reader, keypad
Digital output (Max 3.3V)
Programmable functions Digital inpu_t (Max 3'3\/).
W Dallas 1-Wire bus. For iButton DS1990A and temperature sensors DS18B20
Aosong 1-Wire bus. Humidity Sensor AM2302, DHT22, AM2305, AM2306
Max available voltage +3,3V
Max available current 10mA
Power supply for external temperature, humidity sensors
+5V Max available voltage +5V
Max available current 100mA
A RS485 bus A contact
B RS485 bus B contact

[1] If the zone used for security system purpose 5.1k pull-up resistor should be connected

2 QUICK START
. @

1  Settings can be saved to file and quickly written to other communicators.

1  Two access levels for configuring the device for CMS administrator and for installer.
T Remote configuration and firmware updates.

2.1 Requirements of the Security Control Panel

The security control panel should meet the following requirements:
1  Support the Ademco Contact ID protocol in accordance with the SIA DC-05 standard.
1  Support dialing in DTMF tones.
1  Support the transfer of Contact ID data in DTMF tones.
1 Itis recommended that the control panel supports automatic Contact ID codes.

2.2 Requirements for SIM card

1  Any SIM card could be used. The GTCOM2 module is not locked to a specific GSM network. This means users can use a SIM card from any

GSM service provider that offers SMS and calling capabilities.

1 For controlling the module via a short call, the SIM card should have a Caller ID option, which is typically available. If your card cannot identify a

caller, please contact your GSM service provider or use another SIM card.

1  Toinsert the SIM card into the holder, ensure the card's circuitry faces downward and the card's key (cut angle) faces upward. The card holder

is of the "Push-Push" type, meaning the card is secured after one push and released after a second push.
1  Avoid forcing the SIM card into its holder to prevent damage to the SIM card holder.

' Do not insert the SIM card forcefully, as this may damage the SIM card holder.

' Data usage can be enabled or disabled, but to use the remote cloud service, data must be enabled.

GTCOM2 User manual v.2024-01-04 10 |



2.3 Preparation

Before you begin, ensure that you have the necessary items:

A USB cable (Mini-B type) for configuration.

At least a 4-wire cable for connecting the communicator to the control panel.
A flat-head screwdriver, 2.5mm in size.

A cellular antenna with sufficient gain, if network coverage in the area is poor.
An activated Nano-SIM card (with the PIN code request disabled).

The specific installation manual for your security control panel.

= =A== -a e

2.4  Fastening

Mounting on DIN rail

T

Figure 4 Remove the PCB board Figure 5 Fasten DIN rail adapters to the base of the case

Figure 6 fasten the base of the case

GTCOM2 User manual v.2024-01-04 11 |



2.5 Configuration methods

It is possible to configure device in following methods:
1  SERAZ2 software via USB (recommended)
1  SERAZ2remote connection over internet Cloud service
1  SERANOVA app
1  SMS text commands. For more details, see:

2.6 SERAZ2 software

' SERAZ2 software is intended for GTCOM2c onf i gurati on | ocally via USB port or remot
2G/3G/4AG network. This software simplifies system configuration process. SERA2 software is free, which you can download from our
website: https://www.topkodas.|lt/Downloads/SERA2 Setup.exe

2.6.1.1 SERA2 Software Installation:

Visit http://topkodas.It and download the SERA2 software.

Locate and open the folder containing the SERA2 software installation files. Click on "SERA2 setup.exe.”

If the installation directory is correct, click [Next]. To choose a different directory, click [Change], specify the desired installation directory, and
then click [Next].

1 Verify the entered information and click [Install].

1  Once the SERA2 software installation is successful, click [Finish].

= = =

2.6.1.2 Configuration using SERA2 software

With SERA2 software you can change the controllerds settings (if defau
1  Download and install and open free SERA2 configuration & Diagnostic software: https://www.topkodas.lt/Downloads/SERA2_Setup.exe
1  Connect the controller to a computer using a mini-USB cable.
1  The program will automatically recognize the connected device and will automatically open the controller configuration window.
1  [Menu > Read] will read configuration of device and show current settings of device.
1  [Menu > Write] will save the settings made in the program to the device.
1 [Menu > File > Save] will save the settings into a configuration file. You can upload %) SERAZ [GTCOM2]

the saved settings to other Devices later. This allows to quickly configure multiple |3 File Ly Settings 3 Devices [3] Read [FS] [ Write [F6] i Update i Help
devices with the same settings.

[Menu > File > Open] will allow to choose a configuration file and open saved settings.
If you want to revert to default settings, go to Update in the command line and update FW. Or press [Menu->File->Restore Default]

= =

2.7 SERA Cloud Service: Remote Connection to the Module via Internet Using the SERA2/SERANOVA

The TCP/ IP Remote Control window let you set basic TCP IP remote control
settings and enable or disable remote communication.

oﬁ GSM Communication > SERA Cloud Service
]

SERA Could Service i is used for remote connection to device via internet using SERA2 or SERANOVA app.
' Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:

« [IVEHRONONNNe Otherwise the module will stop working due to a lost data connection.

Remote Connection Capabilities:
1  Access to the SERANOVA app (Android, iOS, WEB) or SERA2 windows software.
1 Remotely configure system parameters, monitor hardware status, input voltage, temperature sensors, and GSM network levels.
1  Update the module's firmware and read the event log.
What can be done remotely connecting to a module over the internet?
1  Use SERANOVA app (Android, IOS, WEB)
1  Use SERA2 windows software remotely via internet.
o  Configure system parameters
o  Monitoring of hardware system status, input voltage, including temperature sensors, GSM network parameter levels.
0  Update the module's firmware.
o Toread event log

How it Works:

1  Connection Protocol: A GPRS/LTE-backed TCP/IP protocol.

1  Connecting Platform: Connects through GPRS/LTE to the SERA cloud server using the module's unique IMEI (UID).

1  Communication Pathways:
0 GTCOM2 (device) Zz [SERA Cloud Service] Zz SERAZ2 (configuration software) for system setup and management.
o CTCOM2 7 [SERA Cloud Service] Zz SERANOVA app (compatible across Android, iOS, and standard web browsers like Firefox,

Chrome, etc.)

1  SERA Cloud Server's Role: Creates a communication tunnel between GTCOM2 and SERA2/SERANOVA app, facilitating two-way

communication through the TCP protocol.

Note: Ensure GPRS service is active on the module's SIM card. If it's not automatically activated, contact your GSM provider. A data
plan is recommended, with the module consuming 10-50MB monthly on average.

- o)
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GPRS/LTE Mobile Data Requirements:

A Any active SIM card can be used. The module is not locked to any
specific network and can work with any SIM card that supports SMS
and calls.

A Employ a SIM card with a data plan enabled.

A Estimated data consumption: Between 10 to 50MB monthly.

Sﬁe\ztting Up Remote Control:

(5} SERAZ [GTalarm3]

[21File iy Settings om Devices  [&] Read [F5] 3] wirite [Fé]
- System Options Event Reporting/Communication

- (33M Communications SME/DIAL reparting Custom SMS Text Metwork /S Card  ©MS Reparting
- Uzersiaccess control

- InputsBurglar Alarm Zones
- Qutpuits (PGM)

Wilpdate \MHelp

Sint Card settings

Install the SERA2 software. Automation/Sensors
[ SiM Card PIN: 1234
A Navigate to 'SERA2>GSM Communications>Network/SIM Card' tab to :::::;t" t';; -
confl_gure APN, login, and password (details provided by your network  Bus Modules APR: finternet |
prowder). - Testing&honitoring Login: | |
Go to 'SERA2>GSM Communications>SERA Cloud Service' tab and - Firtmwvare
activate [SERA Cloud Service] with default settings. Passworst | |
Press [Write] to save the configuration. - =
' Make sure the correct APN is set. Using the wrong APN may result in data and VoLTE not working. Consult your network provider for
2 the correct APN details.
(A} SERAZ [GTalarm3] - O ®

] write [F6]

Event Reporting/Communication

[SiFile Sy Settings o Devices  [&Read [F5)
- Systen Options

- GEh Communications

- Usersficcess contral

- InputsBurglar Alarm Zones
e Ottt s (PGM)

BiUpdate \BHelp

SMSDIAL reporting  Custom SMS Texd Metwaork S S Card - CMS Reporting SERA Cloud Service

- AutomationiSensors Enahble SERA Cloud Service (Default)

- Event List

- Event Log IP ar Domain: cloud topkadas

- Bus Modules

. 10000

- Testing&Monitoring Remate Part:

- Firmware PP Key: 123456

Enable Activate/deactivate remote internet control (
IP or Domain Set to either IP_ (xxx.xxx.xxx) or domain (default: cloud.topkodas.It).

Remote Port The default port is 10000; make sure the firewall is not blocking this port.
App Key Server encryption key. Default value set to 123456.

(3} SERAZ [GTalarm3] — m] ®

Steps to connect remotely to device via internet using [SERA Could
Service]:
Insert the SIM card into the module.
A Ways to get device IMEI (UID):
o  First call to module. The caller will receive a greeting SMS
with the IMEI of the module.
o By sending an SMS command: 1
0  Run SERA2 and connect device to USB. Go to: SERA2 >
System Options > System Info.
Check ASERA Cloud Service
To connect, use the module's UID (IMEI) and AppKey
(default:123456)
Use the same AppKey (default:123456) in the module and in
SERA2 or SERANOVA for remote connection.
Click the [Connect] button. Wait for a "'TCP connected' notification
to appear.

(def a

S S

@ File %Settmgs wan Devices  [£] Read [F5]
- System Optians

GEM Communications

Users/fccess contral

i Firmwrare

Elwrit [F] W Update M Help
System

General System Options — System FaultMroubles  Dighal V0 Settings SvstemInfo access

GEM Modem; 203/4G GSMIGPRSEDGE(A00M S00MHT) 4G LTE-FOD(B1/B3/B5/B7/858820)
Hardware: GTalarm3
Bootioader: GTalarm3_boot_v2

Bus Modules Firmvare: 052307271955

Testing&haritoring Serial Mo 00000002

EE |

IMEE: 66011

Modem Type: 4G-E2 JBO1Y04
R GETITON #  Download on the
}“ oogle Play [l @ App Store

hitns:fopkodas.comia)

L4} SERAZ [PROGATE]

[SFile S Settings o Devices @ Read [F5] 4] wvrite [F6]
- System Options Event ReportingfCommunication

Shl Communications

-Usersifocess control

W Update OHelp

SMEDIAL reporting  Custom SMS Text  Netwark /SIM Card  CMS Reporting | SERA Cloud Service

- InputzBurglar Alarm Zones
- Outputs (PGM)

- Automation/Sensors
-Ewent List

(47 SERAZ

Ereble OI={ 2 File S Devices H|Read [FS] (5] Write [Fé]

B Update QHelp

cloud topkoda:

-Event Log IP or Damair: Program Settings
- Testing&Monitoring 10000
o Firmware Remate Port
APP ey | Language: |English

~ Check for Updates Sutomatically

S o -

IPiDomain

cloud topkodas it

Remate connection to the device over internet

Uze default SERA Cloud Service

Select unigue device idertifier UID (MEIMAC) from the list of connection history

fpp ke
123456 @ \

Fart 10001
Device UIDAVEIMAC |
System Mame (Optional) |

*pp Key

e e
TOPKODAE office

[ —

GTCOM2 User manual v.2024-01-04

Q Connect l,‘ Dizconnect

13 | =N



If needed, APN/Password/Login/IP/Domain/ Port /PING time /KEY can be set by SMS commands

GPRS network settings Remote control of the module over the Internet.
|INST000000008 APN#LOG'N#PSW# |INST000000009 ADDR#PORT#FFI NG#KEY#
A 008: Command code A 009: Command code.
A APN: Access Point Name (31 char. max). A ADDR: IP address (format xxx.Xxx.Xxx.xxx) or domain (up to 47 characters).
A LOGIN: User login (31 char. max). A PORT: TCP port number (1 to 65535).
A PSW: Password (31 char. max). A PING: Ping time =600
A KEY: App Key (Default is 123456).
_
Device UIDAMEIMAC | - &% Clear Histary
G651 7585003954350
SERA2 software can remember alll | MEI' that was entered inb.the past. |f

2.8 SERANOVA (Android/iOS/Web) app

With the SERANOVA app, users will be able to control gates and other devices remotely, as well as administer users, view system status and push
notifications, and view a log of all events.

To use the SERANOVA app or the SERA2 remote connection. The [SERA cloud service] needs to be activated by using the SERA2 or SMS

command e.g. INST000000 0 1 O|. By default [SERA cloud service] service is activated.
' Imortant! If there is no data plan on your SIM card. [SERA Cloud service] must be deactivated. Using SERA2 or SMS command:
4 Otherwise the module will stop working due to a lost data connection.
SMS command to set APN DATA/GPRS/LTE network settings. Some networks require exact APN name to be entered, otherwise data connection will
not work. Network APN can be configured using SERA2 via USB or following SMS command:
[NSTO00D0DD0 0 08 APN#LOG| NH®S&# APN=the name of netwq
LOGIN=login leave empty if not used; PSW =password leave empty if not used.
e.g/INSTO00000 0 08 i nt pmhreete# #A#P N=d6i nt ernet 6; no L OGI N;

1. Install the app. Scan a QR code with your phone or start it on the web.

Free WEB SERANOVA app https://seranova.eu/login

SERANOVA website https://www.topkodas.It/SERANOVA-app/

i nterr

Launch As

@ Web App

» GETITON #  Download on the

Google Play @& App Store

SERANOVA app for iPhone iOS: https:/apps.apple.com/app/SERANOVA-smart-home/id15966446322platform=iphone
Android SERANOVA app: https://play.google.com/store/apps/details?id=com.SERANOVA.cloud&hl=en&gl=US
2. Register or sign in to your account.
3.  How Get IMEI: To add a system, the device's IMEI is required. Obtain the IMEI by:
1 Making the initial call to the device. The first caller becomes the owner and administrator and receives an SMS with the IMEI from GTCOM2.
Copy the IMEI, which serves as the module's UID and allows connection to the free SERANOVA app.
1  Sending an IMEI request SMS command to the controller's SIM card number. The sender will receive an SMS response
with complete device information, including the IMEI.

GTCOM2 User manual v.2024-01-04 14 |



https://seranova.eu/login
https://www.topkodas.lt/seranova-app/
https://apps.apple.com/app/seranova-smart-home/id1596644632?platform=iphone
https://play.google.com/store/apps/details?id=com.seranova.cloud&hl=en&gl=US
https://apps.apple.com/app/seranova-smart-home/id1596644632?platform=iphone
https://play.google.com/store/apps/details?id=com.seranova.cloud
https://seranova.eu/login

Reading the IMEI via USB using the SERA2 configuration program from System Options > System Info

4.

Add new system to the app

Enter App Key (default: 123456).

Enter the User Access Code (default: 123456). Without a user access code, the system cannot operate. This code serves as both the user

1
1  Enter the IMEI (UID) you copied from the SMS or SERA2 system information
1
1

ID and password within the system. Each user must have a unique code, which is located in the user table. The system administrator creates
and provides these codes to each user.

Enter system name.
Press [SAVE].
5. How to add a new user

= =a =

Phone number of system

1 New users must download the SERANOVA app. Create an account, login with his email and password
1  System owner or administrator goes to SERANOVA> Menu> Users> [Add new User]
1  To enable a user to log in to the system, the owner must enter the user's email and user code (with which the system will be operated. This

is the user ID and password). This is enter the user email that was used to create the SERANOVA account. Enter User code (Default 1234),
Phone number, Set Output for control, User privileges: admin or user

i Enter a valid email address of a user who already has a SERANOVA account. The system will be automatically added to the user's account.

If the user is added without a valid SERANOVA account email. The user can create a SERANOVA account later and add the system manually.

Create Account

1.Install SERANOVA app
2.Create account

Outputs. Edit settings

How to add additional system (unlimited number) to SERANOVA app:

8. Go To SERANOVA> Menu>

b g . g

3.Log In
4. The first person to call the
GTCOM2 SIM card number
becomes the owner and

administrator.

PGM Output1 Settings

9. Select pulse or level

5. GTCOM2 sends a message with
the IMEI

6. Enter the IMEI and App Key
(Default 123456), Enter User
access code (Default 123456

= e - g -

(S5 Add New User

Hame

pontocsy B

10. Go to SERANOVA> Menu>
Users: Press [Add New User]
Owner or administrator can add
other users or administrators

iButton Cade

RFID Card Number

11. Enter the email used to create
the SERANOVA account, along
with your unique user code. Please
note, system control is not possible
without this user code.

Go to SYSTEMS, Choose Add new system and enter the controller Unique ID (IMEI) number. IMPORTANT: When adding the controller to SERANOVA

app:

PONPE

The [Sera Cloud Service] must be turned on.
The power supply must be connected
Device must be registered in to network and have mobile data plan
. Setvalid APNo f

t he

More help how to setup device and app could be found here:

2 YouTube "

GTCOM2 User manual v.2024-01-04
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https://youtu.be/Benf6xKcnjM

3 WIRING & INSTALLATION

Preparation procedure of the module GTCOM2.

= =a =a = = =

3.1

= = = = =

Screw on the GSM antenna.

Insert the SIM card in the SIM card holder. (Ensure that PIN request function is disabled. Ensure that mobile internet service (mobile data) is
enabled if mobile app or IP connection with CMS will be used)

Connect power supply.

Wait for the controller to register to the GSM network

Connect the module to the computer via mini-USB cable.

Connect the module to the primary alarm panel.

Figure 7 Insert the SIM carc Figure 8 Screw the GSM antenn: Figure 9 connect the module to the compute

Communicator wiring methods

The GTCOM2 module enhances third-party security systems with PSTN communicators by providing GSM/LTE/IP connectivity.

It uses a RING/TIP PSTN interface to connect to security panels, converting Ademco Contact ID data into SMS for up to 8 users, and reports to
the CMS using the SIA IP DC-09 protocol.

With two digital inputs, the GTCOM2 monitors the security panel's ARM/DISARM/STAY states and other alarms, immediately sending SMS and
calls upon siren activation and reporting to the CMS.

With two outputs, GTCOM2 controls ARM/DISARM states and remote gate access, linking to keyswitch-configured zones for partition control.
The module's status synchronizes with the control panel, shifting between ARM and DISARM as required. It also displays the system status on
the SERANOVA mobile app.

The GTCOM2 can be connected to a security panel in two ways:

1.

2.

Connection solely to the PSTN communicator for receiving all events from the security panel, and relaying these events as readable SMS to
user mobiles, as push notifications to the Android/iOS SERANOVA App, and to the Central Monitoring Station receiver via the internet using
the SIA DC-09 protocol.

Connection to the PSTN communicator with added remote ARM/DISARM control of the alarm panel through a keyswﬂch zone.

GTCOM2 “™c-| | GTCOM2 “

GSM/PSTN Communicator DTMF D GSM/PSTN Communicator DTMF [ ]

To Panel’s Inputs 1-WIRE
To Panel” Input 1-WIRE exooa | | _PsTN é"u’i,?'j’s WIEGAND | | Sensors Sy
pc 10-16v | [1°;2N€"S| | Inputs/ nputs - RS485 - connector Reader iButton
Max 0.2A PSTN Outputs WIEGAND Sensors BUS
B connector, Reader iButton

(=2
= + = o (=)=
g8 o bole Zls 8IS gz
('Sgn_g‘_w;a;> oon—n:QQZZE‘i’<m
8 OlF 2|2 2|z 2|2 P« A A A A A A A AN
 292loolooloolovioo >
N
2 ,: — \
-
+ . 2R K% 2 g Qj QEB
f ] X X o -
XXX S5F2 Wwh o
< <o o Ccontrol panel T _® ogm’
DO F 2 N N
i S
+ Control panel ARM st
Telephone line d
communicator Telephone line Keyswitch
L ) communicator ARM+STAY
Figure 10Communicator wiring diagram Figure 11 ARM the panel via keyswitch zone
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3.2 Programming the Primary PSTN Alarm Panel

The configuration of the panel's PSTN communicator should be similar to event transmission to the monitoring station receiver using the CONTACT ID
DTMF protocol. The module can work with any central panel that has a PSTN communicator and adheres to the Ademco Contact ID data format as per
the SIA DC-05 standard. Additionally, the central panel must support phone number dialing using DTMF tones. (Note: Pulse dialing is not supported by
the GTCOM2).

Configuring the Panel's PSTN Communicator for CONTACT ID DTMF Protocol:
Ensure the central panel supports the Ademco Contact ID format (SIA DC-05) and DTMF tone dialing (Note: Pulse dialing is incompatible with

GTCOM2).
Activate the panel d8s PSTN dialer
Setad4-di git communicator account (e.g., fA12340).

Il nput the monitoring station receiverds phone Mumber (GTCOM2 resp
Set communication dialing options to [DTMF Dialing].

Set Communications protocol to [DTMF Contact ID].

If available, activate [Contact ID Automatic Reporting Codes].

Enable relevant PSTN communication events (Open/Close/Alarm/Restore/Maintenance/Test).

oo Joo Too To T o T

Panel 6s Set t-WayARM/DISARM Sywmchronization***: [APP/Call/SMS/iButton] <->GTCOM<->PANEL<-> [Panel Keyboard]
1  Set Panel PGM to monitoring ARM status in level (steady) Mode

Activation event: [ ARM Areal]

Deactivation Event: [ DISARM Areal]

Mode: [Steady]

NO/NC depending of GTCOM22 input keyswitch settings.

In our example set to [NO]

1  Set Panel Keyswitch Zone to Momentary (Pulse) Mode) to receive ARM/DISARM signals from the GTCOM2 [System Armed state]
Output PGM.
0  Zone Type: [Keyswitch Momentary] (Pulse)
o  Area Assignment: [Area 1] (Set AREA you want to control)
o  Keyswitch Action: [ARM/DISARM]

Oo0oo0ooo

*The communicator supports the SIA Ademco CONTACT ID data package protocol (as per the SIA DC-05 standard).

**The telephone number and data transfer format are DTMF (tone).

*»*Two-way ARM/ DI SARM synchronization allows the USER to control tOM2 pane
APP/WEB/SMS/iButton/RFID/Call. This ensures that the GTCOM2 APP displays the same system status as the security panel's keyboard.

' GTCOM2 do not accept pulse dialing from PSTN communicator

3.3 Remote ARM/DISARM of Primary Alarm Panel Using GTCOM2 with SERANOVA App

. It is possible:
1 - To control primary alarm panel from SERANOVA app and see the panel status
- To control primary alarm panel from keypad and see the same status in SERANOVA app

GTCOM2 & Primary Alarm Panel Synchronization
Synchronize alarm panel status with the GTCOM2 SERANOVA app
in two ways: :
1. Through primary panel events: GTCOM2 updates its i ; ‘
SERANOVA app status with each Open/Close event from >
the main panel. =
2. Viathe panel's PGM output ARM state: a faster method, &
but it requires an extra wire to the PGM for status
monitoring.

®0e
\

Open/Close synchronization allows panel control via keypad or
remotely through the GTCOM2 SERANOVA app /web/SMS/call, G =I=i=g
ensuring the app reflects the panel's actual status. SSS
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3.3.1 GTCOM2 and primary alarm panel synchronization[by Panel és EVENTS]

A N
ANT Nano uUsB
SIM 4)

m@ REG []
GTCOMZ  ..7

GSM/PSTN Communicator

i s el N SRR LR S R |
3 <+ 47'8°¢c’
(8, § -n a2 DN x B €90, 1K, TP, 1, 1

LTI L LITIT,

ARM/DISARM via keyswitch Zone
ARM/DISARM partition 2 via keyswitch

Wiring: | (8) sErA2 [GTCOMZ) '

1 TIP/RING 1\t]FI|C QScttmgs o Devices B Read [FS] ] Write [F6] 8 Update @Help
1 GTCOM PGM -> Panel Keyswitch (pulse mode) \

System
| COMHTAN CSR General System Opoons [KSystem Fault/Troubies | System info |
|~ PSTNCID to SMS Conrverter
Usersiaccess control RIS S
InputsBurgler Alarm Zones | Object Name: [ooect Name
Outputs (PGM)
| ot s SMSIAPP Text Charset [Lotin (160 SMS symbols) -l
Set system status synchronization mode [By Panel Events]: Event Summary SM Card PIN
i i |~ EventsLog
1  Go to SERA2> System Options> General System Options [ i Instader Password P (6 symiols)
1  Set App ARM/DISARM Synchr mode to [By Panel Events] ¢ mm,: 24e User Paseword: = (6 symbois)
; User Access Code Format: 4 - Digts v
I [ 777 ARMIISARM Synche. mode: | el -]

1W (1:Wre Bus) N“‘:N -

Set module PGM action on ARM/DISARM command from APP/CALL/SMS/iButon/RFID
1  Out Definition: [Activate by ARM/DISARM Command]
1 No: [1] (this is partition number)
1  Mode: [Pulse]
1  Timer: [2s] (this is PGM pulse time on ARM/DISARM command)

{3} SERAZ [GTCOMZ]
[21File Wy Settings oo Devices [ Read [F5]  [§]Write [F6] @ Update \Help

- mystem Options Outputs
-~ GEM Communications Outputs  Scheduler  Holidays
- PETM CID to SME Conver
- Usersfhcoess control
- InputzBurglar Alarm Zone [In] Outputt Location in Hardwware Output Mame Out defintion Mo Mocke Time Inwert Pulssting  ON Tim
- Qutputs (PEM) b1 GTCOM:Z, I01(14) ST Sctivate by ARMDISARM Com  MIA, Pulze 1= M| T 100mz
- SLtomationisensars -
Evert List 2 GTCOM2, 102014) ouT2 Remaote Control & Automation RUA Steady 10s r r 100ms
- Ewent Li
| Event Loy 3 Output Dissbled ouT3 Disakle M, Steady 10 [ r 100ms

Figure 12SERA2> Outputs (PGM)
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3.3.2 GTCOM2 and primary alarm panel synchronization [by Panel 6s

~ A
ANT Nano usB
SIM 4)

@ REG []
GTCOM2 .rp

GSM/PSTN Communicator

r--V

it e

+l" lcl.
E90, R, TIP | #1 -

Set a Zone as keyswitch

PGM1 System state

erm/g' TIP/RING (@) SERA2 [GTCOMZ) v
A GTCOM PGM -> Panel Keyswitch zone (Pulse mode) 3 File Settings o Devices [§] Read [F5] ] Write [FE] | Update () Help
A GTCOM Keyswitch <- Panel PGM (Level Mode) Systeny
STN C s S "Cno:wenev System Fault/Troubles ] System Info |
Set system status synchronization mode [By Panel PGM]: UsersiAccess cortrol sl
Go to SERA2> System Options> General System Options prpurspi il |- o e
A Set App ARM/DISARM Synchr. mode to [By Panel PGM] Autometion/Sensors ShR e Teot Chwted i 150 e oymbchy =l
Evert Summary SIM Card PN [~
:;e::t‘?an ontoring Installer Password W (6 symbols)
Set GTCOM2 keyswitch zone Firmware SMS User Password: [penans ™ (6 symbols)
A Goto SERA2> Inputs> Burglar Alarm Zones and set: User Access Code Formet [i-os <]
A Keyswitch Zone Mode: [Level] (Steady) PP ARMIDISARM Svrcte. mode. 1TSS <]
A Definition: [keyswitch ARM/DISARM] RS
A Type: [NC] Bv Panel PGM
A Press [Write] RSt

(“: SERA2 [GTCOM2]
File % Settings oo Devices [E|Read [F5]  [&]Write [F6] 8 Update M Help

I - System Options Zones
| - (G3M Communications Keyswitch Zone Made: Level ~ | EOL Type: 22 NC level: 200
- PETH CID 10 SMS Converter
- Uzersfhcoess cortrol MO lewel: a00
I InputsBurglar Alarm Zones |
- Qutputs (PGM) Settings
- Automation/Sensors
- Event List Zn Zn Mame Zone Hardware Input Defintion Type  CID Bypass Tamper Shutdown Force Report & Report B Speed  Repest  SMS
| i-Evert Log PlLl. L ARMDISARM — GTCOM2, IN1 keyswitch ARMDISARM NG 400 T [ | | I 200ms 8005 | Adan
! - Testingatonitoring [#] 2 Zone Mame 2 GITCOMZ, N2 24 hours (sate) MO 133 W T v I3 v W 200ms GOO= Alart
- Firmevare #| 3 ZoneMame3  Fone Disabled 24 hours (zate) Moo 133 W r v v v V¥ 200ms GO0s Alar
E] 4 Zone Mame 4 Zone Disabled 24 hours (safe) MG 133 v r 2 v 2 Vv 200ms GO0s Alart
= & a #, 5 ZoneMameS  Zone Dizabled 24 hours (safe) MO 133 2 r v v v ¥ 200ms GO0s Azt
& 2
Figure 13 SERA2> Inputs/ Burglar Alarm Zones
Set module PGM action on ARM/DISARM command from APP/CALL/SMS/iButon/RFID
A Out Definition: [Activate by ARM/DISARM Command]
A No: [1] (this is partition number)
A Mode: [Pulse]
A Timer: [2s] (this is PGM pulse time on ARM/DISARM command) _
{8) SERA2 [GTCOM2] = (m] bd
[2File S Settings woDevices &) Read [F5]  [&vrite [F5] 0 Update Help
System Options Outputs
i~ GSM Communications Outputs  Scheduler  Holidays
- PSTM CID to SMS Converl
- Usersfaceess control EHEENES
é----lnpmslﬁurg\sr,&larmZD"\E o Output Location in Hardware Output Mame Ot definition Mo Mode Time Invert Pulsating OWNTime  OFF Time Count Input 1 2 3 4 5 B 7 8 [ON] Ewert Text [OFF]Event Text E R
Outputs (PG M1 GTcomz, ic012) oumt Activate by ARMDISARM Com NI, Pulse s M| 100ms 100ms 0 s T T T onTest OFF Text rr
;____:““:;"L":"EE”SM 2 GICOMZ, 102018) ouTz Remote Cartrol & Automation  Mi& Steady  10s [ r 100ms  100ms i ma T T T T T OnText OFF Text rr
: E:Zm L'Ug 3 Output Disabled ouT3 Disahle A Steady s r 100ms: 100ms 0 ws T ONText OFF Text rr

F|gure 14 SERA2> Outputs (PGM)

GTCOM2 User manual v.2024-01-04 19 |



3.4 How to Test Synchronization between GTCOM2 and the Primary Alarm Panel

STEP by STEP:

Navigate to SERA2 > RT Testing & Monitoring > Hardware.

Click the [Start Monitoring] button.

Press [I/O1 On/Off] button.

Observe the change in Inputs (ADC values); they should switch from 1 to O or O to 1.
The status of the primary panel should change accordingly.

Too o oo T>o I

(8) SERA2 [GTCOM2) — O
U% File Ty Settings .3 Devices Read [FS]  [§] Write [F6] @ Update @ Help

-~ System Options ~Monitoring window

~ GSM Communications Security Alarm PaneliAccess | SensorstAutomation | Event Monitoring |

" PSTN CID to SMS Converter

: USersInCEssS Sodlrol rinputs (ADC values) Outputs states

Inputs/Burglar Alarm Zones

- Outputs (PGM)

- Automation/Sensors =

- 1101

FrEWE Sy SMiccD:  [8937002190800195358

E Vel Qg [— m

SMecard: [ READY

inmvvare T

sgnalievet 18 [ HENNNNENER
Registration:
[Registered, home network [V 1w (1-Wire Bus, Digital O) ¥ D1 (O) 1W Onioft
SMS Service Centre Address:

Figure 15 SERA2> RT Testing & Monitoring> Hardware

A GotoSERA2>RT Testing & Monitoring> Security Alarm Panel/ Access
A The status of GTCOM2 module should change

() SERAZ [GTCOM2] - ]
|5 File &y Settings .2, Devices & Read [F5] 3] Write [F6] @ Update { Help
- System Options Monitoring window
i~ GSM Communications Hardware | Securty Alarm Paneliaccess | Sensorsiautomation | Event Monitoring |
-~ PSTN CID to SMS Converter o
veesaccesscool | O s S e |
Comagon TomperShadown | srsensiie  [JH
|- Outputs (POM) TomperFaut
- Automeation/Sensors Zone2
| Event Summary Mam | AemShddown | Bypsssed  Forced | DSaRM | ARM | sueep StaY
Everts Log Taperfat  Tomper Shutdown
RT Testing&Monitoring
e MR SR BESE  BE | ovee @ o
Tmperaut | TamperShutdown - o
Zoned
M ASWSHEGWAND  BUSSSS RGN | ModueReal TieCock () SetRTC Clock |
Taperfat  Tamper Shutdown 2020.08.21 10:12:30,Friday

Access Control

iButton Read lﬁnonmnmnm
Incoming Caill |
Wiegand RFID CardMey IEIJGDJUDDDD

Figure 16 SERA2> RT Testing & Monitoring> Security Alarm Panel/ Access

You will see the same process on your smartphone in the mobile app as well.
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3.5

GTCOM2 Communicator - Converter for Ademco Contact ID codes into SMS text

The GTCOM2 communicator simulates the operation of a PSTN phone line and receives Contact ID messages from the security control panel.

' All information from the security control panel to the module is transferred in DTMF tones. The security control panel must support tone
. (DTMF) dialing and data transfer using the CONTACT ID protocol in DTMF tones. Pulse format is not supported.

From the security control panel receives CONTACT ID message as follows:
ACCT MT Q XYZ GG CCC S

ACCT - 4-digit number.
MT - message type 18 or 98 CONTACT ID message.
Q - event qualifier:
1 = Alarm, new event or opening
3 = Restore or closing
6 = event state report
XYZ - event code (3-digit Hex 0-9,B-F) see annex
GG - 2-digit subtype number.
CCC - Zone or user number depending on what type of message has been
received.
S - Control sum of the message.
The following message codes are being described in order to convert
CONTACT ID message into SMS text:

Q:XYZ:GG:CCC
Q: Event qualifier
A XYZ: Event code
A GG: Partition
A ccc: Zoneluser number.

b o

CONTACT ID messages are described in Sera2> PSTN CID to
SMS converter window in 3 tables: [XYZ], [GG], [CCC]

fd o

Event description text can be modified, allowing for the generation
of desired text for every received CONTACT ID message.

[

Steps for setting up Contact ID protocol to SMS text conversion in Sera2:

Q - event qualifier:

1= Alarm, new event or opening
3 = Restore or closing

6 = event state report

XYZ - event code ——

GG - partition —
CCC - Zone or user number -

text

QA MmME

p hone Qthemkbeatsés,,

n

Testavimas
+37065353797

GTCOM2 4G DEMO
Keyswitch Open
2020-03-05 13:48:17
CID:1:402:01:000

GTCOM2 4G DEMO
Remote Close

User Name: Zivile K
User 2

2020-03-05 13:49:21
CID:3:407:01:002

amad ke dbi t
arm SMS Text o,

Al

A Goto Sera2 > GSM Communication > SMS/DIAL Reporting. Ent er

A Goto Sera2 > PSTN CID to SMS Converter > [XYZ] Contact ID Event Code. Edi t
event type as: ZONE/USER/NONE.

A Goto Sera2 > PSTN CID to SMS Converter > [CCC] User/Zzone Name. Enter User/Zone Name.

A Edit partition name in Sera2 > PSTN CID to SMS Converter > [GG] Group or Partition window.

é Enter phone numbers for remote control in Sera2 > Users/Access Control window. And mark ARM/DISARM checkbox
Click [Write]
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(@) SERAZ [TCOMZ]

@F\\E RSE&H’]HS H%Dewtes Read[Fﬁ]

% Write [FE] @ Update ) Hel
p p

-~ System Options rPSTNDTMF Cortact ID Protocol to SWS/Text Converter
- G Communications 5
o mens covann | Contact 1D message format: QIXYZ/GG/CCC
~Users/access cortral [¥Z) Cantact ID Event Code | [6G] Graup or Parttion | [£CC] User/Zone Name |
~IputsBurglat Alarm Zones |
- Outpuds (PGM) Mame of Status Event #vz |En| Alarm SHS Text Restore SMS Text | Tyee |
-~ Autometion/Sensors 403 W | Automatic Open Automatic Close NOME
- Bwert Summeary 131 The specified user has canceled the previously reported slarm condition 406 IV | Cancel Cancel USER
) ;?EPZFOG&M ok 1132 The specified user has armed or disarmed the system from off-premises 407 v Remate Open Remate Close - USER I
- estingshiontotin
. Firmwareg 4 1133 The specified user has quick-armed the system 408 IV | Quick arm Quick arm NOME
1134 The specified user has armed or disarmed the system using a keyswitch L Eli=I > Keyswitch Cpen Keyswitch Close USER
1135 A remote site (central station) has requested the panel call i back . #11 ¥ calback request made Callback request made NOME
FoWw N \ as A\
\
'R T — \
{8} SERAZ [TCOM2] —
—
[S)File Yy Settings 2 Devices Read [F5] ] Wirite [F6) W Update iy Help
= Event Reporting/Communication ] M B
SMSDIAL reporting | Custom SMS Text | GPRSIFTCRALDF | oS Reporting | SERA Cloud Service | a
- Usersihooess contral R R RN SMIS Motifications to LISER e v 2
~ InputsiBurglar Alarm Zones | | Teld + [s70Bs558443 | o Everts t[2]s]as]e]z]af12] GTCOM2 4G DEMO \
~ Outputs (PGM) Tel? 4 Ii P|2  System OpeniClose (CID 400 group | e g L Keyswitch Open |
 utomstienSensors n 3| System Truoles(CID 300 group) [l [l [l el [l i [l ALl 7@?;2&%5%:%;5:” |
- Event Summar e +| ™ HE 01 |
 Bvents Log Y 4 |Sensor!-Sensord2 MarmRestare CCCCoC o rCpn 0 S |
RT Testingihoritoring = 5 I | |5 | est Events (ciD 600 aroup) rirrjiririrrrpe I_\g ff
 Firmware Tols + | 6 | Other Events rrrrirrrr e
w ¥
TelE +I 7 InputiZonet AlarmRestore CrirojirCir e
8 Input/Zone2 AlarmRestore riCiECrrcreEr I' GTCOM2 4G DEMO
Tel 7 I T . —
o 9 InputiZone3 AlarmRestore | f Eemo[:eClos; ile K
Ii — ser Name: Zivile
Tel8 + (10 Input/Zoned AlarmiRestore l- l- l- l- l- l- l- l- l- l- r User? —
2020-03-05 13:49:21)

(3} SERAZ [TCOMZ]

éFME ﬁkSettings uSDevi\:es Read[FS]

Limit of alarm dialin

Write[Fﬁ] W Update @He\p

—___CID:3:407:01:002 |
SID:3i4f ) \

¥ SMS forwardin

~PSTNIDTMF Contact ID Protocol to SS/Text Converter

- System Options

¥ Show Ohject N
¥ Show Zonefs
¥ Show Evert Ti

- Usersitceess cantrol
InputsBurglar Alarm Zones

¥ Show CID Codg{ =~

Contact ID message format: Q/XYZ/GG/CCC
[¥¥Z] Contact ID Evert Code I [GG] Group or Partition I [CCC] UseriZone Mame I g

J e Outputs (PGM) ccc Userbame _ — —— ~
- AutomationiSensors 4 Waster A ®
- Bvent Summeary 002  Zivile K R ————
i~EvenizLog 003  User Name 3 < O o
- RT Testing&konitoring I
004 User Mame 4
Figure 17 Sera2> PROGATE> PSTN CID to SMS Converter
(§ SERAZ [TCOM2Z] — [m]
Z|File T Settings & Devices [£] Read [F5] ] Write [F6] i Update {Help
-~ System Options Remote Control Users table
GEM Communications Users I Access Shedules l Holicys I
PSTN CID to SMS Converter | e =
=N Temporary access Dat
InputsBurglar Alarm Zones D I En I User Name | User Tel l iButton Code RFID Keycard Keyb Code I ouTt | ARMDISARM En| Start Date:
Ortputs (POM) P 001 ¥ Master | 0A0DO0104401 0000000000 #eess NOME [~ [~ 20200223 B 1525
:”“:;";"m’se"sm 00z ¥ Zivie +37T0B5556449 000000000000 0000000000 NONE v I~ 2020-02-28 [ 15:25 |
- Evel umimar
Cver Sumary 003 | UserName3 + 000000000000 0000000000 NONE r [~ 2020-02-29 f] 1525

Refer to:

Access control. Arming/Disarming methods

Users & A

ccess Control programming details.

DISARM /ARM/SLEEP/STAY the security system

Reporting

SMSé&Dial in Case of Alarm Events
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4 SYSTEM ACCESS: CODES, PASSWORDS, AND PERMISSIONS

4.1 Default Codes/Passwords and Explanations

Table 5 Default passwords and explanations

Password Defau

It Locationin SERA2

Explanation

Administrator

password 123456

SERA2> System Options> Access

The 'Administrator password' allows full module configuration access. The
system administrator can adjust device settings, update firmware, and set
permissions for the Installer, specifying which parameters they can modify.
This ensures protection of sensitive data such as IP addresses, phone
numbers, and other confidential information.

Installer

Password 000000

SERA2> System Options> Access

The 'Installer password' allows sending SMS commands with INST
identification and provides access to SERA2's programming mode. However,
the Installer can only modify or see those module settings in SERA2 that the
system administrator has granted permission for. Refer to section 9.1 for
more details.

SMS User

Password 123456

SERA2> System Options> Access

T h &M®User Password' permits sending SMS commands with USER
identification. The user phone humber must also be authorized for remote or
SMS control. The default SMS user password is 123456, used for module
control with USER commands. Refer to section 9.2 for more details.

App Key 123456

SERA2> GSM Communications>
Sera Cloud Service

The 'APP Key' links to the 'SERA Cloud service', allowing remote access
through the SERA2 or SERANOVA app.
For a successful connection, the code must match on both the device and
app.
For users with multiple systems, u s et h eA pspa nkeergéé
all systems. Different App Keys on the same SERANOVA account
can cause functionality issues.

User Code

(APP/Keyboard) 123456

SERA2> Users/Access> Users
Table[Code] column

The 'User Code' is a unique identifier for controlling the system via the
SERANOVA app or Wiegand keypad. The default Master Code is 1234 or
123456, based on the format.
This code must match on the device and in the SERANOVA app
under Settings > System Profile > User Access Code. Without the
correct code, users cannot control the system.

SIM card PIN 1234

SERA2> GSM Communications>
Network/SIM Card

It is automatically ignored if pin request in SIM card is disabled

() SERAZ [PROGATE]
QFiIe e%Settir‘ugs s Devices

| Read [F5] | Wirite [F6] W Update  \hHel
p p

Remember passvward

GTCOM2 User manual v.2024-01-04

Outputs (PGM)

- System Options System
- GEM Communications General System Options  System Fault/Troubles  System Info ACCess
- Usersisccess control S
- [nputsBurdglar Alarm Zones
- Cutputs (PG Allowy Installer to see and edit such fields
- S tomstion's
malionsensars Administrator password: (6 =ymbols)
- Event Summary SIM Card
- Events Log
- Testing&tonitaring Installer Pagswoard: (6 symhbols) CMS reporting
- Firmware SMSDIAL reporting
SMS Uszer Passwaord: (B symbals)
|Uzersfdcoess control
Everts
Show passwords | InputsZanes
Ll

SERA Cloud Service
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4.2 User codes for access control via keypad and SERANOVA app

Each user requires a unique code for system control via the SERANOVA app or Wiegand keypad. The default Master Code is either 1234 or 123456,
depending on the code format. To set this up:
1 Choose a 6- or 4-digit user access code format in SERA2> System Options> General System Options > [User Access Code Format].
1  The system administrator or installer assigns a unique code for each user in SERA2> Users/ Access control in user table [Code].
1  To open the gate, control outputs, or ARM/DISARM the security system via the SERANOVA app, enter your unique code provided by the system
administrator in SERANOVA > Settings > System Profile > User Access Code. Each user must have a distinct code.

() SERAZ [PROGATE] - o  x
[SiFile Sy Settings gmDevices & Read [F5]  [§]write [F6] @ Update \BHelp

- Systemn Options Remate Control Users table

- GSM Communications [ Guest mode on LSER 8 [2 s [JAuto call answering £2) Export 3V file... 2] Import C3 file...

- zersrfccess control
- InputsBurglar Alarm Zones Users  Access Schedules  Holidays

- Outputs (PGM) Q\’ Temporary acce
- AtomationfSensors

. Evert List I En Uszer Mame Uzer Tel. iButton Code RFID Keycard Code ouT ARMDISARKM  En Start Date ]
- Event Log PE ™ Master + 000000000000 0000000000 1234 ouT r [~ 20z3-07-27 [T 15

- Testing&hionitoring [ User Name 2 + 000000000000 0000000000 RIOHE Il [~ onzzor-27 Bl s

- Firm (5} SERaZ [PROGATE] -
SFile Sy Settings pmDevices [#]Read [F5]  []write [F6] @ Update hiHelp

ShHiems - Sgremoler -

- System Options System Y—  System Praille -
- G3M Communications General System Options  System Fault/Troukles  System Info  Access
- | Jzersibocess control e
" i Gata

- InputsBurglar Alarm Zones System Cptions Syatem Timers i
- Outputs (PGM) Ohject Mame: Ohject Name Test Time: Device LILIMEITMAS *
i 8618811111111

Automation/Sensors SMSIAPP Text Charset Latin (160 SHS symkos) o Test perioa
- Event List
- Event Log Eritry Delary 123448 104
- Testing&honitoring . i
- Firmyvare Ext Delay:

Obyect Auddr wes
TOPKODAS office

User Access Code Format; 4 - Digits ~ \ er Acoezs Code ® I
1234

—

APP ARMIDISARM Synchr. mode: |Mone ~ 214

10 (1 Wire Bus) Dallas 1-¥ire Bus for  iButton keys DS1930, « System Phone Numer

SAVE DELETE

[ Hotifications ~
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4.3 Access control. Arming/Disarming methods

T @

Access control methods is defined in Sera2> User/ Access control window

%) SERAZ
File Settings Devices E Read [F5] Hwnte [F8&] @ Update About.,.
System Options Remaote Control Users table

GSM Communications: | Temporary access Date/Time window
LzersiAccess control
_ EE User Name [ Type User Tel |Button Code RFID Keycard | Keyb Code | oUT | ARMDISARM [Date En| Start Date Expiration Date

Burglar Alarm Zones
Mz I User 000000000000 0000000000 MONE r r 2018-07-0817:0221 2019-07-0817:0221

Quiputs (PGM) hd
Autometion/Sensors 18 1 User + 000000000000 0000000000 MONE I I 2019-07-0917:0221 2019-07-08 17:02:21

Figure 18Users/ Access control window
Arming and Disarming the System Using the SERANOVA Mobile/Web App

= ST R—

Press on ARM, ARM (Stay), ARM (Sleep), or DISARM in the Mobile/Web App = !

Area Name i Gwagesate > System window. r
TET How to start Android app see section: 2.8 SERANOVA (Android/iOS/Web) app ® G y

‘% a Add new system in app ® N
A Default App Key: 123456 s ==
. A Default User Access Code: 123456 s :

A Go to SERA2> System Options> General System Options 32
A IMEI: —
nlmn

Setpoints

Arm/Disarm by call
A From one of the 800 registered numbers, dial the system's number to arm/disarm or turn off the alarm.
A Unlisted numbers are ignored.
A Calls are free as the system rejects them after recognizing the number.

A Toggle arming permissions for specific numbers in the fAUs

) SERAZ - C
File Settings Devices []Read [F5] ] Write [F6] Updste  About.. 1. Enter phone number

System Options Remote Cortrol Users tabls 2-Setect the-output-for remote-controb-via-mobite

(SM Communicetions. m;. needed to control the output via specified date and time Temporary access DateTime window ‘
_nas D [En| User Name [ tyee [ ¥ userTal | iBution Gode RFID Keycard | Keyh Code | OUT | ARMIDISARM | MIC [Date En| Start Date Expiration Date |
- Cutputs (FGM) |1 [ Master User +370 040000037022 0000000000 e OUT1 3 rr 2019-02-25 16:24:26 2019-02-25 16:24:26

Sutomation/Sensars 2 |~ zivie User +370 000000000000 10000000000 - r r |- 2019-02-25 16:24:26 2019-02-25 16:24:28

Figure 19 ARM/ DISARM by call settings
Arm/Disarm via SMS
Enter user phone number inthe Sera2> Users/ Access control list
The system rejects the SMS text messages containing wrong SMS password even from a listed user phone number. To
arm the system by SMS text message, send {UBER123456DB Wi BF text tc
030= command code (Change security systemds mode (ARM/ DI SARM/ ¢
ST = Security system mode 0-DISARM, 1-ARM ,2-STAY ,3-SLEEP
Arm/Disarm by Wiegand keypad

A Arm or disarm using the Wiegand Keypad by entering the User/Master Code.

A To cancel arming, re-enter the code during the exit countdown.

A Disarm and turn off alarms by entering a valid user or master code.
\‘ﬂ;n] File Settings Devices [H] Read [F5] ] Write [F6] % Update  About.. 1. Enter keybution code
- System Options Remote Control Users table 2—Setec sottptt-for remote-controt-via ke reode
GSM Communications: ( 3. Mark if it is needed to control the output via specified date and time “____‘._“_.Temmraw e BEEirs il
Unes D [En | User Name Tyee | UserTel— | iButtonCode | RFIDKeycard | KeybCode | oUT | aRmoiSARM | mC [Date En| Start Date Expiration Date
. Outputs POV L[ master User +370 0400000370 e ouTt v | 2019-02-25 16:24:26 2019-02-25 16:24:28
... Automstion/Sensors Mz W |zivie User +370 000000000000 0000000000 - r r - 2018-02-25 16:24:26 2013-02-25 16:24:26

Arm/Disarm by iButton key
Touch any of the 800 iButton keys to the reader to arm or dlsarm the system.
File Settings Devices []Resd[F5]  (F]Writs [F6]  # Update About.. :

System Options Remote Control Users table
- S Communications

1. Enter iButton code. iButtons
2. Select the output for remote
3. Mark if it is needed to control the output via specified date and

time —— Temporary access Date/Time windoyy

¢

.\\ Arm/Disarm by RFID key card, keyfob
Touch one of the 800 available RFID keycards to the Wiegand keypad to arm or disarm the system.

Usersit rirol

nes o [En] User Mame Type Button Code RFID Feyear out_ | armoisarm | we [Date 0| Start Dee Expiration Dale
Outputs (FGM) W1 waster User /"~ nuooooFBCs2e| 0000000000 e ouTt Vv NS 2019-02-25 15.24:26 2019-02-25 16.24.26
Automation/Sensors 2 W zhie User 00DOOOOOOOO0 0000000000 outz r sll= 2019-02-25 15.24:26 2019-02-25 16:24:26

If you want to edit existing configuration,
Press [Read]

Edit settings

Write edited configuration press [Write]

More information about how to configure Arming/ Disarming:
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4.4 Users & Access Control programming details.

SERA2>Users/ Access Control > Remote Control Users Table

The system supports up to 800 user phone numbers for remote control purpose. When the phone number is set, the user will be able to arm/disarm
the system and control outputs via SMS text messages and free of charge phone calls as well as to configure the system by SMS text messages. By
default, the system accepts incoming calls and SMS text messages from any phone number. Once a user phone number is listed, the system ignores any
incoming calls and SMS text messages from a non-listed phone number as well as it rejects the SMS text messages containing wrong SMS password
even from a listed user phone number.

*
1 The module could be controlled only by these users, whose phone numbers entered in the memory of the module

| (3} SERA2 [GTCOMZ] = (m] x
S\file Y Settings omDevices [BJRead [F5]  [E]Write [F6] W Update Help
| System Options Remote Control Users table
| G5M Communications () Guest mode on USER 9 2 g [[]Auto Call Answering ) Expart CSY file... ) Impart CSY file...
| PSTN CIDto SMS Converter —
| - Userstacsess control Users  Access Schedulss  Holidays
gfnmfnﬂ;gi; )A'a”" Zones Q, Temporary access Daterime window Access scheulss Courter
puts
atomationSensors o En User Name User Tel iButton Code RFID Keycard Code OUT  ARMDISARM En Start Date Expiration Date 1 2/3 4567 8L c En
Evert List I ¥ Measter Jon +37081630000 O0D00DFECS2E 0000000000 1234 NONE v I 20730220 £ 1954 [2]2ms0z20ffiese O oo 00|
Evert Log I User Name 2 + 000000000000 0000000000 NONE - T, Februmry 2023 Jess COCCCCCC o0 KT
Testing&Manitoring [™ User Name 3 + 000000000000 0000000000 NOHE r r eorery e COCCCCCT oo I
Frmware I~ User Name 4 + 000000000000 0000000000 NONE - r “’lﬁ" Tj“f W:d “‘2“ F; 5‘3: 5‘”;‘ wst T r oo I
™ UserName 5 + 000000000000 0000000000 NONE - N 7 8 g wn il COOCOCCC o0 KT
[ User Mame & + 000000000000 0000000000 MOME r 12 14 15 168 17 18 18 | 1954 rrrrrr-rroo x r
™ User Name 7 + 000000000000 0000000000 MONE r il 2 2 3 24 56 | gs rrrrrCrrC oo ®O
[™ User Name & + 000000000000 0000000000 NONE r I 2; @ 1 - 11 G‘ ples TEOCOCCCCC oo ¥
008U [ User Name 8 + 000000000000 0000000000 MNONE - I [ Today: 2024-01-17 1gs¢ C OO rrroe O
010U [ User Name 10 + 000000000000 0000000000 NONE - I 2uzsuz=ay g TesE wswzgh 194 T CCCCCCC oo D
User ID
User Enabled
User Name The name of users who will be able to control the module should be entered in this column.

In this column, you need to enter the phone numbers of the users who will be able to control the module with a call. User
number should be entered with international code.

iButton Maxim iButton key DS1990A - 64 Bit ID code. Might be entered manually or automatically registered after the
module enters keys association mode. In order to delete the code, it is necessary to enter 000000000000

User Tel.

iButton Code

RFID Keycard RFID Keycard code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

Keyb Code Key button code might be entered manually. In order to delete the code, it is necessary to enter 000000000000

ouT The selected output is activated if the user makgs a call from this number. Preferred output may be assigned to each
user6s number. Thus different users are able to control

ARM/DISARM If this checkbox is ticked, the user will be able to activate/deactivate the security system with a call.

MIC If checked, by calling from the specified phone, the controller responds and you can hear what's going on in the premises
Date EN Temporary access enable

Temporary access Start Date Temporary access start date and time
Expiration Date Temporary access expiration date and time

Access Schedules Access Schedules enable users to control the system within specific time intervals

The GTCOM2 module offers User Access Schedules, allowing system control within set time intervals for actions like ARM/DISARMbutput control via
iButton readers, cards, the SERANOVA app, or calls. For instance, users can managgecific outputs from 12:00 a.m. to 6:00 a.m. daily. Set and view these
schedules in the 'Users > Access Schedules' tab."

A} SERAZ - o X
File Settings Devices [ f]Read [FS]  [§] Write [F6] @ Update About..
- System Options Remote Control Users table e
Users | access Sneaules | Holidays | Specifies the number of times a card/ callicode may be used to which it has valid access Max 256 uses is allower
Inputs/Burglar Alarm Zones S Temporary access Date/Time window Access schedules Courter
Outputs (PGH) D [en | User Name | User Tel Button Code RFD Keycard | Keyb Code | our | ARMDISARM [En| Start Date ExprationDate |1 [2[3[a|s5[6]7[s|L] c"[e]
Automation/Sensors P ¥ aster + 000000000000 0000000000 NONE v T omoata0 ff 2097 2ovsaofgfi 207 L T T TN L oo I
Ez::::;";m [ [T . 000000000000 0000000000 NONE r lamsnao il 217 2oemmff 297 T O CC]C oo I
- il B
AT TestngaMontoring HERLs + 000000000000 0000000000 NONE r I 2ots130 i 2137 2018 fgi 23 T O C OO CE oo KT
~ Firmweare 4 " + 000000000000 0000000000 NONE r [~ 2019-11-30 [ 21:37 2018-11-30 (4] 21:37 rrrrrrriroe XiC
5 O . 000000000000 0000000000 NONE r I 2otsn30 i} 2197 s fgfi 237 T T C T C T o0 KT
6 . 000000000000 0000000000 NONE r 2otem30 b 2097 2o9mm0f@l 2y O CC R oo KO
7 ¢ . 000000000000 0000000000 MOMNE C [ omaatan B4 21a7 m8.11.30 44 213 Crccogrcc oo O
Lle T | @ seraa 0000 (@) sERA2 - o x
9 | 0000
[qo | Ble Settings Devices [§{Read[FS] [ Write [F6] & Update About.. [ - File Settings Devices [ Read [F5]  [3f] Write [F6]  # Update About...
Ha System Options Remate Cortrol Uisers table 2000 System Options Remote Cortrol Lisers table
4 i G5M Communications RoCEe5 Shooles)
GSM Communications users | Access shedues [Foidays | Users [[Acsess Shedues | Holdays
H2 T 1] | [ussrsinceass conto ' o000
[ 13 InpUES/BUrgIar Alarm Zones 0000 InputsBurglar Alarm Zones —
12 [ Oulputs (PGM) D[En| StertDete | EndDete  [Annua 0000 Outputs (PGM) Stert Time [ Endtime [mo[Tu[we[Th[Fr[safsu] Hoidays [
[[15 [ ] |-AstomotioniSercors R | zoo00t-o B8 20000101 G| T o000 StomatonSansors oo (gosoo g T [ T
| - Bt UMMy -
[ |18 ™ E::::;ﬂgmaw 2 | 20000101 74 |2000.0101 £ T 0000 Events Log 0000 @rrrrrrr
e r RT Testing&Monitoring HE 7] 2000-01-01 [ 20000101 (2 0000 RT Testing&Monitaring 0000 (:') crercnonrfe
[ 18 ™ Firmware [ |4 | 2000.01.01 £ 20000101 24| T 0000 Firmuvare 00:00 @ rrrrr-rrrr
18 1 5 | 2000-01-01 &4 20000100 [ 0000 00:00 @rrrrrrr
20 s | 20000101 £24 20000101 f24| T 0000 00:00 @rirrirorir
a - |7 | 2000.01-01 £ 20000100 B4 T 0000 00:00 @rrrrrrir
2 e | z000-01-01 fd 2000-01-01 {3 0000 00.00 @ o
[ [T 9 7| 2000-01-01 [ 2000-01-01 3 T 0000
[ |2a| ho | 20000101 [ 20000101 [ T 0000
[ 5T | |11 |/ z000-01-01 £ 20000100 {7 T 0000
Fe .
[ |6 T | 1217 2000-01-01 {28 20000101 [2F T 0000 Enabling or disabling holidays
[ |z T | J13 1| /20000101 £Z] 20000100 (3 T 0000
[ T ha | 2000.01.01 {78 20000100 fT§ T 0000
[ |29 hs | 2000-01-01 (28 2000011 (5 [ 0000
HE (s Set the holidays o000 < = 2
il 0000 NONE r M zmsttao @ 2097 2msnaffiony T CCCCCCFjoe KT
USB | Connected | PROGATE_041512262021_46G_S4 634336 _|SN:0298D2CC

Figure 20 Users/ Access Control > Users, Users Access Control> Access Schedules and Users/ Access Control> Holidays window
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Set System Clock and Time Zone:
1 Navigate to: Sera2 > System Options > General
System Options.
1 Setyour desired time zone and synchronize the clock.
1  Press [Write].
i See: 8.2 Real-time clock Time Zone and Synchronization

RFID/iButton/Phone Programming:

Go to: Sera2 > System Options > General System Options.
Press: [Start iButton/RFID/Phone programming mode]

Open: Sera2 > Users/ Access control window.

Touch RFID keycards or iButton keys to the reader.

Call the module from your mobile. The list should include scanned RFID
cards, iButtons codes and phone numbers.

Navigate back to: System Options > General System Options.
Press [Stop programming] (or wait for automatic stop).

Adjust settings as needed in the Users/ Access control window.
Press [Write].

= =8 =8 =8 =A =8 =8 -8 -8

L
1 Periodic, recurring at intervals of time access: access schedules, holidays
An example of user access:
Letds say need to
holidays. This results in three schedules:
1  Monday-Friday, 5 p.m.-11:59 p.m.
1  Tuesday-Saturday, 12:00 a.m.-1:00 a.m.
1  Saturday-Sunday, 8:00 a.m.-1:00 p.m.
Holidays are treated as special days, superseding regular weekdays. If a Holiday is set, the controller bypasses the schedule, preventing user access
during that period. Each Holiday spans a full day, from midnight to midnight.
() SERAZ [GTalarm2]
|[BFile &
I Systen Optons

GHM Communicabions.

| Usersiacozss contro

cr eat e folowsOMordayrFridaygfronr®s pemwto  acnh, erdl GdtuedayeSsinday from 8 a.m. to 1 p.m., excluding

Settings o2 Devices [§|Reed [F5]  [§) Wrize [Fé)
Famole Cordrol Jsers tabls

Azcess Shedules | Hoiiday |

W Uodet= iy k:lp

pds/ur giar Slarm Zores Temzorary sccess DateTime winzaw Access schezules Courter
| Outpues (FOM) D o] Usstace [ et | Ditoncode | Prpvevead [ ievbcoge | cur | apmosan [we [rof Start Date | Cuoiaton Dje slzDalafs(c]7[e]c] c [en]
i~ Pdcmalion Senvors CES IS 137065258449 DAQ0COBIET26  (ODZ6TOE00  *w oUTH v I~ 2020-0205 (1] 2216 20a0-0205 [ 2216 W I [ [ I 00 K
[ E”: SI‘_""’"' 02 [ Akias . DADOCOID5H5 | OODIGASEH 0JTz ~ - [ 20200205 i} 2216 |20a0.0205 5 2216 [ M [ [ oo I
| EverisLog o . . . = - — . —
LT TulineiMuriaring | |0m3 I usernsme3 + 040007925500 0000000C00 HONE 202002050 2216 20002055 2216 [ [ [ [0 oo KI
L Fimware 024 [T UserNeme 4 - 00000000000 0002000000 OKE r [ [ |2020.02:05 fif] 2218 2005 28 C O T oo K
1 SERA2 [GTalarm?) o
; File i“&tﬁnq! oz, Devipd it [FE] B Undss \-’)Help
Systen Optons i 7} SERAZ [S3Talarm2)
GSM Sommuricstions oWAco233 | Senzorsiutomation | Evert Montong
Users/dceess contral | S\ File Sy Sottirgs ox, Devices | Read [F5 @] write [Fg Update {0y Help
Irputs Burger Akvm Zones Tiw2020.02.2§03.34 20 Avcess deriec User 001, Nomiz. Zivl = Ry Serrgs o = cgc = ‘[L] - :] IF€) S Upoce R Gy
Cutondn PO Access deniect Use- 007, Name:Zivle Systern Gprion: e Soro LaerE e
Culinly POM) Acvess denied Use 001, Mams.Zivls OSM Comrunicalions Users HLlllu\'= |
AunmationkS ensors e Acoess denied User 007, Mams. Zivls V1aersd control
Event Summary Terw2020-00-26 03,92 58 Renule Open, Deer, 00T, loertve, Zvie urshar Alsrm Zones
Evert: Lo Cagan ;_rlufgggz :: g:gfg :;;t:;uh;cw; '«-"Hu‘\idw Outputs (73 Ofen] StwtTaw | EmaTie o] Tu v th] F | Sufsu] Foiees |
— e et o e 12-2603:32 = { , User 002, Name: Aidas AUTOMEBONSARIONS T T o) A gl T
Finvest Trrm2020 02 26033238 Zurms Bypesss, Zorw 003, Zorw b 3 . - L 4 2
e S Tire202002 2603:32 23 Zons Bypass, Zone002, Zone Hame 2 Evert Summary 2 ¥ 800 Sow GV WVNWVFEVIT r
Terec2020 02 2603:3233  Zone Bypass, Zonei01 , Zone Hame | Twerts g Marlwo 69 oo === r
Catga Tire2020.02-2603:3228  Cpen by User, User.002, Mams Alidas FT TestingaMcrkcring — =
Tl Tre2020-02-2603:3215  Remats Cose, Lser 201, Name: il Finivare [4/[Tjnoo & o0 LBl (Rl m T f
Tere202002-2603:3219  Partid ARM, Usar 001, Nane Jvie s 1 e &3 oorm rrrrrrcr\r r
Tere:2020-02-2603:3213  Zone Bypass, Zone:013, Zone Hame 3 o @ -
Trre2020-02-26 03:3219  Zono Bykaa, Zone:002, Zone Mame 2 LDl ca0e L om af=di=gis = =]|= L
Tre2020-02-26 03:3212  Zone Bypess, Zonel0d1, Zone Mame 1 B30 L7 F oo @5 oo rrrr rr r
: 0 ) o7 : . T [=] & | |8 co00 & 00.00 Crrrrir I
Figure 21 the example of schedule
3
1 The module can be controlled only by these users, whose phone numbers entered in the memory of the module
System Options Outputs
Exclusive Control of the GATE/Door only for ARM/DISARM Authorized Users CemConmunisions - Oufauts | Schecuer oy
Configuring [Access Gained] Output UsersfAcoess conirol
. ) . InputsBurglar Alarm Zones (%) Outtput Location in Hardware Outpout Mame: Ot definition Mo
1 Define the output as [Access Gained] to permit user control when the system Cutputs (PG 11 orcom2, 01014 outt access oaned| ] s

Automation/Sensors

is disarmed (Sera2 > Outputs). s : s mt
i ivi H Event Lag put Disabled ouT3
Users with ARM/DISARM privileges can always access this output. Testiaontoring

- Firmuare

1
1  Users without ARM/DISARM privileges can access the output only if the
system is disarmed (unchecked in Sera2 > User/Access Control).
1 Access attempts are logged: 'Access Granted' (421) or 'Access Denied' (422)
in the Event Log (Sera2 > Events Log).
1 Outputs with [Automation / CTRL] definition can be user-controlled without
logging events 421 or 422.
(&) SERA2 -
File  Settings Devices | Read [F5) [&] Write [F6] @ Update About..
System Options ‘Remate Control Users table

Adarm Indication
Lost Primary Chanel
Lost Secondary Chanel
Fire Sensor

RH Sensor Traukle

I =
STAY Armed Status

G5 Communications: Temporary access DatelTime window
D | En User Name Type User Tel iButton Code RFID Keycard Keyb Code out ARMDISARM |Date Enl Start Date Expiration Date |
Outputs (FGM) L 1 W h@_ User + 000000000000 0000000000 hatrn NONE V r 2019-07-0917:02.21 2019-07-0917:02:21
Automation/Sensors 2 [ User + 000000000000 0000000000 NONE r r~ 2018-07-0917:02:21 2018-07-0317:02:21
Event Summary : 3 User + 000000000000 0000000000 NONE r r 2019-07-0917:02:21 2013-07-0317:02:21
Events Loa A 1eas . ARARAAAARAAR ARARAARAAA RIEIE r r AMMa AT NG 470791 048 AT A4 T-A% 1
Event log e.g.
1853 Event:1234:1:401:01:001 Time:2017-08-20 14:42:36  Note: , Open by User, User:001, Name:Master

1852
1851

Event:1234:1:422:00:001
Event:1234:1:406:01:001

Time:2017-08-20 14:41:41
Time:2017-08-20 14:41:27

Note: , Access Gained by, User:001, Name:Master
Note: , Cancel, User:001, Name:Master
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45 Wiring of Wiegand Keypad, RFID Card Reader, and iButton Probe

g,

Wiegand keypad specifications: The 1-Wire interface (1W) by Maxim-Dallas is used for iButton DS1990A keys (with unique 64-bit IDs)
Wiegand Terminals: DO / D1 and temperature sensors. The system can accommodate up to 800 keys. The first key, automatically
26bit, 34bit Wiegand (Default); registered upon contact with the reader and confirmed by two beeps, is the MASTER key with
Keypad Operation: 4bit, 6bit, 8-Bit Burst assigned control functions. The 1-Wire bus length can be up to 100 meters, depending on cable quality
Output. Each single key press as 4,6,8-bit and environmental noise.
code iButton keys can be used to ARM/DISARM security panel or control selected output.
Figure 22 Wiegand keypa}q _V\_/|r|ng Figure 23iButton connectl_n_q ghagram F|gur¢ 24|Butt0n con_n_e_:g:»t!q_n diagram
‘GTCOM2 " |eTCOMZ2 " ‘GTCOoM2
GSM/PSTN Communicator DTMF []
GSM/PSTN Communicator DTMF D GSM/PSTN Communicator DTMF D

DC]DIS./ 4
Max DZA co

— N |-
® 8 8 8 E! 88 QQZZET(m
5%&2‘-”\'3?\';5 5%&_HN:'N§5 ? 22loolooloo
AOolFx|@0lZ2ZI3 ¥ «<m A olFx|@ 0223 P <m
Qoo oo oo oo Q Qo oo Qo oo
ch 0 47K - 10k 1T T Dsisb20
- =E ] [¢)) DC 10-16V |
O | = _ x j@)]
x |62 o § W\’ SRERER: g L
i + o I3 = .
DC 10-16V OOV o 2|5 = 470-4700 UF -4 bommmmecfoca
>28 2 DC 10-16V = P R TR o | b
3 ? :
54’|_5 8 DS18b20 !
. o
— @6 6 S TR v
— \'N m iButton Reader »7__?
P— @ System state "
Esc @ iButton Reader j—_F
GTCOM2

orange

Figure 25iButton probe wiring

4.6 Programming iButton, RFID, Phone numbers to the memory of the module

First steps: Configuration methods:

1  Connect iButtons or RFID reader to the module. 1  Start automatic learning mode via mini-USB cable (SERA2 software).

1 Insert SIM card; f  Start automatic learning mode via SMS command 1
1  Screw GSM antenna; 1  Enter Keycard numbers manually via mini-USB cable (SERA2 software).

1 Connect power supply; Start automatic learning mode remotely via SERA2 software.

1 Connect the module to the computer.

A The First iButton key could be learned (recorded) by touching it to the reader. Without the need to send any SMS. The first key is the
main key (MASTER)

[
1 A The system will notify about successfully recording of the key into memory by shortly beeping twice via buzzer.
A The system will automatically assigns control function (ARM/DISARM).

' Out put definition should be set as fASystem Stateo. Go to ®ERA2>
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Start automatic learning mode via mini USB cable (SERA2 software). P

[S)File Sy Settings oo Devices | Read [F5] ElWrite [F6] 8 Update {3 Help

1 Navigate to SERA2 > System Options > General System Options. [~Syatem optirs | System
1 Select 1W (1- wire Bus) to the 'Dallas 1-Wire Bus' option (for iButton keys). GEM Communications General System Options| System FaubfTroubles | System info | Access
1 Click on [Write]. Ezazjg‘jf;:f;;ﬂmes System Opticns
1 Click on [Start iButton/RFID/Phone Programming Mode]. - Cutputs (PGM) Object Name: Chject Name
1 Navigate to SERA2 > Users/Access Control. oS SMAPP Text Charset Latin (160 55 eymio) v
1 Touch the RFID keycards or iButton keys to the reader. The key numbers will ~Event Log
appear in the list. " estgatianioring

=

To finish, go back to System Options > General System Options and click on

[Stop Programming]. User Acoess Cade Format: 4 - Digtts -

1 You can edit additional settings in the Users/Access Control window. APP ARMDISARM Synchr_mode:_[None v
Remember to click [Write] after making changes. 9 [1ire Buz) Dallas 1-wire Bus for iButton keys DS1990, «

1 Go to RT Testing & Monitoring > Hardware and click on [Start Monitoring].
1 Go to RT Testing & Monitoring > Security Alarm Panel/Access
1 Touch the keycard to the RFID keypad. Check ARM/DISARM action.

Clear Events Bufer after reset

Coor Chime

Bell Sejuawk on ARMIDIS ARM O

Ao - re RN [}

Start iButtoryRFIDPhone  programming mode Stop programming

5) SERAZ [GTCOM?)
Y File S Settings . Devices G| Read[F5] 5] White [FE] @ Update {hHelp
System Optonys Remote Control Users table

G5M Communications Users | Access Shedues | Holdays |
PETN G to SMS Converter [ al

: W T o &) User Name Buon Code | | PO Keyowd | Keyo Code | OUT || ARMOSARM
Cutputs (POM) Mot ¥ master QANCONIBSE1S 0000000000~ == NENE =
Aidomelive/Sengors | {002 ¥ User Name 2 DAOCOOASET 31 OB0000000 NONE =
Evert Surtenary = — —
Everts Log | 003 & User Name 3 + OANDOOARIENT DOOC000000 NONE v
RT TestngiMordorng | |004 W User Name 4 + 0ACOO0BALE2D 0000000000 NONE ~
Frovware L 005 W User Name S + CADDOOSE00 DO00000000 NONE ¥

| | oos [ User Name & + asriis . DO00000000 NONE !
A | | o7 [T User Name 7 + 00000000000 0000000000 NONE r
Enter Keycard numbers manually via mini-USB cable (SERA2 Start the automatic key programming mode remotely via SERA2
software). software.
1 Go to SERA2> System Options> General system Options. 1 Start SERA2 software
1 Select Dallas 1- Wire Bus (for iButton keys) 1 Go to SERA2>Settings and
9 Press [Write] 1 Enter required parameters: IMEI/UID and App Key
1 Go to SERA2> Users/ Access control. 1 Press [Connect]
1 Enter RFID keycard, iButton key numbers 1 Go to SERA2> System Options> General system Options.
9 Edit other settings 1 Select Dallas 1- Wire Bus (for iButton keys)
1 Press [Write] 1 Press [Write]
1 Go to RT Testing & Monitoring> Hardware 1 Press [Start iButton/RFID/Caller ID Learning Mode]
1 Press [Start Monitoring] 1 Touch RFID keycards, iButton keys to the reader
1 Go to tab [Security Alarm Panel/ Access] 1 Press [Stop programming] button
1 Touch the keycard to the RFID reader and iButton keys to the probe 1 Or wait until the learning mode will stop automatically
Start the automatic key programming mode by SMS command
' Before starting programming iButton keys using SMS command, ensure 'Dallas 1-Wire Bus for iButton keys DS1990A' is selected in

. SERA2>System Options > General System Options> 1W(1-Wire Bus) list box.

1 Send SMS message: 1

1 You will receive the message: iButton/RFID/Caller ID Learning Mode is Switched ON

9 Touch RFID keycards to the RFID reader.

1 Sent the message: 0

1 You will receive the message: iButton/RFID/Caller ID Learning Mode Stopped

1 I1Button keys deleting mode. Delete these keys from memory, which will be touched to the reader. Sent the message: 2

Refer to: Error! Reference source not found.
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5 OUTPUTS

The module GTCOM2 has:

=a =4 = -a-a o

2 outputs: I/O1 (1A) 1/©2 (1A).

1 output: 1W (10mA, Max Voltage 3,3V) for LED, solid state relays control. ! Max voltage 3,3V

Outputs can be controlled via short call, SMS, RFID, iButton, or the SERANOVA app. This is particularly useful such as gate opening.
Output alarm parameters may be programmed.

The system supports automatic scheduling, including holidays.

Programmable algorithms for outputs operation: CTRL/SMS/DIAL, ARM state, inverting, pulse mode

The output responds to specific system events or remote control via App, SMS, Caller phone number, iButton, or RFID. It's versatile for tasks such as
operating garage doors, activating lights, controlling heating, managing watering, and more.

!

If an output is not in use, it should be disabled. A disabled output cannot be toggled ON or OFF until it is re-enabled.

Each PGM output has a name that can be customized by the user. Typically, the name specifies a device type connected to a determined

PGM output, for Example: Lights.

51

Schematic and Wiring of Outputs

Output switch to ground when activated from the module. Connect the positive side of the device to be activated to the VD+ terminal. Connect the negative
terminal to the selected output.

GTCOM2 GTCOM2 GTCOM2

o o o
LS| @ sl + S| Q QQ + =9 S9
O 0la 2|2 wla § > OOl Zlg N8 S > OO0l Zlg N2 S >
B8EE05Z 2122« w 8 8EEIC5Z 2|12 2|« S 3E 2022|122«
@69@@@@@@@@@@ @69@@@@@@@@@@ 69@@@@@@@@@@@
. 1] e ¢
lv I; lv o v vm LED "
+ - +—i_(o—° + - 56k W
12VDC Buzzer Bell 12vDC z=z—% .. .RELAY 12vDC
Figure 26 Bell, buzzer connection to 1/01, 1/02 Figure 27 Relay connection to, 1/01, 1/02 Figure 28 LED connection tol/O1, I/02

5.2

= E ] =a =4 =4 -89

Output Programming

Install SERA2 software. For more information look at 2.6 SERA2 software

Connect the module to the computer via mini USB cable. Device> GTCOM2

Go to Outputs (PGM) window in the SERA2 software

Parameters of the selected output should be set:

output operation description (OUT definition): disable, bell, buzzer, flash, system state, ready, automation/ CTRL, AC OK, battery OK, ARM/
DISARM, alarm indication, lost primary channel, lost secondary channel, fire sensor, RH sensor trouble.

State type: flash, timer, steady mode.

If necessary, output operation might be inverted.

Write configuration by pressing [Write}

If you need to control outputs by short call or SMS, go to Sera2> Users/ Access control window and enter phone numbers of users, who will be
able to control selected outputs via free short call.

Press [Write]

Refer to:

Lost Primary Channel: Output where a continuous signal is generated ARM/DISARM: Output for connection of light indicator of the alarm

when communication with primary channel was lost. system status. When the alarm system is on a continuous signal is
Lost Primary Channel Restore Primary Channel generated.
ARM DISARM
OFF Open | Open
) OFF ———
Lost Primary
Channel ARM/DISARM
ON o
ON ose
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6 INPUTS

The module PROGATE has:

1 2 analog inputs IN1, IN2 (0-10V) f or anal og sensors connection. Or can be wused
NC/NO/EOL/EOL+TAMPER.

1 2 programmable analog inputs I/01, /02 (0-10V) f or anal og sensors control or using as s
NC/NO/EOL/EOL+TAMPER

Wiegand interface, RFID reader, Keyboard.

1 1 programmable digital input (1W (Max voltage 3.3V)) used for:
o Dallas 1-Wire Bus. To connect temperature sensors DS18b20 or iButton key DS1990A,
o Aosong 1-Wire bus Humidity Sensor AM2302, DHT22, AM2305, AM2306,

T INZ1, IN2, 1/01, I/02 Can be used as inputs to detect System state on the main Alarm Panel as well as Gate position or security sy st emé s
with selectable type: NC/NO/EOL/EOL+TAMPER.

Connect sensors to module the as is shown in connection diagrams below

Set the required parameters

1 Write configuration by pressing [Write] button

== =4

1 Inputs IN1 and IN2 has internal pull up resistors 10k

Input/Zones wiring NC/NO/EOL/Tamper

_GTCOM2 1 | GTCOM2 i i GTCOM2
 EEEEEE | 2 | | B

A
o2
z7

7

) a
$3lazgy &3le 2 S
OOl = >~ 0 O|F Z
_g9leclecioslocioe : : soloo 5
% - Cabl % -
12vDC 12vDC
EOL EOL
2200000 2o 200220
0OsS0Q3
Sensor 28 ZZ 852‘ Sensor | Sensor | 2 § Sensor | 2 §Z Z9 *
Tavper AU ESLAY POWER e ALARWRECAY POWER . o AARITRELAY powen
OUTPUT OUTPUT
Zone input cOoM Zone input Com Zone input 5.6k Com Zone input 5.6k Com
NC
I NC 5.6k I NO Taf.Tt‘Prff 5.6k
Figure 29NC Contacts, No EOL H /\/\/\/ ~ore
' Figure30 NC, With EOL Figure 31 NO, With EOL NC
Figure 32NC With EOL Wire Fault
Recognition

Programming of inputs Refer to: :
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7 SENSORS & AUTOMATION

Sensor Compatibility: Accepts signals from analog 0-10V or digital sensors, configurable with SERA2 software.
Worldwide Access: Utilizes GSM GPRS networks for global data monitoring and control via SERANOVA app or WEB
Applications:

1  Enables versatile remote access for data viewing, alarm notifications, and data logging from any location.

1  Suitable for monitoring various environmental such as temperature and humidity.

1  Applicable in labs, museums, warehouses, and more

7.1 Humidity sensors AM2302/DHT22/AM2305/AM2306/AM2320/AM2321

The module supports Aosong 1-Wire bus Humidity Sensors AM23xx series: AM2302, DHT22, AM2320, AM2305, and AM2306.
Table6 Sensors AM2302, AM2320/AM2321 specification

Manufacturers' Specification

AM2302 AM2320/AM2321
Operating Range 01 100 0i 100
Absolute accuracy N3 % -p0wed N3 % -powsd
( %RH, 25AC) N5% (<10, >90%) N5% (<10, >90%)
Repeatability (%) NO. 3 NO. 1
Long term stability
(% per year) 0.5 0.5
1/e Response (sec) 5 5

" 3.1i 5.5(AM2320)

Voltage supply (V) 3.315.5 2,61 5.5(AM2321)

The table contains datasheet values: Aosong specifies 'typical' values without maximum tolerances
Sensor AM23xx sensor connects on 1-Wire bus line to digital input 1W. One AM23xx Aosong humidity sensor can be connected to GTCOM2

=
% 4 o o O
+ o o o O
e | — -
ees| |
i - ; =
D1, D2, D3 =
=
=
o« |
=
i
((/1j o v <
1= z O O
oooooo 135 = g P O !
oooooo AM2302 D@B@
Figure 18 AM2302 connecting diagram
| 5--System Optionz System
| GSM Communications General System Options  System Fautt/Traubles  System Info Access
PSTN CID to SMS Converter .
Usersiooess control System Cptions System Timers
Inputs/Burglar Alarm Zones Chject Mame: Object hame Test Time: 1330 hhomm
Outputs (PGM) SMISIAPR Text Charsel Latin (160 SMS symbols) ~|  TestPerinc: !
Altomation/Sensors
Evert List Entry Delay o s
Event Loy
;--Tes‘ting&MUnrtUring Exit Delay g S
- Firmware BelliSiren Cut-off Timer, 120 s
User Azcess Code Format: 4 - Digits ~
APPARMDISARM Synchr. mode: | By Panel PG -
1444 (1-\ire Bus) 2 20 Time Zone: GMT+ 23 | 0 e COM

Digital Input — (Maz. 3.3%101)

Digital OutpLt (Wace. 3 310y

Dallas 1-viire Bus for iButton keys DS19904, temperature Sensors DS18020, 1O expanders 105
L= Humiclity/Temperat g

Steps to start AM23xx, AM2320, AM2305 sensors

A Connect the sensor to 1W contact according to the connection diagram.
A Navigate to SERA2>System Options>General System Options and set 1W (1-Wire Bus) to [Aosong
1-Wire bus Humidity/Temperature Sensor].
A Press [Write].
A Power on the module.
A wait for the sensor to be detected on the bus.
A Press [Read].
A Navigate to SERA2 > Automation/Sensors. Locate the desired registered sensor in the sensor table
and double-click on its line.
A Configure the required parameters. @ seraz (eTCOMZ| -
A Press [Write] |F)File Sy Settings ., Devices [g] Read [F5) ¢] Write [F6) B Update {yHelp
’ 5 ) ) System Options Automation/SensorsiAnalog Inputs:
A Press [Read] (Wait until you will see the GSM Communications D | Sensor Name Sensor Hardware D ot
not e, that AConfigu Ei:";ﬂl:i”igt‘::’*““ L [ERIESICIR 7C0M21nput 1,1 Wire bus, RH, Humicty, Aosong 1 Wire bius Humidty/Temperature Sensor DHT22/AM2301 3
. [# 2 SensorName2 GTCOM2 Input 1W,1-Wire bus, Temperature, Aosong 1-Wire bus Humicity/Temperature Sensor DHT22/AM2301 14 c
A Go to SERA2> Automation/ Sensors 'gﬂiwp%ﬂ’; Alarm Zones (1 e e s Serocr Soses 3
A You will see the connected sensor in | |[# 4 sensorName 4 Sensor Disabled c
the I|St g7 LATHMArY 7. & Cancor Mama &  Sanens MNieahlad '

! Imortant! Do not change polarity! It will damage the sensor

GTCOM2 User manual v.2024-01-04 32 |




7.2 Analog Inputs 0-10V Setup

A Connect analog voltage sensors to 1/01 and 1/02 as per the diagram. el
A Use analog inputs for security zones or sensors. @ U @@MZ PWR
A Disable unused inputs in 'Zones' or 'Sensor' window. GSM/PSTN Communicator o
A calibrate sensors and set parameters in '‘Automation/Sensors' (Sera2 > Automation / Sensors),
adjusting multiplier and offset.
A For detailed setup, see Error! Reference source not found.
A save changes to the module by clicking [Write].
() sERA2
le click on th lected lin
File Settings Devices 3| Read[F5]  [§] Write [F§] - Updot?uﬂle & C cko e selec ed e
System Options Automation/Sensors, Inputs:
GSM Communications 0| Sensor Name/]| Senzor Hardware D ['unit [RT vaie| Max vaisms | vinvas
UsersiAccess control [ [ 1 Humisty GTMI Jrgut D1 1-Wire DHT22 RH Humadity RH%  Ni& 30 5
x::;mmzws || 2 Temperatyre T jrput 01 ,1-Wire DHT22 Temperature "C MiA ] 5
Iﬁl || 3 b 3 Sensor Dizabled “C 1Y 0 s
v v M 4 Sensor Disabled “C s 30 5
Events Log 5 SensorNameS  Sensor Disabled "C LY 0 5
RT Testing&Montoring || & Sensormamet  Sensor Disstied L N =) B
Firmware | |7 sensormame7  sensor Disatied B [ 0 5
i 8 Sensor Name®  Sensor Dizabled “C 0 5
! Any automation voltage analog sensors 0-10V, can be connected to IN1-IN2 (has internal pull up r 0-15V

7.3 Temperature sensors Dallas 1-wire DS18b20 installation & recommendations

The DS18B20 digital thermometer provides 12-bit Celsius Applications/Uses

temperature measurements. The DS18B20 communicates over a 1- it @ 1  Consumer Products

Wire Each DS18B20 has a unique 64 -bit serial code, . 1  Industrial Systems

which allows multiple DS18B20s to function on the R f  Thermally Sensitive Systems
1  Thermometers

same 1 -Wire bus. Thus, it is simple to use one to control many
DS18B20s distributed over a large area. Applications that can
benefit from this feature include HVAC environmental controls, .
temperature monitoring systems inside buildings, equipment, or - Measures Temperatures from-5 5 AC t o

machinery, and process monitoring and control systems. 293 (67 A F to +257 A F)
G°> T NO.5AC Acctr0aAcCy tfor otrB 5

1  Each Device Has a Unique %/-Bit code.

U QPROWES,

1  Thermostatic Controls
Key Features

DATA

GTCOM2Z -

GSM/PSTN Communicator

GTCOM2

W — 1 ' Q

= 3m STUBS

! Imortant! Do not change polarity! It will damage the sensor

Connect 1-Wire sensors DS18b20 to terminal 1W according following topologies:
Linear topology: slaves are attached to the 1-Wire bus with insignificant (< 3m) branches or "stubs."

Star topology. The 1-Wire bus is split at or near the master end and extends in multiple branches of varying lengths. There are slave devices
along, or at the ends of, the branches. When a stub is connected to a 1-Wire bus, there is an impedance mismatch at the branch point.; Each
branch line should be separated by 82-120 Ohm resistor

@T©@M 2 P 470UF...4700uF @T@@M 2 A PWR

3SM/PSTN Communicato
GSM/PSTN Communicator GSM/PSTN Communicator

LINE
/< DATA LINE |
o
82-120 Ohm
(=) (o] DTMF| AA max 100m line D Sensor_1 DS18b20
. - ke nsans

\==) ‘ 82-120 Ohm
Temperature .5 o = | /\/\/\/ max 100m IIneD Sensor_2 DS18b20
_/ bl sensor DS18b20 83822582228 |
2 2lo ol 2l @ T %le @ ‘ 821200Mm 100m line — Sensor_3 DS18b20

Figure 33 DS18b20 connection with long distance UTP or FTP cable Figure 34 Star connection

! The line resistor must be as close as possible to the contacts of the module GTCOM2.
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@ SERAZ IGTCOME] - o x
A Goto SERA2> System Options> General System Options e Syseny Soweo P Funcre @i Bres
: - P |
A Set 1W (1- Wire Bus) to Dallas 1-Wire Bus DS1990A/DS 18 b 2 0 é T — [ ey oo | sysen e | Syseno|
A Press [Write] _ _ ) o B | i T — T 5% oo
A Press[Read] (Wait until you will see t & mrmone  FE— <] e P =
. N Event Summary SM Card PN I Ertry Dely s
receivedo) ) Ewitog || s o g Eaomar e
1  Goto SERA2> Automation/ Sensors e S Une Poseirort L basmosonTe: [ s
: . . e | P Ty a—
1 You will see the connected sensor in the list P o = e
-
o s e e rast
e i
o Sasem en ARMOS A
) funream " Set Wode Tme wom P Resdmodietie |
P, T L T R iy pogramaing PC time. 2020-08-04 15:29:54 Tuesday
’-,,”" p 4' — Panel Time:
(&) SERA2 [GTCOM2] - o X
[2)File £ Settings . Devices [§]Read [F5]  [§] Write [F6] il Update iy Help
System Options Automation/Sensors/Analog Inputs
GSM Communications Sensor Name | Sensor Hardware ID [ unit [RT Value] Max valsws [ win val sMS [« val o o
PSTN CID to SMS Converter - B . .
Usersfaccess cortrol _ STCOM2Input 111 Wre DS10020 Tempersture SN 20T 4ABa0an? = = jl . I Double click on the selected line
:‘Z: e oS 3 Sansor Name 3 C £ 5 2% 1 Edit settings
[#] 4 SensorName 4 | Sensor Disabled °C A 30 5 2t 1'[ Press [Wnte]
mary B, 5 Sensor Name 5 | Sensor Disabled ‘'C N/A, 30 5 2t
Events Log [# 6 SensorName & | Sensor Disabled c A, 30 s 2
RT TestinggMonitoring [# 7 SensorName7 | Sensor Disabled c A 20 5 2t
7.4 How to change temperature scale from Celsius to Fahrenheit

- Sy stem Options

- B Communications

- UsersfAccess control

- InputsBurglar Alarm Zones
- Outputs (PG

- Event Summary

- Events Log

- RT Testing&Manitoring

- Firmeare

—AutomstioniSensorsianalog Input:

IC | Senzor Mame I

Sensor Hardware [0

| unit [RT value| Maxvalsws | winval sws | Maxcvs

Senzar Mame 1

GTalarm w2, Input 01 ,1-Wire DS18620 Temperature SN 28FFFOE20217

°C i, 20 10 2C

Sensor 1 Settings

X

—Sensor Setting

Senszor Mame:

Sensor Unit Test:

Senzor typeshardware |

ahion;

IS enzor Name 1

|GTaIarrn w2 Input 07,1-Wire DS18B20 Tempearature, SH:28FFFOE20217

1
2
3
4
5
B
T
g
9

A
—Highi't ax Y alue Actior) Setting
mre T T
- ‘:‘110 b am Walue Alarm Everf/SMS: 20 High Temp Alarm
— .'.1 5 Max Walue To Activate Output: L Eorler el
w .'\13 M ax Walue Hysteresi I1 g Vet
|[#14] | Maxdlam Event Defay: |1DDDD L / //////////’ = EonEn Gl
#15 &= Walue Output Control Delay I'IDDD mz Carnfart Zone
Z116| | Dutput NOWE = /
[ Jer | oue rovE_o] 77772272 s oo
L= Contact ID Report Code: |158
S18 ] Low Temp
— Alarm Event SMF Test: IMaH Wallie
(e Alarm Event/SkS v, R Event/SkS - reater ON
= larm Event W eztore Event,
- E“QD Lo Temp AIﬁ”"l SMS Alarm Low Temperature
|2 Low/hin ynde Action Se/ui(g *
[an |1 i ~Senzor Calibration
1. Double click on the sensor's ling / I—
2. Enter ¥ (offset) and X (multiplier) values. _5 e ¥ - Multiplier lw—
3. Change the units to Kelvin or Fahrenheit 1 -
Celsius to Fahrenheit conversion I o |32—
Yioffset)=32, X{multiplier)=1.8 I— . T - set
Celsius to Kelvin conversion 10000 ms
Yioffset)=273.15, X(multiplier)=1 . Imgu T Equation; Temperature===a0C+"
E ST Output: INUNE 'I
#4129
3 Contact ID Report Code: |159
[#30 P
Alarm Event SMS Test: IMin Walue 0K
<
Alarm Event/SMS v Restore Event/SMS I
A Double click on the sensords line

A Entery (offset) and X (multiplier) values
Change the units to Kelvin or Fahrenheit

0 Celsius to Fahrenheit conversion: Y (offset)=32, X (multiplier)= 1.8
O Celsius to Kelvin conversion: Y (offset)= 273.15, X (multiplier)=1
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7.5

Example of Thermostat Control for Heating and Cooling

Cooler
control out

Temperature

Heater
control out

The system utilizes four set points for comprehensive temperature management, catering to both cooling and heating

1

Cooler ON

Cooler OFF

Comfort Zone
Low Set Point Hysteresis

High Alarm SMS
High Alarm Restore SMS

High Set Point
High Set Point - Hysteresis

Low Set Point + Hysteresis
Low Set Point

Low Alarm Restore SMS
Low Alarm SMS

Heater OM

Heater OFF

Y

Y

Upper Limit for Output Control (Cooling Set Point) : Activates cooling when temperature
exceeds this set point. For instance, if set to 28 degrees, the system activates the cooling
output (e.g., OUT1L) after a delay of 1000ms to prevent false activation from short-term
temperature increases.

Upper Limit for Temperature Alarm (Cooling Alarm Set Point) : Triggers an SMS alarm if
temperature surpasses this higher threshold. For example, at 30 degrees, the system sends
an 'Overheat' SMS alarm after a delay of 10000ms.

Lower Limit for Output Control (Heating Set Point) : Activates heating when temperature
falls below this set point to maintain warmth. For example, with a set point of 20 degrees,
the heating output (e.g., OUT2 engages after a specific delay, ensuring the premises stay
warm.

Lower Limit for Temperature Alarm (Heating Alarm Set Point) : Sends an SMS alarm if
temperature drops below this threshold, preventing conditions like freezing. If set to 5
degrees, an 'Antifreeze' SMS alarm is sent, indicating the temperature is dangerously low.

Hysteresis and System Behavior:

1

b e

7.6

= =4 =4 -4

Hysteresis value prevents frequent toggling of the system, reducing output ‘chattering'. It
ensures the system operates smoothly around set points, activating or deactivating outputs
only when the temperature sufficiently deviates from the target.

ON-OFF control method switches the output entirely ON or OFF, maintaining temperature
within the hysteresis range of the set points.

Time
requirements:

Upper limit High/t ax [e.g. 4/C Cooler, Fan] Yalue Action Settings

Upper limit % alue Alarm Event/SS: 0

Upper limit % alue Tao Activate Dutput: 28

Huysteresis: 1

Alam Event Delay: 10000 s
Output Control Delay: 1000 ms
Output:
Contact I Report Code: 158

Alam Event SMS Test: Max Value

Alam Event/SkS /] Festore Event/SMS /]

Lower limit Low/Min [e.g. Heater) Value Action Settings
5

20
1

Laower lirnit % alue Alarm Event/S5:

Lower limit % alue Tao Activate Dutput:

Huysteresis:

Alam Event Delay: 10000 s
Output Control Delay: 1000 ms
Output:
Contact D' Repart Code: 189

Alam Event SMS Text: MinVale

Alam Event/SkS /] Festore Event/SMS /]

For high-power AC equipment control in heating or cooling systems, using solid -state relays is recommended for their reliable performance

and efficient load handling."

How to test the sensors

Real-time hardware status: Go to RT Testing & Monitoring > Hardware, then press [Start Monitoring].

View the list of alarm events with timestamps: Navigate to RT Testing & Monitoring > Event Monitoring.

To receive alarm notifications via SMS to your mobile phone: Go to GSM Communication > SMS/Dial reporting.
For real-time sensor values and states: SERA2 > Access RT Testing & Monitoring > Sensors/Automation.

To save the configuration, press [Write].
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Figure 35 How to check real time hardware status, real time sensor values. How to receive alarms and where find alarm events list

How to receive SMS alarms

Go to SERA2> GSM Communications> SMS/ Dial reporting
Enter phone number

Mark alarm events

Press [Write]

To T o o

What to Do if You Detect a Sensor Trouble in the "Event Log" Window?
Use the "RT Testing & Monitoring" Window: Sensor troubles are highlighted in red in this window.
A Navigate to the Automation/Sensors window, deactivate the problematic sensor, and then press [Write]. It's possible the issue might be related
to the sensor's connection to the module.
If the issue persists, ensure you save the configuration. Next, send this configuration to the seller. Be detailed in your description: specify the
issues, mention connections related to zone: 001, and provide any other relevant information before forwarding it to the seller.
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